Revision to ITU-T Recommendation H.233 – Confidentiality system for audiovisual services

Summary

This Recommendation describes the confidentiality part of a privacy system suitable for use in narrow-band audiovisual services conforming to Recommendations H.320, H.221, H.230 and H.242. Although an encryption algorithm is required for such a privacy system, the specifications of such algorithms are not all included here: the system caters for more than one specific algorithm. Some of those algorithms and their parameters are defined in Annex A.A privacy system consists of two parts, the confidentiality mechanism or encryption process for the data, and a key management subsystem as described in Recommendation H.234.

This revised version of H.233 introduces a number of corrections and clarifications to the original version and, more importantly, introduces the description on the usage of Triple DES and AES encryption in applicable H.320-series Recommendations.

Changes or additions to the 07/95 revision are the following:

- New summary (editor) – added a summary

- Section 2 (editor) – updated references

- Section 3 (editor) – added and rearranged abbreviations

- Section 4 (editor) – replaced “draft rec.” by H.234, clarified “frame structure” and added a reference to Annex A

- Section 5.1 (editor) – made typographical enhancements and added a reference to H.221

- Section 5.1.2.1 (editor) – made some editorial enhancements

- Section 5.1.3 (editor) – added some clarifications to the text associated with Figure 2

- Section 5.1.3.1 (Dxxx + editor) – created tables for the messages (same format as H.234) and a meaning for P8

- Section 5.3 (editor) – added clarifying text explaining the usage of the SE_NULL message

- Annex A (Dxxx + editor) – added a scope, moved references, removed reference to DES mode 2 and 3, and renumbered the sections of the annex

- Figure A.1 (editor) – moved figure, changed arrow direction (decipherment), and added input/output arrows

- Appendix II (editor) – added step showing decision of encrypting calls along with minor typographical changes
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