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ATTACHMENT 9

to the Report of the First Meeting of 8D-SRG

(see Addendum 2 to Circular Letter 8/LCCE/40)

International Civil Aviation Organization

PROTECTION OF GLOBAL NAVIGATION SATELLITE SYSTEMS OPERATING IN THE BAND 1559 TO 1610 MHz AGAINST UNWANTED EMISSIONS FROM MOBILE�EARTH STATIONS OPERATING IN THE BAND 1610 TO 1 626.5 MHz



1	Introduction

1.1	This paper analyzes the requirements for the protection of the Global Navigation Satellite System (GNSS), operating in the frequency band 1559 - 1610 MHz, from harmful interference for all phases of flight and particularly during  precision approach and landing (including Category I, II and III landing).  Of particular concern, and addressed in this paper, is the harmful interference caused by unwanted emissions of the mobile satellite service (MSS) mobile earth stations (MES) operating in the adjacent band  (1610-1626.5) MHz.    

1.1.1	The Global Positioning System and its Wide Area Augmentation System (GPS/WAAS) together with the Global Navigation Satellite System (GLONASS), are the constituent elements of the International Civil Aviation Organization (ICAO) Global Navigation Satellite System (GNSS).  The GNSS provides a radio navigation service within the meaning of RR 953, and hence is a safety service requiring protection  from harmful interference in accordance with RR 163

1.2	The paper responds to a number of important concerns which have been raised by aviation  during and after the evolution of draft standards for MES by  telecommunication agencies (including the European Telecommunication Standards Institute ETSI).    Aviation experts  have indicated  that the proposed MES standards for unwanted emissions, which were intended to protect GNSS, are considered to be either insufficient, or significantly deficient to the extent of being unacceptable.

1.3	This paper presents the ICAO position and the rationale, in both technical and operational domains, to support the recommended maximum  limits for the unwanted emissions from  Mobile Earth Stations which fall in the Radionavigation band 1559 to 1610 MHz in order to protect GNSS operations both now, and in the future.  This ICAO position is based on the material developed by the ICAO Global Navigation Satellite System Panel (Plenary meeting of GNSSP Working Groups, Gold Coast, Australia,  February 1997). The ICAO position has been reviewed, and endorsed, by the Air Navigation Commission of ICAO.  Specific Recommendations on maximum unwanted emission limits for mobile Earth stations required to protect GNSS systems are contained in section 6 of this paper.
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2	Protection requirements for Global Navigation Satellite Systems

2.1	The need to protect GPS, GLONASS and their augmentation systems i.e. WAAS, at full performance from harmful radio frequency interference is essential to the overall aeronautical GNSS implementation strategy to provide primary-means precision approach navigation. Considerations of a regulatory and technical nature determine why GLONASS and GPS must be protected from harmful interference.

2.2	Regulatory considerations

2.2.1	The Radio Regulations allocate the frequency band 1559 to 1610 MHz to the Aeronautical Radionavigation Service and the Radionavigation-Satellite Service jointly as primary services on a world wide basis. Two footnotes (S5.355  and S5.359) also allocate the band to the Fixed Service in specified countries, within a number of these the allocation to the Fixed Service is on a primary basis.  It is the ICAO policy to seek removal of these footnotes to provide an exclusive allocation to the Aeronautical Radionavigation Service and the Radionavigation-Satellite Service.

2.2.2	The acceptance by the Council of ICAO of GPS and GLONASS  in 1995 and 1996 respectively, as elements of the GNSS system, means that ICAO Contracting States are required to protect the reception of GLONASS and GPS signals on board aircraft operating within their territories.  The  responsibility of ICAO Contracting States is to ensure that radio systems used, in accordance with ICAO SARPs, within their national boundaries do not have the capability to cause harmful interference to GNSS. 

2.2.3	In regard to the protection of radionavigation systems the following ITU Radio Regulations are applicable and important:

(i)	RR S4.10 (953) : specifies that radionavigation and other safety services require special measures to ensure their freedom from harmful interference; it is further stated that it is necessary to take this factor into account in the assignment and use of frequencies;

(ii)	RR S1.169 (163) : Defines harmful interference as interference which endangers the 	functioning of a radionavigation service or of other safety services or seriously degrades, 	obstructs, or repeatedly interrupts a radiocommunication service operating in accordance 	with the Regulations;

(iii)	RR S4.5 (343) requires that a frequency assignment shall be separated from the limits of allocated band in such a way that no harmful interference is caused to services in the adjoining band.

2.3	GLONASS frequency shift

2.3.1	The frequency assignments to GPS and GLONASS (when operating below 1610 MHz) are fully coordinated through the ITU process, and in accordance with the above regulatory provisions must be protected from any harmful interference, including that from the unwanted emissions from systems operating in the adjacent band 1 610 - 1 626.5 MHz.

2.3.2	GLONASS has operated in the band 1 610 - 1 626.5 MHz under footnote S5.366 (732) for a number of years.  The allocation of the band 1 610 - 1 626.5 MHz by the WARC 92 to the Mobile Satellite Service created a situation of incompatibility between these two services. It was subsequently agreed to shift GLONASS’s nominal carrier frequencies, currently operating in the band 1610 - 1616 MHz frequency band entirely out of this band. To further aid in the development �

of the MSS in the 1610 - 1626.5 MHz frequency band, it was agreed to shift the frequencies for GLONASS down to below 1605 MHz. However, in order to be able to use its existing satellites, both in-orbit and in launch-ready status, it was agreed that this shift of the frequencies for GLONASS could not be completed until the year 2005.

2.3.3	The progression of the GLONASS frequency transfer over the time period up to 2005 is depicted in the diagram at Appendix 5. In the figure the bandwidths required for reception of standard and precision signals are indicated.

2.4	Application of limits over the band 1559 - 1610 MHz

2.4	The development of the GNSS is progressing. GPS is planned to operate in the bands 1575.42 +/- 10 MHz (L1) and GLONASS will operate in the band 1597-1605 MHz in its final configuration after 2005 (L1).The development of precision approach and landing systems using the GNSS requires augmentation.  One augmentation being investigated employs signals just below GPS L1 frequency. These augmentation systems require spectrum which is allocated on a world wide basis for the radionavigation-satellite service as a minimum. Therefore, the band 1 559�1 610 MHz is deemed as an extremely important resource for the future of aeronautical radionavigation satellite services. It is essential to provide protection from RFI throughout this band to preserve it for GNSS augmentations..

2.5	Technical considerations

2.5.1	Technical considerations for radio frequency protection for GPS/GLONASS include the following:

(i)	the availability of fault detection and exclusion (FDE) in a GPS/GLONASS receiver; Studies of multi-channel GPS/GLONASS receivers have shown that the availability of FDE (non-precision approach limits) is improved to 100% compared to 60% for a GPS-only receiver�;

(ii)	improved availability of high navigation accuracy.

	The availability of high accuracy navigation is improved to 99.999% compared to 50% for a GPS-only receiver. These improvements of availability and accuracy come without the need for additional geosynchronous satellites;

(iii)	increased narrowband radio frequency  immunity potential through frequency diversity.

	Since GLONASS uses a frequency division multiplex scheme, its use, together with the single frequency GPS, offers the potential of increased immunity to discrete narrowband interference.

2.5.2	Coordinated worldwide differential augmentation signals from geosynchronous satellites could be added incrementally to further increase system performance. 
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3	Source-path-receiver methodology

3.1	Overview of methodology

3.1.1		The source-path-receiver model is the traditional method by which frequency management ensures electromagnetic compatibility. Application of the model to specific environmental sources results in a determination of the conditions under which RFI remains below an acceptable level at the receiver. The source-path-receiver model as applied to aeronautical radionavigation service (ARNS) RFI threats is deterministic. That is, the receiver susceptibility mask, the losses due to antenna gain, distance separations, and RFI source emissions mask are considered fixed levels, normally at or near their worst case value or at their regulatory limit. The probabilistic concepts in the RNP methodology apply to the response to interference within the receiver and cover integrity and continuity risks. For example, the receiver must operate within its standard performance envelope (including measurement error statistical limits) when the RFI level is below the susceptibility mask at the input to the receiver. The frequency of RFI or emissions events is limited by RNP integrity and continuity risk allocations, and RFI is only one component of the risk allocations for the operating environment.

3.2	Antenna and Path Elements

3.2.1	Minimum Separation Distance

3.2.1.1	For Category I operations, the Minimum Separation Distance (MSD) between an aircraft and an obstacle is based upon the precision approach obstacle clearance surfaces (see Appendix 1) and the recognition that the MES can, in general, be located at obstacle clearance surface. An example is a MES antenna mounted on the roof of a vehicle.  Using the criteria in Appendix 1, the minimum separation distance, as measured radially from the RFI source transmitter to the GNSS receiver antenna, is 100 ft. Path loss (free space) at 100 ft at 1 575 MHz is 66.08 dB.

3.2.2	Link margin

3.2.2.1	There are two main factors requiring an interference margin in the GNSS RFI link calculation. The first, as noted above, is margin for the uncertainty in Cat I antenna gain toward the interference. To minimize certification cost and thus make the GNSS systems available to a wide range of aircraft, a nominal antenna backlobe value of -10 dBic is used. Actual installed pattern values can then be estimated by standard computer or hardware modeling methods; all of which are known to have accuracy limits of a few dB.

3.2.2.2	The second factor, as based on past history, is the uncertainty in the composite RFI environment level. MSS MESs are not, in general, the only RFI source contributing to the received noise level. Background noise levels may rise 1-2 dB above the assumed 100 Ko value due to the composite of all wireless communication equipment and other sources of RFI operating and planned in the near future. For these reasons, a total Cat I interference margin of 5 to 6 dB will be needed. A single value of 5.6 dB is herein assumed for calculation purposes.
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3.3	MSS MET Unwanted Emissions

3.3.1	RFI Link Budget

3.3.1.1	Specifying the GNSS receiver’s susceptibility level (as at Appendix 6), the minimum separation distance, interference margin, and the antenna gain in the direction of the RFI source establishes the maximum permissible MES unwanted emissions. This maximum permissible emissions level for the RFI source is referred to as the “emission mask.” The calculation tabulated below in Table 1 shows the value is -70 dBW/MHz for GPS/WAAS and GLONASS protection.



Table 1

MES Emission Mask Derivation

Link Budget Item�Value�Running Total��Receiver Susceptibility Mask�-140.5 dBW/MHz�-140.5 dBW/MHz��GNSS Antenna Gain toward RFI�-10.0 dBic�-130.5 dBW/MHz��Interference Margin�5.6 dB�-136.1 dBW/MHz��Path Loss (100 foot Min Sep Dist)�-66.1 dB�-70.0 dBW/MHz��MSS MES Emissions Mask (EIRP)��-70.00 dBW/MHz��3.4	The source-path-receiver model is illustrated in Figure 1 below
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Figure 1

Source-Path-Receiver Model

�4	Technical basis for setting emission limits

4.1	In the interests of ensuring aviation safety, ICAO over many years has developed a methodology to address the impacts of RFI on navigation systems. This methodology includes: 

(i)	the determination of the potential RFI environment;

(ii)	the design of the navigation system consistent with that environment; and

(iii)	frequency engineering to preserve, and sometimes limit, that environment to levels which are safe for aeronautical radionavigation, under virtually all conditions.

The existing ILS, VOR/DME and MLS were designed and implemented using these basic philosophies. The same principles apply to the use of GPS and GLONASS.

4.2	The mentioned methodology has been formalized in the agreement on the use of the Required Navigation Performance (RNP) concept.� Descriptions of selected elements of this methodology are provided in Appendix 4 in order to show how the excess emission from MES can cause detectable (continuity risk) or undetectable (integrity risk) failures of a GPS and GLONASS receiver during a precision approach and landing.

4.3	Control of this potential hazard must be exercised by limiting, through appropriate design of the MSS MES, the maximum levels of unwanted emissions in the frequency band 1 559�1 610 MHz. The maximum emission level recommended for the MSS MESs is based on RFI protection required for a Category I approach and landing. This emission mask, is considered to be adequate to protect aircraft in all other phases of flight.

4.4	The maximum RFI levels that a GNSS receiver must tolerate while maintaining its required performance have been specified and published�. The method used by ICAO to relate this maximum receiver interference level to the emission mask of a source at a specified distance from the GNSS receiver is the “source-path-receiver” model (See section 3).

4.5	The calculation of the separation distance between the interfering MES transmitter and the interfered GNSS receiever (100 feet) is based on the Obstacle Clearance Surface (OCS) methodology. This reliable methodology has been used by aviation authorities for many years to keep aircraft from colliding with obstacles in the vicinity of the approach path to the runway. Further details of this methodology is given at Appendix 1.

4.6	Using these parameters, ICAO has concluded that the maximum level (EIRP) of the unwanted emissions from MES is -70 dBW/MHz for wideband interference, and -80 dBW for narrowband interference, at the MES emitter. This applies throughout the frequency band used for GNSS.

4.7	The levels proposed by MSS services (manufacturers and operators) are 14 - 16 dB higher than the limits required to protect GLONASS. However, some TDMA and narrow-band CDMA systems were reported to be able to satisfy the ICAO requirements up to the frequency 1605 MHz and with a relatively narrow margin at 1 610 MHz.
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5	Summary

5.1	A summary of the main findings is as follows :

5.1.1	GPS/WAAS receiver susceptibility limits as defined in RTCA/DO-229 MOPS have been extended on the basis of technical equivalence to yield nearly identical susceptibility limits for GLONASS receivers. These limits are connected through the RNP concept and risk analysis to an integrity risk of 10-7 to 10-9 per Category I approach in the event RFI exceeds the susceptibility limits.

5.1.2	Combining receiver susceptibility with the other components in a source-path-receiver model has resulted in the specification of an MSS MES unwanted emissions mask for the GNSS band of 1559 to 1610 MHz. The MES emissions mask in this analysis is based upon a 100 ft separation distance between MES and GNSS antenna as required by Category I approach specifications using the Obstacle Clearance Surface methodology.

5.1.3	To be consistent with the GNSS receiver RFI event continuity requirement, the MES units should be certified to not exceed the emission mask more than once in 4000 hours of operation (Appendix 4).

5.1.4	If production MESs cannot satisfy the emissions mask level, an MSS guard band inside the band 1 610 - 1 626.5 MHz, similar to the guard band inside the band 1559 - 1610 MHz applicable for GLONASS in its final configuration, must then be implemented until MES design can match with the aviation protection requirements. Other MES mitigation approaches such as additional transmitter filtering, higher linearity power amplifiers, and power control are also possible ways to achieve the required limits for unwanted emission in the band 1 559 - 1 610 MHz.

5.1.5	Emission levels in the order of -54 dBW/MHz (wideband interference) or -60 dBW (narrow band interference) anywhere in the band 1559 - 1610 MHz can not be tolerated because these do not provide limits required to protect GLONASS which is one of the core elements of the ICAO GNSS system.

6	Recommendations

6.1	Based on the material in this document, the recommendations in regard to GNSS receiver susceptibility and MSS MES unwanted emission are:

6.1.1	The GPS/WAAS receiver susceptibility values to be used are those stated in RTCA/DO-229 Appendix C. For the case of MSS interference the appropriate susceptibility values at the GNSS antenna terminals are -110.5 dBm/MHz for wideband interference (greater than 1 MHz bandwidth) and-120.5 dBm for narrowband interference (less than 700 Hz bandwidth). These values are valid over a frequency range of at least 1 565 - 1 585 MHz. DO-229 Figures C-1 and C-2 contain requirements for other ranges and emission bandwidths.

6.1.2	GLONASS is technically equivalent to GPS and its susceptibility values are also covered by the same method in DO-229. Those limits are -110.5 dBm/MHz for wideband interference and -118.5 dBm, for narrowband interference. These values are valid over the final GLONASS band configuration beyond the year 2005 (i.e. 1 597 - 1 605 MHz) and over the interim GLONASS band (1 597 - 1 610 MHz) between 1998 and 2005.
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6.1.3		Taking into consideration that the band 1559 - 1610 MHz is allocated, on a primary basis, to the Radionavigation Satellite Service, and that the whole band is planned to be used for further development of the GNSS system, the MSS MES emission limits required to protect GNSS for all phases of flight including precision approach and landing ( Categories I, II, and III) are -70 dBW/MHz wideband, and -80 dBW narrowband across the GNSS band 1 559-1 610 MHz.. MES emissions are to be measured at the MES emitter and at the maximum permitted output power and duty cycle. MES emissions exceeding these thresholds are to be certified to occur no more than once in 4000 hours of operation.
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APPENDIX 1

Background and guidance material on RFI separation distances

A.1.1	For Category I operations, the decision height (DH) is 200 ft. (Note: a Category I DH =100 ft may be approved for helicopter-only procedures.) As shown in Figure 1-1, Category I operations define the runway front course obstacle clearance surface to be 0 ft from 0 to 200 feet along the extended runway centerline. From 200 ft it increases at a 1:34 slope. The 200 ft DH point is 3816 feet from the runway intercept point. At this point the 1:34 obstacle clearance surface height = 2616 / 34 ( 77 feet which leaves about 123 feet from nominal glidepath to the obstacle clearance surface. The GNSS antenna will likely be offset from about 7 feet to 27 feet above the nominal glidepath and the RFI source antenna could be located as high as the obstacle clearance surface. Thus with the minimum Category I RFI protection distance between the RFI source and GNSS antennas of 100 ft, a 30 to 50 foot allowance remains for Total system Error (TSE). This implies an aircraft might be slightly below than the 100 ft minimum separation distance at DH for a small fraction of Cat I approaches given a standard 95% total system error allowance of 32 ft.

A.1.2	The specification for the RFI protection distance is determined by approach and landing operational requirements. Obstacle clearance surfaces and obstacle free zones about the runway are specified in Ref. 3. To ensure that the Category II/III continuity and integrity risks are satisfied, the protection distances must be chosen such that it would be virtually impossible to have a source inside that distance. RFI protection requires specifying a small distance and requires RFI “hardening” of the GNSS receiver by design so that given the unlikely event an interference source was inside the lateral clearance zone, the receiver guidance performance would not be degraded. Therefore, a compromise between the MSS emission mask and the receiver emission mask is struck.
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		D4 = 1000 ft					EL = 3 degrees

		D = [DH / tan(EL)] - (D4 +200)			D = 2616 ft  for Cat I

								D = 708 ft  for Cat II

		slope = 1/34 for Cat I				slope = 1/50 for Cat II

		D2 = D (slope					D1 = DH - D2

Figure 1.1

Definition of Obstacle Clearance Front Coarse Terrain
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A.1.3	The Category III protection distance is defined to be 50 ft. The specified 10-9 per landing protection is achieved in the following way. Since the runway is (75 ft wide about the runway centerline and the reference datum is 50 ft above runway threshold, it is not possible to have a source laterally or vertically within 50 ft on runway centerline. This is compliant with aircraft certification which requires a 10-9 integrity risk per landing which defines such an impossible event.

A.1.4	For Category II operation, the obstacle clearance surface slope is 1:50. Thus at the Category II DH (1908 feet in front of runway intercept), the clearance height is 708/50 = 14.2 feet. At this point the aircraft RFI vertical protection distance from the obstacle clearance is 85.8 feet without consideration for total system error or GNSS antenna offset above the glidepath. In Category II operations the 50 ft RFI protection distance leaves 85.8 - 50 = 35.8 feet plus the antenna offset for total system error, a 5.6 sigma allowance in this case.

A.1.5	To accommodate the MSS community, the emission mask is based upon a 100 ft Category I protection distance while the GNSS receiver susceptibility mask is adjusted to satisfy 50 ft for Category II/III. This will require that additional receiver hardening be designed into the avionics to perform Category II/III operations.

�

APPENDIX 2

GNSS Link Budget Results with MSS Interference



A.2.1	The values for narrowband and broadband interference density, Io, at the navigation antenna terminals are computed by the free space path loss equation at the 100 ft separation distance from the interference source and the indicated receive frequency. The row labeled “Propag. Factor” is the component of the range equation representing the loss between the interference source and an ideal isotropic receiving antenna at the separation distance. The other component, receive antenna gain for the MSS interference in the row labeled “Interfc. Ant. Gain” represents the nominal gain for signals arriving from below the horizon for the installed antenna pattern. The -10.0 dB value has been discussed earlier in Section 4.1.4.. The broadband and narrowband MSS MES emissions listed in Tables 2.1. and 2.2. are those which meet the link budgets for Io at the antenna port, for a 100 ft separation and the given antenna gain for negative angles below the horizon with a small margin.

Table 2.1

Category I Link Budget Summary with MSS Broadband Interference



Parameter�Units�GPS�WAAS�GLONASS�Notes��Frequency�MHz�1575.42�1575.42�1604.25�GLONASS 2005 plan��Sat. Sig. Pwr.�dBW�-160�-161�-161���Sat. Ant. Gain�dB�-4.5�-4.5�-4.5�Gain toward min. elev. sat.��Impl. Factor�dB�-2.5�-2.5�-2.5���C (at ant. port)�dBW�-167�-168�-168�Recovered carrier (ant. port)��Interfc. eirp bb�dBW/Hz�-130�-130�-130�= -70 dBW/MHz (broadband)��Propag. Factor�dB�-66.08�-66.08�-66.23�Free space loss at 100 ft��Interfc. Ant. Gain�dB�-10.0�-10.0�-10.0�Gain toward interfc. source��Io (at ant. port)�dBW/Hz�-206.08�-206.08�-206.23�Add 90 dB for dBm/MHz��No (at ant. port)�dBW/Hz�-201.50�-201.50�-201.50�Therm. noise dens. at 513K��C/Ntot bb�dB-Hz�33.20�32.20�32.240�C/(No+Io)��Req’d C/Ntot �dB-Hz�30.00*�30.00**�30.00*���C/Ntot Margin�dB�3.20�2.20�2.24����

Table 2.2

Category I Link Budget Summary with MSS Narrowband Interference



Parameter�Units�GPS�WAAS�GLONASS�Notes��Frequency�MHz�1575.42�1575.42�1604.25�GLONASS 2005 plan��Sat. Sig. Pwr.�dBW�-160�-161�-161���Sat. Ant. Gain�dB�-4.5�-4.5�-4.5�Gain toward min. elev. satellite��Impl. Factor�dB�-2.5�-2.5�-2.5���C (at ant. port)�dBW�-167�-168�-168�Recovered carrier (ant. port)��Interfc. eirp nb�dBW�-80�-80�-80�Narrowband limit��Propag. Factor�dB�-66.08�-66.08�-66.23�Free space loss at 100 feet��Interfc. Ant. Gain�dB�-10.0�-10.0�-10.0�Gain toward interference source��nb Interfc. factor�dB-Hz�-50.1�-50.1�- 52.1�Code spreading factor��Io (at ant port)�dBW/Hz�-206.18�-206.18�-208.33�Equiv. density for spread nb��No (at ant port)�dBW/Hz�-201.50�-201.50�-201.50�Thermal noise dens. at 513K��C/Ntot nb�dB-Hz�33.23�32.23�32.68�C/(No+Io)��Req’d C/Ntot �dB-Hz�30.00*�30.00**�30.00*���C/Ntot Margin�dB�3.23�2.23�2.68���	* requirement derived from pseudo-range std dev = 0.7 m

	** requirement derived from WAAS word error rate (WER) = 10-4

A.2.2	Computed link results in Tables 2.1. and 2.2. for the broadband interference carrier to total noise ratio, C/Ntot-bb, and narrowband interference carrier to total noise ratio, C/Ntot -nb, can be compared with the derived requirements for C/Ntot listed in the bottom row. The WAAS link results show essentially 2.2 dB margin for the specified broadband and narrowband MSS MES emission levels at the 100 ft separation distance. The GLONASS link results show 2.24 dB and 2.68 dB margins, respectively for MSS MES broadband emission of -70 dBW/MHz (-130 dBW/Hz) and narrowband emission of -80 dBW. Because of its 1 dB larger minimum satellite signal, the Category I GPS link has essentially 3.2 dB margin at 100 ft. The C/Ntot margins directly reflect the 5.6 dB interference (Io) margin of Table 1. The C/Ntot margins are smaller because they include the thermal noise density (No) in the denominator of the C/Ntot ratio.

A.2.3	If the MES interference level were to be allowed to be the -54 dBW/MHz broadband and -60 dBW/MHz narrowband as proposed by the MSS community, there would be large link deficits at 100 ft separation.
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APPENDIX 4

The operational basis for the protection of GNSS



A.4.1	Required Navigation Performance

A.4.1.1	   This section briefly describes the Required Navigation Performance (RNP) concept. The RNP is derived from a consideration of the safe use of airspace or aircraft, and not from the performance parameters of particular navigation systems. This means the airspace requirements can be satisfied independently of the methods by which the requirements are achieved. RNP is also transparent to technology. 

A.4.2	Risk Analysis and RNP

A.4.2.1		Every aircraft is exposed to events whose occurrences are uncertain and to which the system must be designed to respond with reasonable certainty. Safety assessments are required to ensure that critical failures are rare events since many of those events can result in loss of life or economic loss. The only satisfactory measure of uncertainty is probability (or equivalently a risk). In order to achieve a target level of safety acceptable to the community, risks must be allocated across aircraft/navigation system design so as ensure the target level of safety. Using this risk allocation, all the system performance specifications can be rationally derived. 

A.4.2.2   There are four failure classifications: catastrophic, hazardous, major and minor failures. Catastrophic failures result in a hull loss accident. The risk of such failures is limited to < 10-9 per phase of flight. Category III certification requires a flight critical design that ensures a < 10-9 per landing risk. For other category precision approaches, the pilot has the opportunity to take corrective action, and therefore can absorb some of the risk allotment. The aircraft navigation risk allocation for Category II approaches is in the range of 10-7 to 10-9 per approach (hazardous failures) and for Category I approaches is in the range of 10-3 to 10-7 per approach (minor / major) failures.

A.4.2.3	   A hazard analysis is performed on the aircraft and its navigation system on all hardware / software failure modes.  Based upon the observed effects, risks are allocated to each failure mode using regulatory certification standards. If these allocated risks are not satisfied by the proposed system, changes are made to the system components and architecture ( e.g. higher MTBF components and redundant configurations) until the allocated risk budget is satisfied.

A.4.2.4   In addition, all external failure threats must be considered (e.g. RFI, windshear). These threats are defined in the context of fault-free navigation performance. This means that a given threat level is defined such that the aircraft must remain within the containment region in the presence of the threat with a given probability. If the threat level is higher then the design level then this event must be accompanied by a navigation alert. The allocated risk is associated with the probability of the threat causing an accident. It is not associated with the unlikely occurrence of the threat.

A.4.2.5   Therefore, no probability credit is given for rare occurrences of threats such as IFR weather conditions, windshear or an RFI source transmitting on a critical frequency below the Category I decision height. Thus the equipment design and monitor architecture must assume that the probability of a threat occurrence = 1. This is another way of saying that the risk allocation is designed into the equipment.
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A.4.2.6   Given a specific failure threat (e.g., the presence of an RFI source at the boundary of the aircraft’s allowed containment region), the risk that a particular aircraft system will not respond safely to the threat is calculated. This calculation is then compared to the risk budget allocated to that portion of the system to determine whether the threat to a given system design is acceptable or unacceptable.

A.4.3	RNP and RFI Protection

A.4.3.1   Whenever an aircraft flies under Instrument Flight Rules (IFR) conditions, a navigation system is required which is capable of satisfying the operational requirements for the phase of flight where it is used. The RNP methodology formalizes the operational and safety goals of navigation by requiring each guidance system to keep the aircraft within a specific containment region. The Total System Error (TSE) from the guidance system must be low enough to prevent the aircraft from inadvertently or unknowingly leaving the containment region. The components of the TSE are the Flight Technical Error (FTE) and the Navigation System Error (NSE).  The central notion of RNP is to maintain a TSE less than the size of the containment region .

A.4.3.2   The size of the containment region defines the maximum TSE of the aircraft and its navigation system. A monitoring system is needed that can detect loss-of-guidance conditions which might otherwise cause the aircraft to unknowingly leave the containment region if not detected. Monitors thus ensure navigation integrity. The RNP methodology limits the frequency of these detectable failures by specifying a probability called the continuity risk. This specification is satisfied by having the continuity risk probability designed into the system at its inception. However, the monitor equipment can also fail without warning. This event could cause the guidance system to generate HMI if there were a subsequent navigation failure. Loss of the monitors is loss of integrity. RNP limits the frequency of these undetectable failures by specifying a probability called the integrity risk.

A.4.3.3   The purpose of the RNP methodology is to formalize and quantify these safety considerations by further separating the failures into integrity and continuity risk allocations to aircraft and non-aircraft segments of the navigation system. Integrity and continuity risks are new terms in the frequency management of RFI. The risk allocations for Category I approaches have been recently formalized within the RNP structure. It limits the frequency of navigation system failures by specifying a total system continuity risk of 10-4 per approach. The DO-229 MOPS limits the frequency of hazardous and misleading (HMI) to an integrity risk allocation for the aircraft of 10-7 to 10-9 per approach.

A.4.3.4   The total navigation system continuity risk of 10-4 is further partitioned into an RFI continuity risk of 10-5 per approach. DO-229 specifies that the GNSS equipment must satisfy the appropriate continuity requirements in the presence of interfering signals less than or equal to the receiver susceptibility mask. Furthermore, DO-229 also specifies that the GNSS equipment must satisfy an integrity requirement of 10-7 to 10-9 per approach. This means that the event that a navigation alert is not enunciated when the RFI exceeds the receiver susceptibility mask and there is HMI must be limited to a risk of one in 107 to 109 approaches.

A.4.3.5   A reasonable model of an RFI event for an aircraft on approach overflying an MES is as follows. Aircraft relative motion will essentially sweep the GNSS antenna pattern through the MES spurious out-of-band antenna pattern at about 100 to 150 knots. The sweeping action has been shown to produce a long burst of interference at the GNSS antenna with a duration of approximately 2 second between 10 percent power points. Although certain time constants of the navigation �

system are long compared to 2 seconds, the determining time constant of the carrier tracking loops within the receiver is on the order of 100 to 200 msec. These loops will therefore follow the interference transient quite well, causing lose lock on some or all satellites if the received MET emissions are strong.

4.3.6	Loss of lock on a single satellite at best may only cause a somewhat poorer navigation solution through non-optimum Dilution of Precision ( DOP). At worst, loss of lock on one or more satellites could worsen the navigation error bound to the point of exceeding the position integrity limits or even to complete loss of GNSS function. The receiver internal monitor is required to have a high probability of detecting this condition called an RFI event. An RFI event produces a loss of GNSS navigation continuity, not a loss of integrity. Thus an important goal of the RFI analysis is to establish the maximum interference limit at the receiver which will satisfy the continuity requirement as well as the other important navigation performance parameters.

A.4.3.7   For GNSS integrity to be maintained, there must be a complementary condition imposed upon the MES whenever spurious emissions exceed the emissions mask. This event is called an emissions event. The probability of an RFI event = Prob[emissions event] x Prob[RFI event given an emissions event] = 10-5 per approach. Since an emissions event can cause an RFI event, its frequency of occurrence must be limited. Since an MES must be assumed to be able to be located anywhere on the surface of the containment region (i.e., at the obstacle clearance surface), the probability of having an RFI event for any given emissions event will be = 1.  This leads to a maximum Prob[emissions event] of 10-5 per approach.

A.4.3.8	   Suppliers of MESTs are not required to confirm compliance with the 10-5 per approach continuity risk by long term testing of their terminals. The aviation community recommends an alternative of having the MES manufacturers demonstrate compliance by 1) short-term testing of high risk elements that affect the terminal output power and 2) analyses that estimates the mean time between failure (MTBF) of these high risk elements. A short-term test may be a two hour type-test where the MES must not exceed its emissions mask. If the analysis results in an MTBF(4 000 hours for the components which cause the emissions mask to be exceeded, compliance is demonstrated. If the analysis results in an MTBF(4000 hours for the whole transmitter, compliance is also demonstrated. Experience has shown that current technology meets or exceeds this MTBF.

A.4.3.9   In summary, DO-229 compliant receivers must give a navigation alert if the �110.5 dBm/MHz susceptibility mask level is exceeded and there is HMI. This event, called an RFI event, has its frequency of occurrence limited by the specified continuity risk of 10-5 per approach as stated above. An RFI event leads to a loss of RNP capability (continuity). If there is no alert in the presence of this RFI event, the navigation system can display HMI. Meeting the RNP, requires restrictions on the frequency with which an MES can exceed its source emissions mask of -70 dBW/MHz. This limit is 10-5 per approach for Category I and this translates to 1/10 of the overall system continuity risk of 10-4 per approach.
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APPENDIX 5

Glonass frequency shift
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APPENDIX 6

GNSS receiver susceptibility



A.6.1	GPS/WAAS Susceptibility Mask

A.6.1.1   For the receiver designer, it is the C/Ntot that determines the economic and technical feasibility of a GNSS receiver meeting its performance requirements. This section provides the technical background for the receiver susceptibility mask consensus within the aeronautical community. It connects the RFI levels in the susceptibility mask with the carrier-to-total noise ratios, C/Ntot. used by receiver designers.

A.6.1.2   A GNSS receiver must meet the navigation performance requirements with a standard satellite signal level in the presence of specified amounts of interference as described in Appendix C, DO-229 MOPS. The two specific navigation performance parameters directly affected by interference are the pseudo-range error standard deviation and the WAAS word error rate. In precision approach equipment (i.e., Class Beta-3 and Gamma-3 or -4) the maximum acceptable values for these parameters are 0.7 meter (GPS or GLONASS ranging) and 10-4/sec (WAAS data demodulation), respectively.

A.6.1.3   Closed-form analysis and Monte-Carlo simulation demonstrate that these performance limits can be achieved in an aviation grade receiver if the post-correlator, carrier-to-total noise ratio, C/Ntot = C/(N0+I0), is 30 dB-Hz or higher. The carrier-to-total-noise ratio is computed from the interference power density, Io, and a set of signal-in-space and receiver system design factors by the formula:

		C/Ntot = [S * Gs / Limp] / [k*Tsys +Io].	(1)

where:

–	S is the minimum satellite signal level (= -161 dBW for GLONASS, WAAS) referenced to an isotropic circular antenna,

–	Gs is the antenna gain ratio at the minimum elevation angle (= -4.5 dB per DO-228),

–	Limp is the receiver implementation loss ratio (=2.5 dB),

–	Tsys is the receiver system noise temperature at the antenna terminals (=512.8K ),

–	Io is the interference density.

A.6.1.4		If Equation (1) is solved for Io at the antenna terminals and the appropriate values substituted, the maximum value for Io is -200.5 dBW/Hz or -110.5 dBm/MHz (-140.5 dBW/MHz). This is the wideband density limit from DO-229 MOPS Appendix C, paragraph C.2.2. Given the code spreading properties of GNSS receivers, narrowband signals of -120.5 dBm (-150dBW) for GPS and -118.5 dBm (-148dBW) for GLONASS produce the interference equivalent of �200.5 dBW/Hz (-140.5dBW/MHz). Thus for interference values within the DO-229 MOPS susceptibility limits, the signal-in-space parameters and the receiver system design factors combine to produce navigation performance within the MOPS requirements.

_________________
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