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don't have access to?
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KEY PROBLEM:

Our ability to answer important
questions is limited

because we can't access existing data
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Use Case 1: Global Trade

< OpenMined



Canada’s exports to the USA
usually ~match USA's imports from Canada

FEBRUARY 2021

| =
Pulp: $149,945,055 $149.937.515
Paper: $445,733,247 $443,628.969

Books: $44,502,121 $43,738,619



.. but sometimes goods disappear

FEBRUARY 2021

il | =
Straw: $3,688,299 $192,282 (-95%)

Aircraft: $782,055,731 $452,043,276 (-42%)
Clocks: $2,962,609 $586,719 (-80%)




.. other times goods multiply

FEBRUARY 2021

i =
Acids: $1139,550 $11,562,838 (+915%)

Art: $5,836,911 S$8,002,709 (+37%)
Trains: $14,238,076 $27,737146 (+95%)




KEY PREMISE:

us can’'t access most of the world’s data
about its imports..
...because it’s stored in other country



KEY PREMISE:

CA can't access most of the world’s data
about its imports..
...because it’s stored in other country



Economic Surveillance .
Trade imbalances

Market inefficiencies

Price fluctuations
Due of the lack of access,

iImportant questions

are left unanswered

Supply shortages
Foreign Policy misalignment

Tarrifs and taxes

@ OpenMined
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Use Case 2: Money Laundering

< OpenMined



proceeds are



WHY CAN'T WE STOP IT?

can’'t access most of the world’s data
about where its money comes from...
..because it’s stored in other banks
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Use Case 3: Emergency Response

< OpenMined



mately 270 million
"% fc-f'-"' disasters



The IFRC states that
134 million people annually need
humanitarian assistance due to
natural disasters
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We could continue with more ...

Use Case 1: Global Trade

Use Case 2: Money Laundering
Use Case 3: Emergency Response
Use Case 4: Breast Cancer
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Because..

..data access is really hard

\'v/ OpenMined
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How are we solving it?

< OpenMined



\ 4

Privacy Enhancing Technologies (PETs)
2

ﬂé/ OpenMined



PETS MAKE IT POSSIBLE TO:

answer a question using data
owned by someone else

% In Another Country % In Another Org % In Another Dept.



PETS MAKE IT POSSIBLE TO:

answer a question using data . TS the
ability tha
ownhed by someone else matters!

™% In Another Country % In Another Org % In Another Dept.

‘ HOMOMORPHIC ENCRYPTION ‘ FUNCTIONAL ENCRYPTION

4@ SYNTHETIC DATA @ FEDERATED LEARNING

These are just
‘ SECURE MULTI-PARTY COMPUTATION ‘ DIFFERENTIAL PRIVACY a|gOritth!

ECURE ENCLAVE
@ secu CLAVES ¢ k-aNONYMIZATION

4 ZERO-KNOWLEDGE PROOFS




.’.E

By analogy: everyone is
working on car parts.. @T




..out we don’'t yet have a car.



KEY QUESTION:

What is the “car” of PETs?

< OpenMined



OpenMined / PySyft ¥ Sponsor Fusedby~ 16 ® Unwatch~ 167 W Unstar = 3,893 Y¥Fork 869

¢>Code () lssues 162 [1Pullrequests 17 © Actions () Security |l Insights £ Settings

A library for encrypted, privacy preserving deep learning

deep-learning secure-computation pytorch privacy cryptography ~ Manage topics

(P 5,337 commits ¥ 42 branches © Breleases -#" 1 environment 22 180 contributors sfs Apache-2.0

Branch: dev = New pull request Create new file  Upload files = Find File Clone or download ~

.if jvmancuso and robert-wagner rm needless integration test (#2629) + Latest commit 8d8baa4 3 days ago

B .github/ISSUE_TEMPLATE Update issue templates 4 months ago
M art Improve the diagram 3 months ago
B docker-image delete unecessary package installation, numpy comes already with pysyft 4 months ago
B docs bumpversion 0.1.27a1 -> 0.1.28a1 (#2619) 13 days ago
B examples Improvements to the Federated Recurrent Neural Network notebook (#2613) 18 days ago
B images Add files via upload 3 months ago
i syft Implementing Protocol (#2605) 7 days ago

i test rm needless integration test (#2629) 3 days ago

=) .flake8 changed ignore to select 6 months ago



The “car” of PETs

“Datasite”

PySyft 1



The “car” of PETs

United States

Census

“Datasite”



The “car” of PETs

United States

Census

“Datasite”

It's like an Apache Web
Server for private data



The “car” of PETs

United States

Census

“Datasite”

US Census Admin

T




The “car” of PETs

1 Load data into
datasite

United States

Census

“Datasite”

US Census Admin

T




The “car” of PETs

United States

Census

“Datasite”

Creates an account
for ext. researcher

External Auditor v

Fkkkkkkkk v 4

Question Limitations 3

US Census Admin

v



The “car” of PETs

United States

Census

“Datasite”

US Census Admin

3 ... goes and has a coffee...
...(or tea)
(0}



The “car” of PETs

External Researcher

United States

Census

“Datasite”



External Researcher

Login to Datasite

United States

Census
“Datasite”




External Researcher

United States

Census
“Datasite”

Submit research
guestions

This is the PETs part.

‘ SECURE ENCLAVES

’ FUNCTIONAL ENCRYPTION

‘ HOMOMORPHIC ENCRYPTION

‘ SECURE MULTI-PARTY COMPUTATION
’ FEDERATED LEARNING

’ ZERO-KNOWLEDGE PROOFS

‘ K-ANONYMIZATION

‘ DIFFERENTIAL PRIVACY

‘ SYNTHETIC DATA



Open-access
mock data

External Researcher

Securely-hosted
private data

United States

Census
“Datasite”

US Census Admin

v

Submit research
guestions

N4



US CENSUS CODE REVIEW

10010101010101010101
10101011010100101010
01000001110101010101
01011101101010101011

0101010101 . .
1010101010.. A

United States

Census

“Datasite”

US Census Admin
e

3 Code review and
approval



United States

Census
“Datasite”

APPROVED! US Census Admin

T

3 Code review and
approval



External Researcher

United States

Census
“Datasite”

Download Answers



The “car” of PETs

External Researcher

o
/gt

-¥ l“‘

United States

Census
“Datasite”

Notice what's missing!
e Privacy Risk: researcher only sees
results

e Security Risk: researcher doesn’t
have internal access to secure
systems

e IP Risk: researcher only sees results
(no other IP), as checked by admin.

Download Answers



The “car” of PETs

External Researcher

United States

Census

“Datasite”
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1)

X~

UN PET Lab

OpenMined

PETs for NSOs

Mandate to serve the public interest by
o Protecting citizen data

o Maximising the public benefits of the data

To maximise the public benefits, NSOs
need third-party data, such as:

o administrative data from other agencies

o data held in the private sector



Ongoing Project 1:
UN Global Platform to enable
remote access to microdata

for external researchers
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Ongoing Project 2:
enable remote access to social L

media platform data for “Datasite” o
external researchers “Datasite”
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External Researcher

Statistics
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PETS MAKE IT POSSIBLE TO:

answer a question using data
owned by someone else

% In Another Country % In Another Org % In Another Dept.



But there’'s another problem...



PROBLEM

To jointly study private data owned by two or more
organisations, the data needs to be put on the same
computer.




PROBLEM

They need mutual secrecy




StatCan & US Census launch datasites..

Datasite Datasite




..but how can mutual secrecy be achieved?

Datasite Datasite




..but how can mutual secrecy be achieved?

Datasite Datasite

—— o ———y
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Trusted 3rd Party




..but how can mutual secrecy be achieved?

Datasite =
D
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Mobility data . © ‘Micro data
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..but how can mutual secrecy be achieved?

Datasite Datasite

\_— T
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Mobility data Micro data
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Trusted 3rd Party




..but how can mutual secrecy be achieved?

Datasite Datasite
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Solution: Launch a secure enclave

Datasite Datasite

Micro data

Datasite cUnited States®

| S
@ -

v Confidentiality
v Joint Governance

@

GPU Enclave




How does it work?



Step 1: External Researcher proposes a project

Datasite

v Confidentiality
v Joint Governance

@

GPU Enclave




Step 2: Admins review the code

0101010.. 0101010..

Datasite C

©

v Confidentiality
v Joint Governance

@

GPU Enclave
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United States™
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Step 3: Admins approve the code

Micro data

D a ta S ite cUnited States”

J ensus
v Confidentiality
v Joint Governance

@

-

GPU Enclave



Step 4: Enclave is verified

B

Researcher

000

Micro data

1 United States~
Datasite O CBhshe
v Confidentiality
v Joint Governance

e— Bureau
-

@

GPU Enclave




Step 4: Enclave is verified

B

Researcher
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Step 5: Execution happens
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| < RVE%

Datasite

Step 5: Execution happens
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Step 6: Researcher gets answers
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Ongoing Project 3: UN Global Platform to enable
cross-border joins on global trade
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A New Model for International, Privacy-Preserving Data
Science

Monday, June 03, 2024 - 4:05 pm-4:20 pm
Curtis Mitchell, xD, US Census Bureau

Abstract:

Currently when data analysis is performed between National Statistical Organizations (NSOs) such as the US Census Bureau and Statistics Canada, a complex
series of arrangements must be agreed to that creates severe yet important restrictions on how and by whom the required data is accessed, thus increasing
burden and time.

Here we demonstrate a new approach using remote, privacy-preserving processes via a collaboration between multiple NSOs in conjunction with the United
Nations Privacy-Enhancing Technologies Lab (UN PET Lab). The proof-of-concept involves using the open-source data science platform PySyft and establishing
the cloud infrastructure necessary such that nodes hosted by the US Census Bureau and other NSOs are facilitated by a network gateway hosted by the UN
PET Lab. This architecture enables a private join on synthetic data representing realistic trade data from UN Comtrade, without each NSO needing to directly
access the other NSQ's data. It also enables investigations into key policy and governance questions as these technologies mature.

We believe this project will be an important milestone towards enabling privacy-preserving and remote data science between international government
entities and uncovering future aspects of privacy policy and governance.

Curtis Mitchell is an Emerging Technology Fellow on the xD team at the US Census Bureau where he is contributing to a variety of projects involving
f ‘ privacy-enhancing technologies, responsible artificial intelligence, and modern web applications. He has over 15 years of experience in software- and
2%

data-related roles at small startups, large corporations, and open-source communities. Prior to joining the Census Bureau, he worked at NASA's Ames
Research Center.

‘ ‘ Connect: Linkedin

BibTeX




Ongoing Project 4: enable joins between public &
sector parties to study safety of frontier Al models
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Goal: researchers can study any non-public data to
answer important questions

Researcher
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Thank you for your attention!

Check out our work at openmined.org

ﬂé/ OpenMined


http://openmined.org
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