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How to study data that you 
don’t have access to?

Irina Bejan (OpenMined)



We are a non-profit foundation who builds open source 
technology to help ease the challenges of researching sensitive data.



KEY PROBLEM:

Our ability to answer important 
questions is limited 

because we can’t access existing data
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Use Case 1: Global Trade









can’t access most of the world’s data 
about its imports…

…because it’s stored in other country

KEY PREMISE:



can’t access most of the world’s data 
about its imports…

…because it’s stored in other country

KEY PREMISE:



Economic Surveillance
Trade imbalances

Market inefficiencies

Foreign Policy misalignment
Supply shortages

Price fluctuations
Due of the lack of access,

important questions
are left unanswered

Tarrifs and taxes





Use Case 2: Money Laundering



$1.6 trillion in criminal proceeds are 
laundered annually

UNITED NATIONs OFFICE on DRUGS & CRIME:



can’t access most of the world’s data 
about where its money comes from…

…because it’s stored in other banks

WHY CAN’T WE STOP IT?





Use Case 3: Emergency Response



In 2020, approximately 270 million 
people were affected by disasters 

worldwide.

UNITED NATIONs:



The IFRC states that 

134 million people annually need 
humanitarian assistance due to 

natural disasters



WHY DON’T WE KNOW WHERE TO SEND 
HUMANITARIAN AID?

The companies that hold 
mobility data cannot put it into 

one place to help track the 
movement



We could continue with more …

Use Case 1: Global Trade
Use Case 2: Money Laundering
Use Case 3: Emergency Response
Use Case 4: Breast Cancer
Use Case 5: Algorithmic Accountability
Use Case 6: Disinformation





…data access is really hard

Because..







How are we solving it?



Privacy Enhancing Technologies (PETs)

HOMOMORPHIC ENCRYPTION

K-ANONYMIZATION

SECURE ENCLAVES

FUNCTIONAL ENCRYPTION

ZERO-KNOWLEDGE PROOFS

SYNTHETIC DATA

DIFFERENTIAL PRIVACY

BLOCKCHAIN?
FEDERATED LEARNING

SECURE MULTI-PARTY COMPUTATION



PETS MAKE IT POSSIBLE TO:

answer a question using data 
owned by someone else
In Another Country In Another Org In Another Dept.



PETS MAKE IT POSSIBLE TO:

answer a question using data 
owned by someone else

HOMOMORPHIC ENCRYPTION

K-ANONYMIZATION
SECURE ENCLAVES

FUNCTIONAL ENCRYPTION

ZERO-KNOWLEDGE PROOFS

SYNTHETIC DATA

DIFFERENTIAL PRIVACY

FEDERATED LEARNING

SECURE MULTI-PARTY COMPUTATION

This is the 
ability that 
matters!

These are just 
algorithms!

In Another Country In Another Org In Another Dept.



By analogy: everyone is 
working on car parts… 



…but we don’t yet have a car. 



KEY QUESTION:

What is the “car” of PETs?



First layer:

Enable researchers to study data of 
organisations they are not part of.



PySyft 1

“Datasite”

The “car” of PETs



“Datasite”

The “car” of PETs



“Datasite” It’s like an Apache Web 
Server for private data

The “car” of PETs



“Datasite”

US Census Admin

The “car” of PETs



US Census Admin

Load data into 
datasite1 2 Creates an account 

for ext. researcher 3 … goes and has a coffee…
…(or tea)

“Datasite”

The “car” of PETs



“Datasite”

US Census Admin

1 Load data into 
datasite 2 Creates an account 

for ext. researcher 3 … goes and has a coffee…
…(or tea)

External Auditor

*********

+ Question Limitations

The “car” of PETs



“Datasite”

US Census Admin

1 Load AI or user logs 
into datasite 2 Creates an account 

for ext. researcher 3 … goes and has a coffee…
…(or tea)

*

The “car” of PETs



“Datasite”

External Researcher

*

The “car” of PETs



“Datasite”

1 Login to Datasite 2 Get answers to 
allowed questions 3 Download Answers

External Researcher

*

The “car” of PETs



“Datasite”

1 Login to Datasite 2 Submit research
questions 3 Download Answers

HOMOMORPHIC ENCRYPTION

K-ANONYMIZATION

SECURE ENCLAVES

FUNCTIONAL ENCRYPTION

ZERO-KNOWLEDGE PROOFS

SYNTHETIC DATA

DIFFERENTIAL PRIVACY

FEDERATED LEARNING

SECURE MULTI-PARTY COMPUTATION

This is the PETs part.

External Researcher

*

The “car” of PETs



“Datasite”

1 Login to Datasite 2 Submit research
questions 3 Download Answers

External Researcher

Mock       Real

Open-access 
mock data

Securely-hosted 
private data 

US Census Admin



“Datasite”

US Census Admin

1 Loads data into 
datasite 2 Creates an account 

for ext. researcher 3

US CENSUS CODE REVIEW

10010101010101010101
10101011010100101010
01000001110101010101
01011101101010101011

…0101010101
1010101010…

Code review and 
approval

*

The “car” of PETs



“Datasite”

US Census Admin

1 Load data into 
datasite 2 Creates an account 

for ext. researcher 3 Code review and 
approval

APPROVED!

*

The “car” of PETs



“Datasite”

1 Login to datasite 2 Submit research 
questions 3 Download Answers

External Researcher

*

The “car” of PETs



“Datasite”

1 Login to Domain 
Server 2 Submit research

questions 3 Download Answers

Notice what’s missing!

● Privacy Risk: researcher only sees 

results

● Security Risk: researcher doesn’t 

have internal access to secure 

systems

● IP Risk: researcher only sees results 

(no other IP), as checked by admin.

External Researcher

*

The “car” of PETs



“Datasite”

External Researcher

*

The “car” of PETs



PETs for NSOs

● Mandate to serve the public interest by 

○ Protecting citizen data 

○ Maximising the public benefits of the data

● To maximise the public benefits, NSOs 

need third-party data, such as:

○ administrative data from other agencies

○ data held in the private sector



“Datasite”

External Researcher

“Datasite”

“Datasite”

“Datasite”

“Datasite”

Gateway

Ongoing Project 1: 
UN Global Platform to enable 
remote access to microdata 
for external researchers



“Datasite”

“Datasite”

“Datasite”

“Datasite”

“Datasite”

Gateway

Ongoing Project 2: 
enable remote access to social 
media platform data for 
external researchers

Datasite Datasite

External Researcher

Datasite



PETS MAKE IT POSSIBLE TO:

answer a question using data 
owned by someone else
In Another Country In Another Org In Another Dept.



But there’s another problem…



To jointly study private data owned by two or more 
organisations, the data needs to be put on the same 

computer.

PROBLEM



They need mutual secrecy

PROBLEM



StatCan & US Census launch datasites..

DatasiteDatasite

Mobility data Micro data



…but how can mutual secrecy be achieved?

DatasiteDatasite

Mobility data Micro data



Trusted 3rd Party

…but how can mutual secrecy be achieved?

DatasiteDatasite

Micro dataMobility data



…but how can mutual secrecy be achieved?

Trusted 3rd Party

DatasiteDatasite
Mobility data Micro data



Trusted 3rd Party

…but how can mutual secrecy be achieved?

DatasiteDatasite

Mobility data Micro data



Trusted 3rd Party

…but how can mutual secrecy be achieved?

DatasiteDatasite

Mobility data Micro data



Solution: Launch a secure enclave

Datasite
Confidentiality 
Joint Governance

GPU Enclave

DatasiteDatasite

Mobility data Micro data



How does it work?



Datasite
Confidentiality 
Joint Governance

GPU Enclave

Step 1: External Researcher proposes a project

Researcher

DatasiteDatasite

Mobility data Micro data



Datasite
Confidentiality 
Joint Governance

GPU Enclave

Step 2: Admins review the code

DatasiteDatasite

Researcher

…0101101
0101010…

…0101101
0101010…

**

Mobility data Micro data



DatasiteDatasite

Datasite
Confidentiality 
Joint Governance

GPU Enclave

Step 3: Admins approve the code

Researcher

* *

Mobility data Micro data



DatasiteDatasite

Datasite
Confidentiality 
Joint Governance

GPU Enclave

Step 4: Enclave is verified

Researcher

* *

Mobility data Micro data



DatasiteDatasite

Datasite
Confidentiality 
Joint Governance

GPU Enclave

Step 4: Enclave is verified

Researcher

* *

Mobility data Micro data



DatasiteDatasite

Datasite
Confidentiality 
Joint Governance

GPU Enclave

Step 5: Execution happens

Researcher

* *

Mobility data Micro data



DatasiteDatasite

Datasite
Confidentiality 
Joint Governance

GPU Enclave

Step 5: Execution happens

Researcher

* *

Mobility  data Micro data



DatasiteDatasite

Datasite

GPU Enclave

Step 6: Researcher gets answers

Researcher

* *



Ongoing Project 3: UN Global Platform to enable 
cross-border joins on global trade

“Datasite”

“Datasite”“Datasite”

“Datasite”

Gateway



Ongoing Project 3: UN Global Platform to enable 
cross-border joins on global trade

“Datasite”

“Datasite”“Datasite”

“Datasite”

Gateway



AI Model

Datasite

User logs Eval dataset

Datasite

Ongoing Project 4: enable joins between public & 
sector parties to study safety of frontier AI models



Q

Q

QDatasite

Datasite

Datasite

Datasite

Datasite

Datasite

Datasite

Datasite
Datasite

Datasite

Datasite

Datasite
Datasite

Researcher

Researcher

Researcher

Researcher

Goal: researchers can study any non-public data to 
answer important questions



External Researcher



Thank you for your attention!

Check out our work at openmined.org

http://openmined.org
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