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[bookmark: _Toc135037473]Early Warnings for All: how a multi-channel approach and the opportunities of mobile networks can help reach people at risk

“Early Warning Systems save lives”. With these words, Mr. Antonio Guterres announces officially in March 2022 that the United Nations will lead actions to ensure that by 2027 every person on Earth is protected by an emergency warning system. Indeed, in 2022, one third of the world’s population is not covered by this essential service, while due to climate change the frequency of natural hazards and the need to reach and protect people at risk, is on the rise. 
This paper highlights the importance of early warning dissemination and communication, as one of the four pillars of multi-hazard early warning systems (EWS, see Figure 1), which ITU is leading with the newly defined Action Plan for Early Warnings for All Initiative. The key objective of the paper is to point to the opportunities offered by the growing availability and reach of communication channels and in particular mobile networks and services to reach communities at risk, to warn about an imminent disaster, and to provide people with actionable advice. The paper will highlight some key advantages of an efficient emergency warning system that uses mobile networks. It promotes the use of cell-broadcast for a minimum early warning system in developing countries. The example of new regulation in Europe is discussed to show how regulatory measures can help speed up the adoption process. This paper also argues that the availability, adoption, and usage of mobile network services is a critical component for the successful implementation of the  ambitious Early Warnings for All initiative. The paper is intended to initiate discussions and drive coordination between different stakeholders: government policy makers from the emergency management, hydrometeorology and telecommunication sectors, mobile network operators, international organisations, community organisations, as well as international humanitarian funding institutions. Finally, it will help position ITU, and clarify the contribution that ITU can make to strengthen and build better early warning systems to save lives. 
This paper focuses on the warning dissemination and communication pillar of the EWS, and on the technologies most effective to reach those at risk. It is critical to recognize the need for an overall strategy to define governance issues, stakeholders and their responsibilities, to build trust amongst the population, and to advocate for a holistic approach of the MHEWS value cycle (Figure 1).  


Figure 1: The Multi-Hazard Early Warning System Value Cycle. This paper focuses on the “warning dissemination and communication” pillar of the cycle. Source: WMO




An effective multi-hazard early warning system (MHEWS) reaches everyone at risk, anywhere. Only a multi-channel approach - sending alerts over radio, television, billboards, mobile applications, social media, sirens etc. – can truly address the diversity of communities at risk and increase the effectiveness of an alert. 
This includes people in urban and remote areas, those with or without access to telecommunication networks, people with disabilities, roamers, and people speaking different languages, to name just some. Today’s global digital transformation and digital ecosystem creates new opportunities to broadcast alerts through new communication channels, more efficiently. In 2022, ninety-five per cent of the world's population has access to mobile broadband networks and close to 75 per cent of the population owns a mobile phone (ITU, Facts and Figures 2022). This makes mobile networks an increasingly important communication channel to deliver alerting messages and highlights the important role of mobile network operators (MNO) and their infrastructure and services for public warning systems. 
This paper highlights the need to cooperate with MNOs and presents concrete technical details to implement such a warning system. It discusses cell-broadcast, location-based Short Message Service (SMS) and the use of the Common Alerting Protocol (CAP). It proposes different recommendations for a broader application for other countries, especially the world’s Least Developed Countries and Small Island Developing States, which include some of the most vulnerable countries in the world. 
The warning dissemination and communication part of the early warning system (EWS) discussed in this paper is not limited to any particular hazard and can be applied to any emergency, or threat. One key advantage is that alerting messages over mobile networks are geo-located since they take advantage of the information that MNOs have about their clients or about the coverage of their antennas. Warnings can reach all users at any time but will only be sent to those people located in a specified alerting area. Warnings can also be adapted to specific user requirements, such as a certain language. In 2020, the Body of European Regulators for Electronic Communications (BEREC) published its guidelines on how to assess the effectiveness of public warning systems (2020), based on these aspects: geographical and population coverage, the capacity to reach end-users, support of inbound roamers, supported devices, supported languages, managing longer messages, steps required for the recipient to enable receiving warning messages, accessibility for end-users with disabilities, reliability, geographical targeting, and scalability.
While virtually all urban areas in the world are covered by a mobile broadband network, gaps persist in rural areas. In the Least Developed Countries, 92 per cent of the population is covered by (any kind of) a mobile signal but the remaining 8 per cent live in ‘blind spots’ and remain unreachable for any kind of mobile-cellular based alerting system. In Africa, 15 percent of the rural population has no mobile network coverage at all. In the Americas, 22 percent of the rural population is not covered at all. In addition, coverage does not equal use. While theoretical access to the network is high everywhere, not every person can afford or use the service or device and major discrepancies in uptake remain (ITU Facts and Figures, 2022). This means that people who do not own or use a mobile phone, will not receive the message unless they are close to people with access. In this case they will ‘only’ have indirect access to the warnings.[footnoteRef:2] [2:  It should also be noted that the very high mobile population coverage data refers to inhabited areas, only, so that people who are located outside these inhabited areas, may not be covered by access, and will not receive a warning message.  
] 

The above highlights that digital, and other, inequalities (such as a gender divide) impact the efficiency of the EWS and underlines the essential need of addressing the digital divide. As access to electricity, mobile phone services and ownership grows, digital literacy improves, and prices for services and handsets drop, the divide will be reduced, and more people will be able to reach alerts.
ITU plays an important role not only in addressing and monitoring the digital divide but also in emphasizing the critical role of ICTs in disaster risk reduction and management. ITU supports its Member States in the four phases of disaster management through the design of National Emergency Telecommunications Plans (NETPs), the setting up of early warning and monitoring systems, and the provision of emergency telecommunications equipment when disasters strike. As part of its work on emergency telecommunications and disaster relief, ITU's Strategic Plan includes “Target 3.5: By 2023 all countries should have a National Emergency Telecommunication Plan as part of their national and local disaster risk reduction strategies.”
[bookmark: _Hlk113006577]ITU highlights the opportunities of using mobile networks and services and promotes best practices from the EU and other countries around the world. It also encourages countries to consider a regulatory push to make the use of mobile networks and services mandatory when implementing a Public Warning System and provide the appropriate incentives for their deployment. As lead on Pillar 3, ITU will be contributing to the overall UN goal of protecting everyone with an Early Warning System, and specifically, to:
· Help reach more people over digital networks by monitoring and reducing the digital divide.
· Widely promote opportunities of all information and communication technologies and channels, and last-mile connectivity for Public Warning Systems and disseminate best-practice examples.
· Promote a regulatory approach amongst ITU membership/policy makers. 
· Work with the satellite industry and mobile network operators amongst its membership and with the GSMA to provide support and expertise.
· Develop technical guidelines and high-level regulatory policy to support the adoption of mobile EWS.
· Identify specific countries and experts from countries that have already implemented a mobile-cellular based EWS to support other countries interested in implementing such a system. 
· Partner with other relevant stakeholders and share expertise through the WMO, ITU, and IFRC’s CAP Helpdesk and within specific ITU trainings and projects.  
· Bring on board development agencies and international humanitarian fundings institutions to develop new projects delivering technical assistance.
[bookmark: _Toc135037474]Technologies for efficiently broadcasting an alert via mobile networks 
The benefits of rolling-out a public warning system (PWS) based on electronic communications technology over mobile-cellular networks are multi-fold. First of all, the PWS can target the affected population in a specific geographical location. This ensures that messages are only delivered to those at risk and avoids confusion or panic amongst those not affected. Secondly, a high percentage of people can be reached, including roaming visitors from other countries. Thirdly, messages will be sent in real-time, with high priorities even when the network is congested. Fourth, the alerting system is easy to use, and (contrary to, for example, using mobile apps) usually does not require any pre-installed applications with subscription. Cell-broadcast (CB) and location-based SMS (LB-SMS) are two key technologies adopted by developed and developing countries to implement Public Warning Systems. Outside of Europe, the Philippines provides an important example. Hit by Typhoon Rai in December 2021, the country was able to benefit from its Emergency Cell-broadcast System as well from location-based SMS to reach people at risk.[footnoteRef:3]  Some other developing countries that have invested in and are developing cellular based public warning system are Chile, Mauritius, Peru, India, but also Oman, UAE and Saudi Arabia. [3:  For a detailed description of the vital role of mobile network operator during Typhoon Rai , see: Typhoon Rai Response (gsma.com)] 

[image: Map

Description automatically generated]
Figure 2: Countries with a mobile-based public warning system, as of May 2023 (work in progress)
In 2013, a study developed by the GSMA Disaster Response Group highlighted that cell-broadcast had numerous advantages as a public warning system. While it remains the dominant technology amongst countries that have implemented a public warning system, there are advantages to combining cell-broadcast and location-based SMS, in particular since the latter adds situational awareness value. While experts generally agree that CB and LB-SMS are complimentary, developing countries with limited funds but an urgent need to implement a basic PWS, are usually advised to adopt CB.
[bookmark: _Toc135037475]Cell-broadcast
“Cell-broadcast (CB) is a broadcast technology operating at the default granularity of a single cell up to any size of cell group (e.g., all cells in a particular region). In this scenario, the alerting gateway interacts with the Cell-broadcast Center, which sends a message to the destination cell, which forwards this message over the air interface only in pre-defined time intervals until it is not needed anymore. […] All attached mobile devices connected to the cell listen for these broadcasts and display the message on the users’ mobile devices where appropriate. Each warning has got its unique serial number. The mobile device remembers the serial number of the CB message, so the CB message is shown only once on each mobile device” (2020 BEREC, PWS Guidelines)
Cell-broadcast technology is referred to as a “point to N” technology: it needs only one single order to trigger the broadcasting of a specific message. The message is displayed on all mobile phones that are attached to the cells, without risk of network congestion, and with a near real-time speed. CB allows very high precision in geographic dissemination. It is also possible to indicate the exact area of the danger/hazard, with the phone able to analyse whether the alert should be displayed, or not. This type of implementation (Device Based Geofencing, DGBF) also enables a geofencing technology, which means that every new person/device entering the alerting area will receive the message. 
A near-real-time alert has immense benefits when a crisis affects a very large amount of people at the same time. CB is a very mature technology, standardized with the 2G GSM network, but not widely deployed, because of low commercial interest. MNOs often do not have the necessary Cell-Broadcast Centre (CBC) and the establishment of a CBC is often the first step and investment for CB deployment. CBCs can be established either in a decentralized way, meaning one CBC per MNO, or with a centralized structure, where one CBC is used by all MNOs. This decision will depend on several priorities and constraints, such as cost, cybersecurity, regulation, etc. The Caribbean Island have also launched a feasibility study on a “CBC in the cloud” solution, to enable low-income countries to have access to such lives-savings technologies at reduced cost.[footnoteRef:4] [4:  See World Bank report (2023) ” Strengthening Regional Emergency Alert Capacity – the Caribbean Region”] 

The EU-ALERT standard (ETSI TS 102 900) adapted its CB technology to include different levels of severities, triggering different ‘actions’ to be taken by the mobile handset/device. The highest priority - called the presidential or national alert - is displayed on all compatible devices, regardless of the users’ opt-in/opt-out status. CB also has a very special tone when it rings, making the message easily identifiable and the urgency of the incoming alert unmistakable. 
An advantage and a shortcoming at the same time of CB is that it is a ‘blind technology’: a one-way only technology, it provides no personal information on the user and therefore does not face any data privacy issues. At the same time this also means that it does not provide any insights on what is effectively happening on the disaster scene. Those receiving the alert cannot reply or contribute to rescue efforts. This lack of situational awareness also means that the CBC cannot receive feedback on the number of mobile phone users who actually received the alerts. This is often considered important information for the crisis management team, in particular in terms of knowing how many people are affected, need to be evacuated, etc. In terms of situational awareness, which is essential for crisis management, cell-broadcast technology can be complemented by the implementation of other technologies or services. For example, location-based SMS (LB-SMS) technology can be used to build an anonymous density map, which estimates population information. Another challenge of CB is that it is not compatible with all handsets. While in Europe most smartphones are compatible, the device compatibility in developing and low-income countries, and the accessibility to the alert may drop as a function of the age and version of the devices in use. A specific implementation dedicated to old 2G phones may bypass this difficulty, but without offering all the features of classical CB reception (no special alert tone, for instance, and no device-based geofencing possible). 

[bookmark: _Toc135037476]Location-based SMS Technology (LB-SMS)
[bookmark: OLE_LINK2]A location-based SMS (LB-SMS) is simply a Short-Message-Service (SMS), sent to a subset of all mobile devices operating under the mobile operator’s network, and in a particular geographical area. It is thus a “point to point technology”, with all the advantages and constraints linked to this technology: 
In LB-SMS, all mobile networks must have (and frequently update) a “Last Known Location database, or LKLDB” of all devices (or an MLC Mobile Location Centre), to be able to target the subset of recipients that are affected by the hazard and need to receive the alert. This information is often already existing, as MNOs need to know how to reach their end-users for a phone call or a standard SMS, but not necessarily in the format and the granularity needed for an LB-SMS implementation. Methods for tracking the location may vary as well and are not subject to standardization yet. This raises the question of the coherency of implementation between different Mobile Network Operators (MNOs) and means that some may choose an LKLDB with information on granularity of the cells, while other MNOs will calculate a more detailed location but with time used for the computation of this information. Another point of attention concerns the location of inbound roamers, who should receive the message via LB-SMS directly, without it going through their home networks. This will save time and increase efficiency during an alert. The difference in implementation of LB-SMS may be technical, political, and linked to cost considerations, and the MNO’s level of technical and operational experience may affect the efficiency of such technology. 
Another question that must be addressed is that of data privacy: only if the information contained in the LKLDB stays within the MNO’s networks, can it be considered safe. Any data extracted from this LKLDB and stored on a centralized alerting gateway should be anonymized and gathered in a way that no retro-analysis could identify a specific person’s location. A common approach by MNOs is to inform only about the number of people per cell, or to show a density map, which is extremely helpful for crisis management situational awareness.
The important advantage of LB-SMS is that it uses standard SMS, which is compatible with all handsets and networks. MNOs can be informed about the status of the SMS sent, which allows them to receive the confirmation of reception, and to know the exact number of people that have been contacted and reached. With a standard SMS it is possible to send regular alert updates during a specific timeframe (for example, 24 hours) to those who have received the first message, wherever they are. This is very useful if the first message was an evacuation order since although those following the instruction will no longer be within in the initial area at risk, they can receive updates on the situation. Currently, only the LB-SMS technology enables this possibility. The LB-SMS technology also enhances “situational awareness” thanks to the last-know-location feature. This makes it possible to display a population density map to show population movements, and an estimation of the number of people affected by the hazard, with a breakdown by their country of origin. This is important for all disaster response related activities, and to protect not only local communities but also visitors and tourists.
One of the shortcomings of LB-SMS is that MNOs must deliver each recipient’s message separately, which carries the risk of network congestion. The speed of message delivery is also significantly reduced in comparison to a broadcast message.  The risk, and the number and speed of SMS that operators can send depends on the MNOs’ networks and market share. Even if it is possible to prioritize the sending of SMS, network congestion is a key factor for the management of a crisis, as communication channels are critical for all emergency services.
[bookmark: _Toc135037477]Advantages and challenges of each technology from a crisis management perspective
The Body of European Regulators for Electronic Communications (BEREC) lists 10 criteria for assessing the effectiveness of public warning systems, listed in the table below:
· geographical and population coverage, capacity to reach end-users, like geographical targeting, scalability, support of inbound roamers, supported devices, steps required for the recipient to enable receiving warning messages, supported languages, managing longer messages, accessibility for end-users with disabilities, reliability of the service. 
In addition to the 10 criteria selected by BEREC, it is also useful to add “situational awareness”, “alert updates capability”, and “speed of delivery”, as these are essential aspects for saving lives in times of crisis. In addition, the following section will address the issue of data privacy.


Assessment criteria for effective public warning system: an overview
	Criteria
	Comment

	geographical and population coverage
	[bookmark: OLE_LINK1]On compatible CB devices, even phones/handsets without an active subscription (SIM card) will receive the message. LB-SMS coverage is identical to regular SMS coverage for a given mobile network, independent of the device.

Governments need to assess the national digital divide and determine the reach of mobile networks, based on mobile population coverage, and uptake. The efficiency of the EWS will effectively be dependent on the reach and services of the MNO (service area coverage). 


	Capacity to reach end-users
	Geographical targeting: the efficiency depends on the implementation level by the MNO side, for both technologies. The geofencing feature is the most precise technology for reaching communities at risk. With CB one message is broadcast to all devices in the area and device-based geo-fencing (DBGF) only prevents displaying that message when the device is outside the affected area.

Scalability: there is a risk of network congestion with LB-SMS (which could cause delays, or non-delivery), especially when operators send a very large number of SMS. This risk does not exist with CB.

Visiting end-users (including inbound roamers): Roamers can be alerted using CB (depending on the device’s compatibility). LB-SMS can be used to reach roamers, but special attention must be paid to the quality of the implementation of this subject on the MNO side. 

Supported devices: All mobile devices with a SIM support LB-SMS, while only compatible devices support CB. Mobile phones without SIM activation can receive a CB alert.

Steps required for the recipient to enable receiving warning messages: No steps need to be taken for LB-SMS (indeed, LB-SMS does not have an opt-out option), while there are some steps to be taken for the implementation of CB: opt-in/ opt-out possibilities exist in the settings of the phone (it is possible to address these with the mobile phone handset providers). For the national/presidential alert there are no opt-out options.

Supported languages: In general, for SMS, one must pay attention to the encoding of the characters used in the message. Certain LB-SMS implementations enable the detection of the Mobile Country code for inbound roamers (with data privacy limitation), and to then send the message in the required language. CB enables sending multi-messages in different languages and displaying only the language that has been determined by the phone’s menu settings. It is also possible to define a “default” language, which will be used in case the alert does not contain the user’s language. 

Length of the alert’s message: It is recommended for LB-SMS to not send more than 160 characters. It is possible to send longer text, but with a risk of “losing” a part of the message during the SMS broadcast. In addition, and depending on the special character used, the single message length may drop to 70 characters. CB supports messages with a maximum length of 1395 characters.

Accessibility for end-users with disabilities: Independent of the technology, this functionality depends on the capabilities of the device’s text-to-speech function.

Reliability of the service: For LB-SMS, the reliability depends mainly on the robustness of the MNO’s network and service, and not on the technology itself, as is the case for any SMS. ITU regularly assesses the resilience of the MNO’s services per country. CB is highly reliable in terms of network overload but is as sensitive as LB-SMS to network damages in times of crisis. 

Alerting end-users entering the area after the initial warning (geofencing):
Geofencing is possible with both technologies, but CB is the most adapted technology for this functionality.


	Crisis management features
	Situational awareness: LB-SMS, thanks to the localization database, allows for the gathering of anonymous and valuable information for a crisis. This includes the number of GSM users in the areas of danger (which helps estimate the number of people affected), the density of GSM users/mobile devices (for example, to predict the possibility of panicked crowds). In addition, it is possible to confirm how many people received the SMS, and for authorities to confirm that people at risk have received the alert message on time. This data should be anonymized, and not include individualized personal data, for privacy reasons. 
CB is a “blind technology”, without situational awareness, that does not offer the above information. However, it should be noted that it is possible to set up an interactive CB function, with situational awareness functionality that allows user to respond to an alert. 
 
Alert update capability: Alert messages are especially useful in two situations: “please take shelter”, or “please evacuate”. In the “shelter” order, as people are not moving, both technologies can send updates based on localization. However, in the “evacuate” order, most people will no longer be in the same/affected area. In this case, CB cannot provide those who have moved outside the emergency location with updates. Depending on the implementation, LB-SMS can provide this service as LB-SMS can send a message to the same list of recipients reached before, for example with an “All-Clear” message, or other updates.

Speed of delivery: CB is a near real-time technology, independent of the recipient’s number. LB-SMS speed depends on the network’s level of congestion and the quality of its implementation. Optimizations are necessary to make sure that the speed of delivery meets the expectation. For local crises, both technologies are suitable. If the situation concerns a very large number of people, or requires delivery within seconds (e.g. an earthquake warning), CB is the only technology that will be able to deliver alerts on time.

Data privacy: CB is a blind technology, so compliance with data privacy rules such as the EU’s General Data Protection Regulation (GDPR) is not an issue. LB-SMS is compliant under the condition that no single personal data are communicated outside of the MNOs’ servers, even for situational awareness (implementation’s precaution).




In conclusion, both the CB and the LB-SMS technologies have advantages and disadvantages and can complement each other in the management of an emergency. One may prefer CB for its near-real-time speed for national crises (rare, but major events). LB-SMS seems advantageous for limited, local crises (more frequent, more localized) as it enables better crisis management in terms of sending updates, ensuring that all targeted devices have been reached, and providing situational awareness. The already cited 2020 BEREC study shows that according to a survey on public warning systems, between 80-98 percent of alerts in Europe were sent to up to 50’000 end-users. At this scale, both technologies are equivalent in terms of speed. Some countries, like France, Australia, Estonia, and Denmark have chosen to implement both technologies in parallel, recognizing their complementarity in crisis management. For developing countries with limited budgets and differences in the maturity of the MNO networks, that may have to decide on one technology (only) for financial reasons, CB is usually the recommended choice. Cell-broadcast has a relatively low set-up cost and sending messages is free, while LB-SMS are more costly to put in place, and to maintain, especially in countries where operators charge per SMS. 
This choice of technology also reflects a number of challenges at the governance level of a multi-hazard emergency warning systems that need to be addressed prior to implementation:
• Potential opposition from the mobile network operators (MNOs), as there is no business model associated with offering this early warning system using their networks. This is usually overcome with governments (or donors) providing the appropriate funding. An adequate legal framework could also help to guide this cooperation, addressed later in this paper.
• The cost of such system, which depends on the technical choice and the MNO’s technical maturity. This is particularly challenging for highly fragmented markets, such as the Caribbean Islands: Here, MNOs only have a few cell towers, and not sufficient revenues to justify the expense of establishing a physical Cell-broadcast Center (CBC). However, experts agree that in countries heavily exposed to climate risk, including SIDS and cyclone-risk prone countries, the cost of a MHEWS is recovered in terms of lives, livelihood and livestock saved.
· Data security issues, which need to be addressed during the implementation. Clients need to be sure that their personal data is safe and will not be misused, and that people do not interpret the reference to “localized alerts that save lives” with the fear of “the government knows where I am”. Any public warning system has to comply with national privacy and security regulations. 
• Respect for confidential internal information - such as the technology used - of the Mobile Network Operators in the architecture of the implementation of the MHEWS, as all MNOs are competitors.
• Authorization structures within the crisis management system and structure. The system needs to clearly identify the authority and responsibility of different stakeholders. This includes identifying those who are authorized to send different alerts, for different event, and via different stakeholders. This includes designing operational procedures and best practices describing the chain of command and validation for the alert to be sent.
It should also be noted that while mobile early warning systems have incredible advantages, in particular through their reach, they are vulnerable once disasters have hit, and may be damaged or down when countries are hit by strong hazards. In this case, radio broadcast and satellite-based alert system, such as the one currently developed by the European Commission, provides strong resilience (Box 1). 
	[bookmark: _Toc135037478]Box 1: Alerts via Satellite – Galileo’s Stellar project
In 2017-2018, the European Commission funded project GRALLE kicked-off the establishment of a new satellite back-up system allowing national alerting authorities to deliver emergency warning messages to citizens through the Galileo constellation of European satellites. The project was concluded with successful field demonstrations in France, Italy and Australia. The European Member States decided to implement emergency warning services using the current Galileo generation by 2023. This new emergency warning service, which was officially established in article 45§ of the Regulation (EU) 2021/696 establishing the Union Space Programme, is currently (2022-2023) being funded and refined by the European Commission’s STELLAR project. This aims to engage with the European civil protection authorities to perform multiple demonstrations of end-to-end delivery of emergency warning messages across Europe, using the operational Galileo first Generation infrastructure. Alerts will be displayed on a mobile phone when the “geo-positioning” signal works, even when the mobile network operators’ services are down during a crisis. The downside, and a clear limitation of the system, Is that satellite warnings are unlikely to work indoors. 

[image: ]
Figure 3: How to alert the population via Galileo (EENA, 2022 CAP Workshop)
The first results demonstrated complementarity between the alert by satellite and the alert via CB or LB-SMS. Satellite signals carry their own technical limitation: since the satellite signal dedicates only a few bytes of data to the alert, it is not possible to send a text-based message. So while the satellite-based alert will respect the format of the Common Alerting Protocol (CAP, described below), alerts are matched to a predefined list of alerts (text) and then decoded for each event so that users receive an alert in text format. An extensive library of text instructions is available for each kind of event.

The main advantage of the alert via satellite is that it can deliver alerts and vital information all around the world even when the mobile networks are damaged or down (hit, for example, by an earthquake, typhoon, tsunami, etc…). In addition, it is available in all parts of the world, free of charge to the end users, and does not require any prior action. In summary, despite its technical constraints, alerts by satellite present enormous potential for future crisis management.



  
[bookmark: _Toc135037479]Standardizing alerting messages: the Common Alerting Protocol (CAP)
Multi-Hazard Early Warning Systems (MHEWS) are more efficient with a multi-channel approach, which means that an alert should be disseminated via different communication networks. This paper promotes a cellular based early warning system as a minimum objective - given that it can reach the large majority of people, at relatively low cost per capita. However, countries should consider all possible channels – radio, TV, sirens, satellite, push-messages via mobile applications and digital billboards, etc.
Whatever the channel, ITU recommends the use of the Common Alerting Protocol (CAP), which is an international standard format for emergency alerting and public warning over all kinds of networks, for all hazards, to anyone. Adopted by the International Telecommunication Union as “Recommendation ITU-T X.1303 bis”[footnoteRef:5], “CAP allows a consistent warning message to be disseminated simultaneously over many different warning systems, thus increasing warning effectiveness while simplifying the warning task. CAP also facilitates the detection of emerging patterns in local warnings of various kinds, such as an undetected hazard or hostile act might indicate. [The recommendation] provides both an XML schema definition (XSD) specification and an equivalent ASN.1 specification (which permits a compact binary encoding) and allows the use of abstract syntax notation one (ASN.1) as well as XSD tools for the generation and processing of CAP messages.” This Recommendation is technically equivalent to the OASIS Common Alerting Protocol v.1.2. and the structure is compliant with other existing formats, including the specific area message encoding (SAME) used for the United States National Oceanic and Atmospheric Administration (NOAA) weather radio and the emergency alert system (EAS). [5:  Available at: https://www.itu.int/rec/T-REC-X.1303bis-201403-I] 

ITU and other institutions train countries on the use of CAP for exchanging all-hazard emergency alerts and public warnings over all kinds of ICT networks, guaranteeing the interoperability between the MHEWS control centre, and different media. CAP communicates key facts of an emergency, such as the description of the emergency, instructions, the alerting area, and the urgency, certainty, and severity of the alert.
The international standard of the CAP promotes:
· Interoperability of alerts among all kinds of emergency information systems
· Completeness: it should provide all the elements of an effective public warning message
· Simple implementation
· Simple XML and portable structure: sufficiently abstract to be adaptable to other coding schemes than XML
· Multi-use format: One message schema supports multiple message types in various applications
· Clarity/familiarity: code values should be meaningful to non-expert recipients
· Interdisciplinary in public safety and emergency management and international utility 

[bookmark: _Toc135037480]The worldwide usage of the CAP and its evolution 
Together with the World Meteorological Organisation (WMO), the United Nations Office for Disaster Risk Reduction (UNDRR) and the International Federation of Red Cross and Red Crescent (IFRC), ITU is very active in promoting CAP, sharing CAP knowledge[footnoteRef:6], gathering the community of users and promoting interoperability for ensuring a more efficient alert coverage. [6:  2013 Guidelines for Implementation of Common Alerting Protocol (CAP)-Enabled Emergency Alerting http://www.wmo.int/pages/prog/amp/pwsp/publicationsguidelines_en.htm] 

Today, 77 per cent of the world's population lives in a country with at least one national operational CAP feed[footnoteRef:7] (see map below). Many of the world’s most vulnerable countries, especially the Least Developed Countries and the Small Island Developing States, do not yet use CAP. [7:  https://cap-workshop.alert-hub.org/2022/flyer.pdf 2022] 

In 2021, ITU, along with the International Federation of Red Cross and Red Crescent Societies (IFRC) and the World Meteorological Organization (WMO) endorsed the "Common Alerting Protocol (CAP): Call to action”, which states that “by 2025 all countries have the capability for effective, authoritative emergency alerting that leverages the Common Alerting Protocol". 

[image: Map
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Figure 4: Countries with at least one operational CAP feed, September 2022[footnoteRef:8]  [8:  Source: Alert-Hub.Org, September 2022] 

The “Alert-Hub” website[footnoteRef:9] aggregates real-time CAP alerts from 184 sources of CAP published by 188 countries around the world. As CAP is an open standard, everyone can push a CAP feed. For documenting the credibility of those CAP alerts considered "official", the World Meteorological Organization (WMO) and the ITU established the international Register of Alerting Authorities[footnoteRef:10].  [9:  Filtered Alert Hub: Introduction (alert-hub.org) ]  [10:  Register of WMO Members Alerting Authorities ] 


[bookmark: _Toc135037481]How countries are adapting CAP to their needs and use
To implement CAP, adaptations are necessary to address the needs of different alerting authorities, as well as the technical constraints of different alerting systems. For instance, with a location-based SMS, it is recommended to limit the length of the message to 160 GSM7 characters. Cell-broadcast has its own international protocol of implementation[footnoteRef:11], established by the “3rd Generation Partnership Project (3GPP)”. Using CAP with the CB standard requires a number of specifications, for example on how to send a CAP alert including the geofencing CB option. The interpretation of an area’s description is also subject to caution: if the CAP alert specifies a specific geographic location (via a polygon), MNOs need to know if they should trigger only the antennas within the polygon, or also antennas outside of the polygon, but with coverage of parts of the area of danger. The interpretation of all area fields should be homogenous between MNOs and needs to be specified. This includes the interpretation of an update order, or a cancel order of a CAP and must be detailed through a general agreement between national authorities and MNOs. [11:  ETSI TS 123 041 V15.3.0 (2018-09) Digital cellular telecommunications system (Phase 2+) (GSM); Universal Mobile Telecommunications System (UMTS); Technical realization of Cell Broadcast Service (CBS) (3GPP TS 23.041 version 15.3.0 Release 15)
] 

All these additional restrictions or additional rules lead to local CAP versions. This implies that interoperability between countries/actors/media needs to be ensured via a kind of “CAP translator” that lists all the differences between the CAP versions developed by each authority. To this end, all alerting authorities are encouraged to publish the description of their CAP version. 
A Common Alert Protocol Helpdesk, currently under development, could help bring coherence between stakeholders’ needs and the technical constraints. In any case, communication and community building around CAP is essential. Despite local adaptations, with CAP, every alerting authority speaks the same language, enabling communities to exchange alerts more efficiently.
[bookmark: _Toc135037482]A multi-stakeholder approach to build effective early warning systems 
As highlighted above, building an efficient public early warning system requires not only a number of technological choices, but also requires a number of stakeholders to come and work together. The involvement of mobile network operators (MNOs) offers great opportunities for complementing existing and building new efficient public warning systems, and for advancing the deployment of public warning systems around the world. Discussing these opportunities and identifying different approaches for cooperation will require MNOs, the GSMA – the global association of mobile operators - and national policy makers, in particular telecommunication regulators, to cooperate. Here, ITU has an essential advisory role to play, including by encourage national telecom regulators to consider a regulatory approach. In addition, ITU can help coordination and cooperation in the following areas:
· In line with its overall mandate, ITU brings more people online and addresses the digital divide. This includes the development of networks and infrastructure, but also addressing the digital skills and affordability gap, which, if reduced/overcome, will address digital inequalities and allow more people to be reached in times of disasters.
· Improving the resilience of telecommunication networks, including those of mobile network operators, for example through the development of National Emergency Telecommunication Plans (NETPs) for ensuring the availability of services in times of crisis.
· Supporting in particular developing countries in implementing the Common Alerting Protocol (CAP), as well as the cell-broadcast/location-based SMS technology, to make sure that communication between alerting authorities and MNOs is coherent and efficient. As alerts may be considered public information, CAP alerts should be published on a public governmental feed, so that other media can broadcast the alert via other channels.
· ITU’s various platforms, meetings, diverse membership, and existing partnerships help to promote best practices in setting up early warning systems via mobile networks. This includes the experiences from the EU countries, both from a technical as well as a regulatory side, but also developing countries that have already adopted similar early warning systems, to share their experience. 
· In addition to identifying best practices and sharing experiences, ITU encourages specific countries and experts with experience in public warning systems to support other countries interested in implementing such a system.
· Finally, ITU, with other partners, such as WMO, IFRC, GSMA etc. encourages development agencies and donors to invest in developing mobile-network based early warning systems and set up a global project to provide technical assistance to countries. This could be an important step towards a broader and global risk management approach and for the achievement of the UN’s goal of ensuring that by 2027 everyone is protected by an early warning system.
[bookmark: _Toc135037483]Opportunities of Public Warning Systems Regulation: the EU Example
As part of the promotion of “best practices”, ITU has analysed in depth the case of Europe and its regulation mandating countries to adopt a public warning system based on mobile-cellular networks. 
In 2018, a public warning system based on telecommunications was added to the European law, through the European Electronic Communications Code (EECC). EECC Article 110[footnoteRef:12] requires that “By 21 June 2022, Member States shall ensure that, when public warning systems regarding imminent or developing major emergencies and disasters are in place, public warnings are transmitted by providers of mobile number-based interpersonal communications services to the end-users concerned.” The term “end-users” means every person located within an area of danger, including roamers and those without a prior subscription to any specific alerting service. To help countries in their technology choice, the Body of European Regulators for Electronic Communications (BEREC) published its guidelines on how to assess the effectiveness of public warning systems (2020).  [12:  Directive (EU) 2018/1972 of the European Parliament and of the Council of 11 December 2018 establishing the European Electronic Communications Code, available at: https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32018L1972 ] 

By mid-2023, almost all European countries had adopted a Public Warning System based on mobile-cellular networks, or were in the selection process to develop the system. The European path and experience are likely to produce many lessons learnt, both in terms of the technologies adopted, as well as in terms of the regulatory approach. It will also help to understand how its technological and regulatory approach could help speed up the deployment of public warning systems in other parts of the world, and to help achieve the UN’s goal of an early warning system for all. It is important to note that the success of a public EWS will depend not only on the technological implementation but will have to be based on a holistic strategy. This includes the full integration of each one of the pillars of the MHEWS value cycle (see Figure 1). While some of the lessons learned from the European experience have been summarized in Box 2, it will also be critical to acknowledge the particular circumstances and needs of developing countries. 
	Box 2: A European perspective: Eight Recommendations to get the most out of Public Warning Systems

To build an effective early warning system, there are a number of lessons learnt from Europe’s regulatory and technological path:
1. Use both cell-broadcast and location-based SMS: Since both technologies have different advantages and shortcomings, a combination of both may be an ideal solution, especially in countries with the necessary financial resources and expertise. 
2. Combine CB and LB SMS with other technologies and channels, including mobile alerting apps, social media, sirens, billboards etc. As highlighted at the beginning of this paper, a multi-channel MHEWS is critical to reach as many people at-risk as possible. 
3. Use PWS for better situational awareness, to allow emergency services to have critical information on those at risk, including the number of subscribers within a risk zone, and their country of origin, for a better disaster response.
4. Define a usage strategy in advance: For the public EWS to be successful, it is important to identify risks, and appropriate scenarios, addressing such question as: who will send the alert? What message should be sent, requiring which kind of action? Which area should be alerted and which communication channels should be used?
5. Work on the message to be sent in advance, based on the identification of risks and the communities that need to be reached, so that in case of an emergency, messages can be sent without delay. This should be done involving the communities during the testing phase.
6. Use allies: Allies are those who can complement and/or improve the system, including the population, researchers, influencers, and local volunteers.
7. Keep a coherent message across the different channels, which will avoid confusion and reinforce the message sent. The use of CAP is critical in this regard.
8. Prepare the population and increase their trust through regular tests and awareness raising campaigns. 

Source: adapted from EENA blog by Benoit Vivier



It should also be noted that other countries have also used the regulatory approach adopted by the EU. In Peru[footnoteRef:13] for instance, the 2016 public warning systems regulation aims at “guiding the population, […] before, during and after the occurrence of a disaster or an emergency situation, using […] public telecommunications networks and services“. In the Philippines, the Free Mobile Disaster Alert Act of 2014 mandates telecommunication operators to issue free public warnings via mobile phones.[footnoteRef:14] Regulation is an efficient way to implement a public warning system. At the same time, any approach must include discussion with the mobile network operators, who as (generally) private companies, need to understand financial implications and ensure their business continuity. In addition to delivering humanitarian assistance and saving lives, it is therefore possible to discuss other financial and non-financial incentives to drive cooperation.  [13:  LAW N°30472 on the Creation of SISMATE, and Decreto Supremo n°019-2016-MTC about the creation of SISMATE project (“Sistema de Mensajeria de Alerta Temprana de Emergencias”, translated in “Emergency Early Warning Messaging System”)]  [14:  PHIVOLC or PAGASA (GoP, 2014). See 68265_682308philippinesdrmstatusreport.pdf (unisdr.org)] 

[bookmark: _Toc135037484]Conclusion
Early Warning Systems save lives and improve societies' resilience, especially in a world increasingly threatened by extreme weather and climate emergencies. Growing digital transformation and increased access to and use of mobile networks and services offer new opportunities in building effective and wide-reaching early warning systems. This paper argues that to achieve the UN’s goal of protecting every person on earth with an early warning system it will be imperative to take advantage of the reach of mobile network operators (MNOs) to deliver warning messages to communities at risk. It highlights the possibilities of mobile network based public warning system and discusses two key technologies - cell-broadcast and location-based SMS - and the use of the Common Alerting Protocol (CAP), for implementation. While there are advantages to combining CB and LB-SMS, developing countries with an urgent need to implement a basic PWS are encouraged to consider using CB. The paper, which promotes a regulatory approach similar to the one adopted in the EU, also highlights the importance of cooperation and coordination between key stakeholders, including mobile network operators, disaster management agencies, and policy makers. It discusses the importance of multi-stakeholder engagement and highlights the role of ITU in promoting and strengthening a global mobile-network based early warning system. This includes partnering with key international and regional stakeholders to identify best practices, delivering technical assistance and identifying financing models to implement the system in the world’s most vulnerable countries, where early warning systems remain weak. 
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