
Presentation at the opening WTPF Plenary 
 
Long time since the early days of the Internet when we had almost 20 years working 
with the research community and few impediments to our experimentation. The last 
20 years have been nothing like the first. 
 
Ten years since Phase 2 of the WSIS in Tunis and only a few months beyond the 
WCIT meeting in Dubai. This is a good time to take stock of where we are and what 
the challenges and opportunities are for the future. 
 

1. Despite all the concerns about spam, viruses, security and the like, the 
Internet is still a very effective means of interaction throughout the world. 

2. The primary institutions created along the way continue to function well. 
3. Formal and de facto standards used in the Internet have come from many 

sources including individual contributions, initially, as well as those from 
organizations such as the IETF, W3C, IEEE, ETSI, 3GPP and the ITU. 

4. The nature of the Internet is now better understood around the world and 
continues to evolve. 
 

I’d like to focus my remarks on two related areas of that evolution that are of 
particular interest to me, namely a) managing information in the Internet and b) 
achieving interoperability between different types of information systems. 
 
What I will be describing is not an alternative for today’s Internet, but rather makes 
use of it and builds upon it. Just like the Internet, it is an open architecture defined 
by its interfaces and protocols and the information structures that pass across them. 
 
Originally, the Internet was about achieving interoperability of computer networks 
and the machines connected to them for the purpose of communicating information. 
Packets were the basic communication entities and each packet had a unique 
address, which we now know as an IP or Internet Protocol address. 
 
While I expect packet communications and the use of IP addresses to continue to be 
an essential part of the Internet in the future, I see a new kind of entity, the digital 
object, becoming an essential element to be managed. The handle we give to a digital 
object is called the “digital object identifier” and this identifier is a primary means 
by which we access information.  
 
Digital objects also have certain information associated with them, known as 
metadata, which can be used to categorize them and to search for them. If we are to 
trust information in the Internet for long periods of time, we will need simple ways 
to access stored information without necessarily remembering all the identifiers. 
Metadata allows for effective searching to be achieved. 
 
Many of you are familiar with recent developments in cloud computing and the 
Internet of Things. What I am describing is fully compatible with both of them. 



 
If you know the ID of a DO, you can access it via its identifier regardless of where or 
in how many places in the Internet it may be stored or even if its mobile. 
 
If you don’t know the identifier, you will be able to use a set of federated metadata 
registries to determine the identifiers (and this will mainly be handled by software) 
 
Existing and new identifier systems can be used, and such systems can be made 
interoperable, in effect, by adding a unique prefix to each identifier to distinguish it 
from all the others. 
 
As an open architecture, this approach can be maintained independently of the 
underlying technologies. In that sense, it parallels quite closely the approach used in 
developing today’s Internet capabilities. 
 
What are the components of such an open architecture? They are: 
 

1. The repositories from which DOs are accessed by their identifiers. It provides 
a uniform interface to the storage technology.  

2. The metadata registries that can be searched to obtain the identifiers, if 
necessary. 

3. A resolution system that maps identifiers into relevant information about 
their associated digital objects such as authentication, public keys, and how 
to access the information. 

 
Each of these components is currently available with open source or public licenses 
in the Internet. Almost surely, as was the case with the Internet, more advanced 
versions will be developed by industry. 
 
Today, thousands of organizations are providing resolution services for such 
identifiers and many of the most significant publications identify their materials 
with digital object identifiers. 
 
In principle, every user could have a registry and repository of their own to manage 
their personal information. Many will undoubtedly rely on commercial services 
instead. 
 
I haven’t said much about security, but it’s obviously a critical aspect so that 
personal information as well as corporate and government information can be 
protected. The components I described can support an integrated PKI capability by 
making use of public keys stored in the resolution system. This is an important 
operational aspect of the system which can be invoked in conjunction with other 
trusted means to assign identifiers to individuals, and other Internet resources. 
 



The original root of the resolution system has been run by CNRI since its inception, 
but we have been asked by others to work with them on an approach that would 
allow for distributed administration of the system. 
 
The current root now supports multiple administration and I expect a few other 
organizations to join us as administrators in the coming months. Ultimately, with 
experience, I would expect many more administrators to participate. 
 
I also expect to see multiple kinds of information systems emerge and a primary 
goal should be to insure the interoperability of these systems (with security) so that 
they continue to function effectively together with the existing ones over their 
lifetimes. 
 
Interoperable health information systems are just one example where the ability to 
share information with security will benefit all individuals at home and while on 
travel around the globe. 
 
I hope to keep you informed on progress in this area in the future and would suggest 
that now is a very good time to take stock of where we are and how far we have 
come in our deliberation on the Internet and now work together to evolve the 
Internet to provide new and improved capabilities and services. 


