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Abstract:
A database with data on existing technical solutions for child online protection (contentfiltering.info) and  Black&White lists distribution system (Bwld.online) have been developed in the framework of  implementation Regional Initiative “Creating a child online protection centre for the CIS region” which was adopted at the World Telecommunication Development Conference 2014 (Dubai, UAE). 
1. Introduction
In the framework of implementation of the regional initiative for the CIS countries “Creating a child online protection centre for the CIS region”, which was adopted at the World Telecommunication Development Conference 2014 (Dubai, UAE), were developed tree projects:

· Multimedia distance-learning course on the safe use of Internet resources (https://onlinesafety.info);

· A database containing existing technical solutions for child online protection (https://contentfiltering.info);

· The system of automated distribution “black” and “white” lists of Internet resources (https://beta.bwld.online).

All of these projects were developed during 2015 and 2016 by O.S. Popov Odessa National Academy of Telecommunications from Ukraine, with the assistance of ITU’s Telecommunication Development Bureau. Developed projects cover all expected outcomes of implementing the regional initiative. 
First project from the list above (https://onlinesafety.info) had presented during previous meeting of CWG-COP and described in document WG-CP/11/3. This contribution describes two other projects. 
2.
A database containing existing technical solutions for child online protection (https://contentfiltering.info

 HYPERLINK ""
)
As part of the effort to develop a database containing existing technical solutions for child online protection, the group of experts drew up a list of existing technical solutions for testing. Each solution on the list was then examined with regard to:

· Basic characteristics:

•
Type of implementation (software, hardware, cloud)

•
Compatibility with operating systems (single-platform, cross-platform, platform‑independent)

•
Type of operating system (Windows, Unix, Marcos, Android, iOS)

•
Type of support (fully supported system, partially supported system, unsupported system)

•
Control (remote, local, no control)
•
Type of internal security (protected or unprotected system).

· Specific characteristics:

•
Type of architecture (local, network (centralized), network (decentralized))

•
Ability to monitor time spent online (with or without)

•
Filtering target - filtering by URI, filtering by service headers, filtering by search requests, filtering by keywords (morphological analysis), filtering by content type

•
Filtering mode (by lists, templates)

•
Ability to filter enciphered data (supports filtering of enciphered data, does not support such filtering)

•
Type of response (notification, blocking, redirection)

· List of functions announced by the developer

· Technical characteristics of hardware required

· Economic indicators (cost of product ownership over three years for one device).

Every technical solution from the list was installed on a computer or mobile device (in the case of paid products, permission for testing was obtained from the developer), with a view to thorough testing of every function announced on the official site. For each solution a test report was compiled and entered in the service database of Countentfiltering.info.

As of September 2016, the list of tested systems included the following software packages: DansGuardian, Rejik (Squid), SquidGuard, Internet Tsenzor, OpenDNS, Yandex.DNS, FoxFilter, KinderGate Parental Control, “Plagin WebFilter Pro Chrome FireFox”, Internet Administarior for the Home, Kaspersky Safe Kids, Kaspersky Internet Security, Google, Rejector, Dr.Web Security Space, “Plagin Anti-Porn Pro Chrome FireFox”, Plagin tinyFilter Chrome, “Plagin Blocksi Web Filter Chrome FireFox Opera”, “Plagin BlockSite Chrome”, “Plagin Adult Blocker Chrome FireFox Opera”, “Plagin Parental Controls & Web Filter from metacert.com Chrome FireFox”, “Plagin StopItKids parental control Chrome FireFox MS IE”, SafeDNS, Cloudacl WebFilter, KidsWatch, Norton Online Family, KidRex, Lycos, Norton ConnectSafe, Mobicip, Mobicip Premium, HandyCache, HandyCache (licence), GFI WebMonitor, ChildWebGuardian PRO, K9 Web Protection (personal), K9 Web Protection (commercial), Trustwave SecureBrowsing, Play Market, McAfee LiveSafe, SpyAgent, Yandex.DNS, KidzSearch Safe Web Browser, KidzSearch, Cyclope Internet Filtering Proxy, OsMonitor Basic, OsMonitor Full, System Surveillance Pro, Qustodio, PureSight, CyberSieve, Verity, Chronager, iProtectYou, ContentWasher, Internet-filter (http://internet-filter.ru/), PC Tattletale, Kerio Control, Covenant Eyes, WebTitan Cloud, WebTitan, Ideco, SafeSquid, UserGate Web Filter, Yahoo!, Handy Filter, FortiClient, “Plagin good.media Chrome Opera”, TRITON, Spytech, KidZui K2.

Data on each product, once entered in the database, are regularly checked by system developers and, where necessary, updated and supplemented. Testing and recording in the database of new product data also continues.

The Contentfiltering.info software has been developed on the basis of recommendations on selecting the best content filtering system for a given user/organization. It comprises two modules:

1) A user module (free access), for the purpose of defining the user’s skills level, formulating requirement and selecting the content filtering system.
2) An expert module (for authorized experts only), for entering data regarding technical solutions for child online protection.
The work of the Counterfiltering.info service is based on the following sequence of actions:

1) The program determines the user’s skill level (from novice to expert) using a short test of basic computer literacy.

2) The user compiles requirements for the content filtering system with the help of answers to pre-prepared questions.

3) The program selects the filtering system that meets the above requirements.

4) The user determines weighting coefficients for criteria applied to the selection of a content filtering system (protection level, cost, ease of use, functionality) by pair comparison.

5) Using the method of hierarchical analysis the program draws up a list of recommended systems including the solution most suitable for the user.
3.
The system of automated distribution “black” and “white” lists of Internet resources (https://beta.bwld.online)

BWLD.online (Black & White Lists Distribution) - on-line service that allows users to create their own, "unique" resource black&white lists, formed to suit the individual needs of the user. The system is accessible via web-browser.

The developed software is based on the recommendations on the creation of automated distribution system specific to the CIS image of "black" and "white" lists of Internet resources, expert evaluation and cataloging of Internet resources specific for the CIS countries.
The main objectives of the developed software are:
· Registration and authentication of users (administrators of communities, experts and simple users);
· Creation of new communities and administration of existing communities (management of community users, editing of specific information for any community, viewing statistical information about activity of any community etc);
· Import of categories, templates and lists from default or any existing community to new community;
· Creation of rules for “black” and “white” lists creation and distribution for simple users;
· Receiving URIs from users for analysis by experts of community; 
· Management of personal “black” and “white” lists for individual users;
· Management of rating system for each user and expert of automated system.

BWLD.online operates by the rating principle. Rating - a common system of user activity & utility estimation. On the basis of the rating calculation, the user is given an opportunity to build and download  lists of resources. The rating is based on a point system, and may vary in both: large and downwards. Rules of formation of the rating are following:

-  BWLD.online system automatically assign the base rating (50 points) for every user;

- Setting the rules of formation or editing of the list reduces the user's rating of 5 points. For every downloading of updated lists, user rating reduced by 5 points. User rating increases by 1 point for each unique resource added to system for future expertise. If the user's rating reaches zero, then it is blocked to download updated lists;

- If the expert during the work shift was opened and processed at least one resource, then his rating increases by 1 point. If the expert opened but not processed resource and the time allotted for processing resource has expired, its rating is reduced by 1 point, while the URI is sent back to the queue for re-allocation and classification. If the expert has processed within 20 working shift, and more resources, its rating further increases by one point. If the expert's rating stood at 3 points, the Community Manager poisoned message of the "unreliability" of the expert. Community Administrator shall decide to block expert or to exclude him from the list of Community users.

The system BWLD.online is being tested and will be launched in November 2016.
4.
Conclusion
All developed projects presented during the ITU regional workshop for the CIS countries and Georgia on the theme of “Integrated aspects of cybersecurity in infocommunications” held in Odessa, Ukraine, from 15 to 17 June 2016. The A.S. Popov Odessa National Academy of Telecommunications invites all interested parties to collaborate with a view to testing and disseminating of services that have been developed and to translate it into all ITU’s official languages.
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