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Abstract:
Document containing a short Report about progress of implementation Regional Initiative “Creating a child online protection centre for the CIS region” in 2015, adopted at WTDC‑14 (Dubai, UAE). Throughout 2015 works on the development of Multimedia distance-learning course on the safe use of Internet resources, which corresponds to the expected results 1 and 6 of Regional initiative have been fully completed. Also, within the implementation of this regional initiative were developed a Recommendations on choosing of the optimal (for a particular user/organization) content filtering system. 
1. Introduction
The CIS region had already begun to consider the issue of protecting children on line at the end of the 1990s. Approaches to the problem differed among the countries of the region, however, reflecting the range of views in different countries on issues of public morals, pornography, privacy and data protection. All countries in the region without exception have acceded to the Convention on the Rights of the Child, without any declarations or reservations regarding Articles 16, 17 and 34(c). All countries in the region have also acceded to, signed and/or ratified the Optional Protocol to the Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography, without any declarations or reservations regarding Articles 2 and 3 of that instrument.

In many countries in the region, software producers, telecommunication operators and educational establishments are actively developing child on line protection programmes of their own. Notable examples might be two Ukrainian projects: “Safety of Children on line”, which is being implemented by the Coalition for the Safety of Children on line; and “System for restricting access to inappropriate Internet resources”, a project being developed by the Odessa National Academy of Telecommunications n.a. A.S. Popov (Ukraine). In May 2012 the project “Building safer internet for educational institutions”, which formed the framework for the presentation of the system for restricting access to inappropriate Internet content, was recognized as the best project in the category “C5. Building confidence and security in the use of ICTs” in a competition organized as part of the WSIS Forum 2012 event (Geneva, 14-18 May 2012), and acknowledged by the Secretary‑General of ITU as one of the major achievements in creating connectivity worldwide.
With their common political, economic, environmental, humanitarian and cultural history, the countries of the Commonwealth of Independent States (CIS) share a number of characteristics with regard to Internet use, and this has an impact on users' interests and resources. The key factors here include: a close linguistic environment (most of the peoples in the CIS countries are fluent in Russian); a more or less identical level of ICT development and broadband penetration; common problems in the applications of ICTs (a sharp contrast in terms of teacher training in the towns and rural areas, a common “post-soviet” model of education, an absence of trained system administrators in rural schools, and so on); and a roughly similar level of Internet regulation.

The international seminar on integrated aspects of child protection on the Internet, held in Odessa, Ukraine, in April 2011, and the Interregional seminar for Europe, the Asia and Pacific region and the Commonwealth of Independent States on “Current methods for combating cybercrime” (March 2012), identified the main obstacles to strengthening confidence and child on line protection in developing countries. Participants noted in particular the importance of international cooperation as a means of exchanging experience and improving child on line protection. A natural progression from this idea was the adoption at the World Telecommunication Development Conference 2014 (Dubai, UAE) of the CIS initiative on “creating a child on line protection centre for the CIS region”. 
Throughout 2015 works on the development of Multimedia distance-learning course on the safe use of Internet resources, which corresponds to the expected results 1 and 6 of Regional initiative have been fully completed. Also, within the implementation of this regional initiative were developed a Recommendations on choosing of the optimal (for a particular user/organization) content filtering system. 

2.
 Multimedia distance-learning course on the safe use of Internet resources
One of the expected outcomes of that initiative is the creation of distance-learning courses on safe use of Internet resources involving testing of children, parents, teachers, and so on. It should be noted that existing training materials (including multimedia clips and courses) do not cover the entire range of issues pertaining to Internet safety and as a rule do not include systems for testing and certification. In the light of this, the Odessa National Academy of Telecommunications n.a. A.S. Popov (Ukraine) proposed to develop a course on the safe use of Internet resources along the lines of the UN course on “Security in the Field”, which could then be followed by children, parents and educational staff.

It was proposed that the course should be divided into three parts: basic (for children of pre-school and junior school age); intermediate (for children in classes 5 to 9); and advanced (for senior school pupils, students, parents and teachers), each part being based on thematic modules with testing on completion of each module. The Academy proposed the structure and basic features of the courses, which were presented at the fourth meeting of BDT Study Group 1 (Document 1/265, study period 2010‑2014) and at the seventh meeting of the Council Working Group on Child on line Protection (Document WG‑CP/7/5).

The course is available at http://onlinesafety.info. Also, within the project an offline version of the course (on DVD-ROM) was developed, which is distributed among the schools of the CIS region with not enough high-speed Internet connection. Currently course is available in Russian language. Hosting and technical support for the course provides the project partner – O.S. Popov Odessa National Academy of Telecommunications.
2.1
Basic course
The basic course is structured in three modules: “general information on security in the Internet”; “rules for communication on line”; and “useful and harmful on line games”. To begin with, children choose a hero (boy or girl) to help them follow the course. All slides and navigation moves effected with the cursor are also voiced by the chosen hero.

During the course the child studies such topics as “what is the Internet and how is it organized?”; “what useful things can I get from the Internet?”; “the main dangers on line”; “virus programmes that harm a computer”; “virus programmes for spying on users or gathering personal data held on the computer”; “Illegal, unethical and harmful content”; “misleading content”; “Cyber-bullying and cyber-grooming”; “benefits and harm from social networks”; “what can I tell other people on line and what must I not tell them?” “rules of ‘netiquette’“; “how do I create my on line profile”; “how and what to play on line”; “possible harmful effects of computer games (including the influence of Internet slang on colloquial speech)”, and so on.

The course includes 52 slides of between 10 and 20 seconds' duration, depending on the density of their multimedia content. Each slide is based on a white background. Colour series are formed in accordance with the Itten principles, and each module has its own colour frame (dark blue, yellow or green). The rate of progress though the course is shown by an animated figure moving in a straight line at the bottom of the screen to indicate the progress made. The basic part of the course contains five multimedia clips, four interactive games and 50 cartoon-style graphics. For example, in one slide the child is asked to play a game “Get the virus!”. A target in the form of a “virus” moves around the screen. The aim is to strike at it with a special on line “hand”, but the game is designed to ensure that the child cannot succeed in hitting the virus target. After several attempts a voice explains that a computer virus cannot be eliminated in that way and instead, an antivirus programme has to be used.

Throughout the course, the child periodically has to answer test questions involving animated figures. This helps to consolidate the knowledge acquired. A separate test is not envisaged in the basic course and a certificate is issued automatically on completion.
2.2.
Intermediate course
The intermediate course comprises five modules: “general information on security in the Internet”; “safe entertainment on line”; “rules for communicating with others on line”; “what can you believe on the Internet?”; and “how to protect oneself on line”.

In the first slide, the child learns about the purpose of the course and its format. During the course the child studies topics such as “what is the Internet and how is it organized”; “the main dangers on line”; “Illegal, unethical and harmful content”; “misleading content”; “cyberbullying and cyber grooming”; “Internet fraud”; “basic rules for using the Internet”; “how not to be a victim of virtual reality”; “the influence of Internet slang on colloquial speech”; “antivirus software”; “basic precepts of “netiquette”; “what can I write about (and save) on line?”; “anonymity on line”; “how to verify information on line”; “copyright on line (music, video, images, presentations, dissertations, etc.)”; “working via public networks (WiFi zones, Internet clubs, etc.) or using someone else's computer”; “rules for working safely with e-mail”; and “who can help if there is a problem on line?”.

The course includes 122 slides of between 10 and 20 seconds' duration each, depending on the density of their multimedia content. For each sequence there is voice-over accompaniment. Each sequence is based on a white background. Colour series are formed in accordance with the Itten principles and each module has its own colour frame. The rate of progress though the course is shown by “road blocks” indicated by white screens which change to green once a module has been completed 

The intermediate part of the course contains five cartoon clips (different from the basic course), two interactive games, 77 cartoon-style figures and 12 infographic figures.

On completing the course the child takes a test comprising ten questions which contain possible answers. The test set is based on random selection from 40 questions (eight for each module).
2.3.
Advanced course
The advanced course comprises seven modules: “general information on security in the Internet”; “rules for communicating with others on line”; “safe entertainment on line”; “what can you believe in the Internet?”; “confidentiality and working via public networks”; “risk assessment and behaviour in difficult situations”; and “methods of filtering content and child protection on line”.

The advanced course interface is designed to be as similar as possible to that of the UN advanced “Security in the Field” course. Information is presented with the aid of a number of different types of slide and additional elements which make it possible to create small interactive scenarios using a range of multimedia content. Participants study such topics as “basic information on Internet architecture”; “existing threats (viruses, fraudsters, criminals and so on)”; “how to remain literate when communicating with others on line”, “what can you write about and what should you not write about on line?”; “ensuring that children do not view undesirable content”; “copyright and how you can break the law without knowing it”; “how much time may I spend on line?”; “the influence of Internet slang on colloquial speech”; “typical forms of Internet fraud”; “data protection”; “monitoring children's behavior on line”; “threats to life and health on line”; “basic content filtering techniques”; “advice on choosing content filtering systems (for homes, schools and institutions)”, and other aspects.

The course includes 57 slides of 30‑40 seconds' duration each, depending on the density of their multimedia content. Each sequence is provided with a partial audio accompaniment. The advanced part of the course comprises three cartoon clips (different from the basic and intermediate courses), five interactive games, 23 photo images, and 19 infographic-style figures. An example of an interactive game at the advanced level could be a dialogue between the user and an imaginary character of the opposite sex. Following the lead-in, a conversation develops and is led by the imaginary character. The user selects responses from a set of ready-made models from a list. The list includes various options containing Internet slang and/or stylistic and spelling errors, as well as replies that are stylistically and grammatically sound and do not include slang. The aim of this dialogue is to induce the interlocutor to engage in further discussion, create a positive impression, and so forth; this is not achieved if too much use is made of Internet slang, or if the chosen responses contain stylistic and spelling mistakes. When the dialogue is finished, feedback is given to the user on the use of Internet slang during the interactive discussion.
3.
 Recommendations on choosing of the optimal (for a particular user/organization) content filtering system
Within the implementation of this regional initiative were developed a Recommendations on choosing of the optimal (for a particular user/organization) content filtering system. These recommendations are the basis of the project on creation a single database with information about the existing technical solutions and systems of choosing of optimal content filtering system. Recommendations are based on a detailed classification model of content filtering systems, and include a series of algorithms (determination of user competence level to determine the cost of the content filtering system, formation ballroom estimates, etc.). Continuation of the work in this direction is planned for 2016.

4.
Conclusion
The results of projects were presented at the 2nd meeting of the 2nd of ITU-D (Geneva, 7-11 September 2015), as well as in the ITU Regional Workshop for CIS countries “Organizational and Technical Development of Telecommunications/ICT” (Odessa, Ukraine, September 23-25, 2015). In addition, within the framework of this RI there were three special events: Round table “Information and communication technologies for human potential development: protection of the child in an online environment, helping people with disabilities, building confidence and security in the ICT usage" (Bishkek, Kyrgyz Republic, on December 8, 2015), as well as two training workshops of ITU for heads of educational institutions on the theme “Safe Internet: key aspects and current trends” in Odessa, Ukraine, December 2, 2015 and in Bishkek, Kyrgyz Republic, December 10, 2015.

The Odessa National Academy of Telecommunications n.a. A.S. Popov (Ukraine) invites all interested parties to collaborate in testing and disseminating the projects and to translate it’s into the official languages of ITU.
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