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Quantum Cryptography
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Quantum Key Distribution
- each bit encoded on a single photon

Conventional public-key cryptography (RSA, ECDH)
>Long-term confidentiality threatened by harvest and decrypt attacks

>Encrypted data are easily collected and stored

> Decrypt later when more powerful computers are available

i\

Quantum key distribution Financial Critical Infrastructure

Detect eavesdropping on fibre as measurable noise in the quantum channel

01110100010 @

Distribute secret digital keys that are secure from future advances in cryptanalysis and computing
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Enabling the wide-scale deployment of quantum cryptography
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Enabling the wide-scale deployment of quantum cryptography

Distance Secret key capacity bound Sca|abi|ity Coherent optical
comms networks:
. 8.cost
Photon loss vs distance High density
Hmit on key rate e & L% ,  High connectivity
S = ‘W./.f” L
» Satellite QKD » Multi-node QKD

e (o ar se,  Networks
} TF_QKD Quantum! CTek

B - J)
Pittaluga et al, @ ‘ %
JoLe) o » Trusted-node
Nat. Photon. 15, 530-535 (2021) €= 91 M*\o:g?

architectures

Chen et al,,
npj Quantum Information 7:134 (2021)

QKD Deployment - Main challenges
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Enabling the wide-scale deployment of quantum cryptography

> More than 50% of the global population
within metro & access areas

> High density and connectivity

> Route to practical deployment of QKD in
these networks

« Bandwidth
* Loss/Distance

* Production, operation and deployment
costs

« Multiplexing, higher clock rates
 Trusted relay nodes

» Power efficient information encoding

=» Volume production and scalability

=» Compatibility with coherent optical
comm. infrastructure

Typical architecture of
telecom networks

Hospital

SR

Backbone Network

(between cities) \

Metro Network (within a
city)

\_— Access Network
(within a community)
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Integrated Quantum Photonics

CORE QKD FUNCTIONS ON CHIP

QKD Transmitters (QTx) chips
Polarization/Phase encoding

- Fully integrated

- External light sources, intensity
modulation

QKD Receiver (QRx) chips
- Low loss interferometers

- Path demodulators

Quantum Random number
Generator (QRNG) chips

- Balance homodyne QRNGs
- Interferometric QRNGs

Chip-to-chip quantum key distribution
PMOD PH.RAND .M

SiON Bob
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Fast QKD transmitter

Polarization modulator PBS -
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M n doping
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Wang, J., Sciarrino, F.,, Laing, A. et al. Integrated photonic quantum technologies. Nat. Photonics 14, 273-284 (2020)
The rise of integrated quantum photonics. Nat. Photonics 14, 265 (2020)
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QKD transmitter chip demonstrations: a survey

Ma et al. Optica 3, 11 (2016)

Sibson et al. Nat Commun 8, 13984
(2017)

Sibson et al. Optica 4, 172 (2017)

Ding et al. npj Quantum Inf 3, 25
(2017)

Bunandar et al. Phys Rev X 8,
021009 (2018)

% Paraiso et al. npj Quantum Inf 5,
42 (2019)

Zhang et al. Nat. Photonics 13, 839
(2019)

Avesani et al. arXiv:1907.10039v1
(2019)

Geng et al. Opt Express 27, 29045
(2019)

Cao et al. Phys Rev Applied 14,
011001 (2020)

Semenenko et al. Optica 7, No. 3
(2020)

Wei et al. Phys Rev X 10, 031030
(2020)
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High-Dim.
QKD

3-state BB84
BB84, DPS
CV-QKD
3-state BB&4,
free space
BB84
MDI-QKD

MDI-QKD

MDI-QKD

Encoding

Polarization

Time-bin
Time-bin
Polarization

Path
entanglement
Polarization
Time-bin
Gaussian-
modulated
Polarization
Time-bin
Polarization

Time-bin

Polarization

Laser
source

Discrete
optics

On-chip

Discrete
optics

Discrete
optics

Discrete
optics

On-chip

Discrete
optics

Discrete
optics

Discrete
optics

Discrete
optics

On-chip

Discrete
optics

Receiver

Fibre

Si chip

Si chip

Si chip

Si chip

Si chip

Si chip

Fibre

Si chip

Si chip

Si chip

Fibre

Phase
Modulation

Carrier
depletion
(CDM)

Traveling
wave EOPM
CIM
TOPM
CDM
Phase-
seeding
CDM
CDM
CDM
CDM
Traveling

wave EOPM
CDM

Quantum
Random

No

Yes

No

No

No

Yes

No

No

No

NA

Yes

Gl. phase

Real-
time

No

No

No

Yes

Yes

No

Yes

No

No

No

No

Yes

Clock rate

10 MHz

0.56 GHz [BBB84]
1.76 GHz [DPS]

1 GHz

0.86 GHz

5 kHz / 10 kHz

625 MHz

1 GHz

1-10 MHz

50 MHz

100 MHz

0.5 MHz

250 MHz

1.25 GHz

Bit rate @ channel loss

1 kbps [@1dB, APD]

345 kbps [4 dB, SNSPD]
565 kbps [4dB, SNSPD]

329 kbps [4 dB, SNSPD]
916 kbps [4 dB, SNSPD]
[0.65 bit / photon]

864 kbps [SNSPD]

157 kbps [16 dB, field trial]
840 kbps [10 dB, APDs]
0.14 kbps [16 dB, BHD]

30 kbps [free space]

85 kbps [4dB, SNSPD]

[2.9 x 10-6 / pulse, SNSPD]

1 kbps [20 dB, SNSPD]

0.5 kbps [27 dB, SNSPD]
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System integration challenges

v" Pioneering proof-of-concept demonstrations: - capability confirmed

= Complete standalone chip-based system still missing ?

Numerous challenges to tackle at once

« Bit, basis choices *Time-bin and polarization « Compact driving & g Photonic packaging ) *Real-time random choice
« Global phase encoding processing electronics « Optoelectronic assembly variables
randomization Intensity modulation MZM « Power consumption « Clock distribution and *Real time public
* Decoy intensities *Number of RF channels « Thermal management synchronization communication
Biased intensities « EOPM footprint on chip « Co-design optical chips « Stability — feedback *Error-correction, Privacy
« High bit rate QRNG « Low V, for CMOS level and control electronics control amplification
compatibility « Long term operation +Data-encryption

System integration - O—r
‘ [ 21010110

) < I

quantum secure

deployable units

© 2021 Toshiba Research Europe Ltd. 7



© 2021 Toshiba Research Europe Ltd. 8



QUANTUM RANDOM NUMBERS ON CHIP



Photonic ICs for QKD: Quantum Random Number Generator

mypassphrase01
Vs

 Information theoretic security nANBSC 49> Bob
« Random choices of bit, bases S A, mz X
) ] ] E SPS o o o o o0 o o o o o o
 Decoy state: random intensity choice ' —IN/elentNelz [t sz]e | X
SRR A g Z|Z | X|Z|X|Z|X|Z|X|X]|Z
Bit/ olo 1]1l1]ofo/1]0l0]o0
* Global phase randomisation Z AIX Z KX X Z 2R Z
oO(-/1{1}j0(-/0,1|-,0]0
» Weak coherent pulses Eve (meas. Z)
= Retrieve physics of single photons BB84 QKD protocol
@ - (b) e
z; Coherent states =ijzgg Single photons 7 B
 Pseudo-random numbers: c oo e i wGﬁ
« Not suitable for QKD <04 AAAAAL DMLY g
'r'g 03 ® _% 107 '
e : ® : ® %10’“-
01 200 LB L F .,
0 1 2 3 4 5 Fock state mixture » _'Wliﬂ L%rﬁgnmdg':;ﬁzses i
) #phOtOI’IS . . 10 5 1b |15 2IO 2‘5 3IO ?;5 4IE) 45
T.K. Paraiso, R.I. Woodward, D. G. Marangon, V. LO\{IC, Z.—L. Yuan gnd A.J.. Shields, Distance [km]
quantum secure Advanced Guantum Technologies 4 2100062 @021y o e

H. K. Lo and J. Preskill, Quant. Inf. Comput. 8, 431-458 (2007) © 2021 Toshiba Research Europe Ltd. 10



Photonic ICs for QKD: Quantum Random Number Generator

 Information theoretic security

« Random choices of bit, bases
 Decoy state: random intensity choice

 Global phase randomisation

» Weak coherent pulses
= Retrieve physics of single photons

 Gain switching in laser diodes

« Spontaneous emission noise
* Quantum phase fluctuations

* Quantum source of entropy

quantum secure

Self interferences

: : : : : : Interferometer
PD

Random phases
Random

intensities

» F.Xu et al. Ultrafast quantum random number generation based on quantum phase fluctuations,
Opt. Express 20, 12366-12377 (2012)

* Z. L. Yuan et al. Robust random number generation using steady-state emission of gain-switched laser diodes,
Appl. Phys. Lett. 104, 261112 (2014)

o

Random phases

L Independent lasers

i

Random phases

* S.-H. Sun and F. Xu, Experimental study of a quantum-number generator based on two independent lasers,
Phys. Rev. A 96, 062314 (2017)

© 2021 Toshiba Research Europe Ltd. 12



Photonic ICs for QKD: Quantum Random Number Generator

QRNG CHIPS
Active: InP

Entropy source:
Spontaneous emission

MMI

b AF —— e 22 couple
MZI

— [z

Measurement:
Dual-DFB interference

Nl
Bt
«

Clock-rate: 1 GHz

Chip footprint
2mm x 6 mm P-I-N power
monitor

T Roger et al. Real-time interferometric quantum random number generation on chip © 2021 Toshiba Research Europe Ltd. 13
J. Opt. Soc. Am. B 36(3), B137-B142 (2019)



Photonic ICs for QKD: Quantum Random Number Generator

QRNG CHIPS

Active: InP
MMI

b KF —— R 22 couple
MZI

— [z

Entropy source:
Spontaneous emission

Measurement:
Dual-DFB interference

Nl
Bt
«

Pulses with
Random phases

Clock-rate: 1 GHz

P-I-N power

Chip footprint
monitor

2mmx6 mm RF drive RF drive

Adjust temporal delay

(a) 250

Laser 1 Laser 2

200

—
[0))]
o

Amplitude (bits)
o
=)

50

0
0 0.2 0.4 0.6 0.8 1
Time (ns)
T Roger et al. Real-time interferometric quantum random number generation on chip © 2021 Toshiba Research Europe Ltd. 14
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Photonic ICs for QKD: Quantum Random Number Generator

QRNG CHIPS Adjust spectral detuning VOA
Active: InP
Entropy source: MMI
Spontaneous emission g) Z'S; - { 2x2 coupler |
Measurement: -
Dual-DFB interference D Z'S; _{ Interference
1 Mzl product:
Clock-rate: 1 GHz Pulses with .Rand'om
. . Random phases Intensities
Chip footprint
2mmx 6 mm RF drive RF drive VOA P-I-N power
monitor
Adjust temporal delay Adjust spectral detuning
x10%  Adjust pulse intensities
(a) a0 (b) ‘ ‘ ' o Laser1
Laser 2
Laser 1 j o Laser3
200 3 g
0 s o
£ 150 < o
= ¥ o®
£ = so
= 100 = bo
E < 8o
< 1r doe
50 s
0 g5
0 02 04 06 08 1 1555.4 15556 15558 1556  1556.2
Time (ns) Wavelength (nm)
T Roger et al. Real-time interferometric quantum random number generation on chip © 2021 Toshiba Research Europe Ltd. 15
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Photonic ICs for QKD: Quantum Random Number Generator

QRNG CHIPS Adjust spectral detuning VOA
Active: InP
Entropy source: MMI
Spontaneous emission g) Z’S; L { }_\2x2 coupler |
Measurement: -
Dual-DFB interference D Z'g; Interference
1 MZI
1 product:
Clock-rate: 1 GHz Pulses with Random
R h intensities
Chip footprint andom phases
2mmx 6 mm RF drive RF drive VOA P-I-N power
monitor

Adjust temporal delay

Adjust spectral detuning

Time integrated pulse intensity

Double-peaked histogram

4 Adjust pulse intensities (a) (b)
x 10 just p 250 i 15000
(a) 250 (b) . : — i
o Laser ; 0
Laser1  Laser2 f 8 e 2 200 |l' ! $ 10000
i iy 9]
200 % o 150 i l|| i -
3, - [N Ell || =] | |
o ‘s & | (. Ut i1 S 5000
o g ? 100 !||||I§II|s|||;|lu1m|ﬂ L :|!|||||illlillilillﬂi|sll o
£ 150 ™ °
o ¥ 5 0 05 1 15 o0 150 200 250
T S5 2f
= i go Time (ns) Byte value
= 100 a s h
E g 8 - (C) 4X ild T T
< 50 1t s : Negligible pulse to pulse intensity correlations
S 2 é éfé&'{m;% Y .:t{ o X oﬁ:aj’a°5:;:3°:“‘;’,2w%2:;s:§;§’: ‘::93 ff}f”
g B T e S0
00 02 04 06 08 1 15554 15556 16568 1556 o 1556.2 S ) N
Time (ns) Wavelength (nm) 4 ! ! ! ! 1 . | 1 1
0 100 200 300 400 500 600 700 800 900 1000

Correlation distance (ns)

T Roger et al. Real-time interferometric quantum random number generation on chip © 2021 Toshiba Research Europe Ltd.
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Photonic ICs for QKD: Quantum Random Number Generator

QRNG CHIPS Adjust spectral detuning VOA
Active: InP
Entropy source: MMI
Spontaneous emission L Z’S; - { —— 2x2 coupler
2 h
Measurement:
Dual-DFB interference Table 1. Results of the NIST Test Battery Applied on 103 Interference
h b. t Strings, Each Having a Length of 10° Bits product:
Clock-rate: 1 GHz Ig I Statistical Test P Value  Proportion Result Random
. . ra te Frequency 0.9061 0.989 Success Intensities
Chlp f°°tpr|nt Block frequency 0.0835 0.992 Success
2mmx 6 mm . Cumulative sums 0.8817 0.986 Success P-I-N power
p
4 G b It/s Cumulative sums 0.3° 0989 Success monitor
Runs Q86 Success
Adjust temporal delay Longest run 7992 Success Double-peaked histogram
Rank 0.986 Success [P) 15000 : '
(a) 250 (bl FFT 0.993 Success
Laser 1 Laser 2 Nonoverlapping te 5047 0.990 Success | §
BBS4@1GHZ CIOCk Overlapping template 0.8343 0.983 Success é 10000
200 Universal 0.1238 0.987 Success g
= Approximate entropy 0.3330 0.990 Success S 5000¢f g
el i o Random excursions 0.4151 0.989 Success O
L2 150 ) 1 blt > state {0’1} Random excursions variant 0.4882 0.992 Success
© 1 bit -> basis {X} Y} Serial 0.2012 0.990 Success ?00 150 200 250
-g . K Serial 0.4101 0.995 Success Byte value
%- 100 2 b|ts -> Int {S, D, V} Linear complexity 0.3361 0.992 Success
E -« L) . . . . .
50 1 R . . . Negligible pulse to pulse intensity correlations
B 8 ’ xy R T - v ¥ % . .. PTG 3 : s
é o é o3 , oot ] v 2 m, 3 5 e t%. o ;ﬁ:}:{,’:‘: 05,:; 95;;':‘,;;&:“:5;},0 e.:o‘ f‘.’f:f
2 X P GEANTS o S0 o oFY oo 0wt e o h oSs.. SRS
0 g o 4o T e, b e T e R
0 02 04 06 0.8 1 1&5.4 1565.6 1565.8 1556 1556.2 S K Y L
Time (ns) Wavelength (nm) 4 ! ! ! ! ! | | i 1
0 100 200 300 400 500 600 700 800 900 1000

T Roger et al. Real-time interferometric quantum random number generation on chip

J. Opt. Soc. Am. B 36(3), B137-B142 (2019)

Correlation distance (ns)
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QKD TRANSMITTER CHIP



Photonic ICs for QKD: Quantum Transmitter

QTx CHIP

Active: InP
Protocol:
Time-bin decoy BB84

Modulation:
Phase-seeding
Multi-level, OOK

Clock-rate: 1 GHz

Chip footprint
2mm x 6 mm

Time-bin BB84 protocol: 2 bases, 2 states

4 differential phase states: {0, 7}, {%,37“}
Global phase randomisation

Z.L. Yuan et al. Directly Phase-Modulated Light Source
Phys Rev X 6, 031044 (2016)

LASER VOA LASER EAM

[ Z'i; 4\{ MZI

el

QOO

iy

Phase-seeding = optical injection locking with phase preparation

T Paraiso, R Woodward, D. Marangon et al. Advanced Laser Technology for Quantum Communications
Adv Quant Comm, in press (2021)

s /2
AA AA ®; Prand §0j Prand O
£ PN £
A A A A A
A A A A
3m/2

TK Paraiso et al. A modulator-free quantum key distribution chip
npj Quantum Inf 5, 42 (2019) © 2021 Toshiba Research Europe Ltd. 19



Photonic ICs for QKD: Quantum Transmitter

QTx CHIP

LASER VOA LASER EAM

Active: InP
Protocol:
Time-bin decoy BB84

Modulation:

Phase-seeding

el

|@zﬁ¥ \\% MZ1 %;ﬁ; .

Multi-level, OOK

Clock-rate: 1 GHz

Chip footprint
2mm x 6 mm LD1: Phase preparation
(1) Long coherent GS pulse (2) Phase preparation
Time (ns) Time (ns)
0 1 2 3 4 5 6 7 8 9 10 0 1 2 3 4 5 6 7 8 9 10
40 ~ T T T T T T T T T 1 50 ~ r T T T T T T T T T 1
- - H
£E8< E8S /
EE 200 EE 250
£3= & 3~ Electrical Modulation
0" Phase preparation 0"
__60r . __ 60
Lo A via 7 A
S g 40 . . T2 E 40F
£2 S Direct modulation  £2 5
88% 201 S8% 1
Z ol z ot
6 6
T b~ Brea Current-Indyced
2 % % z —— Relaxation Oscillations g % % : Phase Shift
oo— oa—2
ol

TK Paraiso et al. A modulator-free quantum key distribution chip
npj Quantum Inf 5, 42 (2019)

T Paraiso, R Woodward, D. Marangon et al. Advanced Laser Technology for Quantum Communications
Adv Quant Comm, in press (2021) © 2021 Toshiba Research Europe Ltd. 20



Photonic ICs for QKD: Quantum Transmitter

QTx CHIP

Active: InP
Protocol:
Time-bin decoy BB84

Modulation:
Phase-seeding
Multi-level, OOK

Clock-rate: 1 GHz

Chip footprint
2mm x 6 mm

LASER

VOA

LASER EAM

Py.s

0
o

4{ MZI

QOO

el
=

iy

LD1: Phase preparation

L 4

v

TK Paraiso et al. A modulator-free quantum key distribution chip
npj Quantum Inf 5, 42 (2019)

VOA

LD2: Short
GS pulses

3)

A A

Int. Mod.

T Paraiso, R Woodward, D. Marangon et al. Advanced Laser Technology for Quantum Communications

&

Adv Quant Comm, in press (2021)

OIL & pulse generation

Qi Q; Pk
AAAAAA

Pairs of phase encoded pulses

Random global phase from GS LD1 pulse

© 2021 Toshiba Research Europe Ltd.
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Photonic ICs for QKD: Quantum Transmitter

QTx CHIP LASER VOA LASER EAM
Active: InP
Protocol:
Time-bin decoy BB84 .
Modulation: \ 5 7
Phase-seeding ) N7 — MZI 0 ¥ 0
Multi-level, OOK Z'S K z’g K
Clock-rate: 1 GHz
Chip footprint
2mm x6mm LD1: Phase preparation LD2: Short
GS pulses
¢ Power efficient phase encoding:
/\
L L 8-RZ-DPSK 16-RZ-DPSK
-1 . 1 S
(a) . -l OF Tl .
| ﬁ "%i @G
o ' i
LDle; VOA LDsz’; Int. Mod. —— AAAAAAL - Gﬁ ?

16 bits per state

3 bits per state
2 GHz clock rate = 6 Gb/s

2 GHz clock rate = 6 Gb/s

TK Paraiso et al. A modulator-free quantum key distribution chip
npj Quantum Inf 5, 42 (2019)



Photonic ICs for QKD: Quantum Transmitter

QTx CHIP

Active: InP
Protocol:
Time-bin decoy BB84

Modulation:
Phase-seeding
Multi-level, OOK
Clock-rate: 2 GHz

Chip footprint
2mm x 6 mm

VOA

R YN

LDljS

A A

LASER VOA

LASER EAM

[ Z'i; 4\{ MZI

el

QOO

iy

LD1: Phase preparation

3 RF signals
1x multi-level
2x binary

Qi Y; Pk

AA__AA

Int. Mod. ———

Q/\B LD1: Multi-level modulation
Low V, ~0.1V
EOPM/CDM V,; >4 V (typ.)
LD2: binary modulation
EAM: binary modulation

LD2: Short EAM
GS pulses Int. Mod.

Power-efficient intensity encoding

Phase-preparation Phase-preparation | Phase-preparation

[P JL RN
\ |

LDZ ON LDZ ON LDZ OFF
EAM OFF EAM ON EAM ON
i |
*/"(p] ™
FAR AN
Signal Decoy Vacuum

LD2/EAM: interleaved binary modulation

© 2021 Toshiba Research Europe Ltd. 23



QKD RECEIVER CHIP



Photonic ICs for QKD: Quantum Receiver

QRx CHIP
Passive: SiN/SiO2
Decoding: N (*) At
Delay-line MZI 2 5, |
Propagation losses: 5 J To single photon
~0.5 dB/cm g v \ detectors
}_/X > Mzl |} — s
AMZI FSR: 2 GHz (%) (%)
Circuit footprint (***)
4 mmx 8 mm
Light in
(%) (k%) (**%)
On-chip delay line 500 ps Loss compensation Measurement basis
Tunable MZI (thermo-optic) Phase tuning (thermo-optic)
Input beam-splitter loss compensation Fast-modulation: external LiNb PM

Output beam-splitter fine tuning

© 2021 Toshiba Research Europe Ltd. 25



Photonic ICs for QKD: Quantum Receiver

QRx CHIP
Passive: SiN/SiO2

Decoding:
Delay-line MZI [ At
Propagation losses: J To single photon
~ detect
0.5 dB/cm — > — } etectors
AMZI FSR: 2 GHz
Circuit footprint
4 mmx 8 mm
Light in
Insertion losses at receiver = penalty in QKD reach
Main contribution: on-chip delay line
* Propagation losses
« Bending losses
Material Si0, / SisN, GaAs InP Silica
Group index 1.71 3.29 3.49 1.55
Refr. Ind. contrast [%] 15 25 25 <5
Bending radius [mm] 0.5 0.2 0.25 10
Propagation loss [db/cm] <0.5 <5 <4 < 0.05
Transparency VIS/NIR VIS NIR VIS/NIR

© 2021 Toshiba Research Europe Ltd.
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Photonic ICs for QKD: Quantum Receiver

QRx CHIP

At

To single photon
detectors

S

> MZI

e’

Circuit footprint
4 mmx 8 mm

Passive: SiN/SiO2
Decoding: S
Delay-line M1 % e\
Propagation losses: ;
~0.5 dB/cm .
AMZI FSR: 2 GHz

Light in

Insertion losses at receiver = penalty in QKD reach
Main contribution: on-chip delay line

* Propagation losses

« Bending losses

Loss vs footprint trade-off

Material SiO, / SisN, GaAs

InP

Silica

Total loss (dB) 4.5 22.80

17.19

0.48

Delay line footprint (approx.) <5 mm? ~1 mm?

~1 mm?

~ cm?2

© 2021 Toshiba Research Europe Ltd.

27



System integration challenges

QRNG Chip QRNG Chip

l.

1. ,
L
v

l'. \

QKD Receiver Chip

QKD Transmitter Chip

. - (™) D  siNGLe
S D DE?IE-'COTTOOR’\SI

HIGH SPEED ELECTRONICS HIGH SPEED ELECTRONICS

| |
PACKAGING — QTx UNIT PACKAGING — QRx UNIT

quantum secure

o

« Compact RF drive &
processing electronics

» Power consumption

* Thermal management
« Co-design optical chips
and control electronics

-
« Photonic packaging

« Optoelectronicassembly

» Clock distribution and
synchronization

» Stability — feedback
control

* Long term operation

(
» Real-time random choice

variables

* Real time public
communication

» Error-correction, Privacy
amplification

« Data-encryption

Real-time operation

deployable units

© 2021 Toshiba Research Europe Ltd.
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Photonic Packaging

* Interface QKD chip and driving electronics  QTx, QRx package

 Optical interface with outside world * Pluggable compact form factor modules (CFP2)
Same approach as coherent optical comms.

Off-the shelf parts
Optics upgrade

« Thermal control and management (dT<0.005°C)

* Provide protection for photonic circuit

-.,
8 A

FiSeHonic
* QRNG package
* 14-pin butterfly
« Compatibility with pre-existing electronics QKD

Transmitter
module (QTx)

QKD

Receiver
RF Multi-pin QKD chip Fibre optic module (QRx)
connector Internal PCB Plugged in cage,
* with heat sink

TE-cooler
Temp. sensor © 2021 Toshiba Research Europe Ltd. 29



Real-time, High-speed Control Electronics

QRNG chip board

Drive & processing
electronics

Main board

QKD Processor

>

..0110101111010111100...

Drive electronics

QTx chip board

Quantum channel

QRx
Temp ctrl

&
misc. elec

Temp ctrl
&
misc. elec

QRXx chip board

Drive electronics

QKD Processor

Main board

QRNG chip board

Drive & processing
electronics

Driving signals 1-
Synchronization QRNG e —
Key reconciliation chip - \
Feedback parameter .10110100100101100...
L XYXXYXYYXXYY... < |
.. SXO0, SX1. DYO, SX1, ...
. - P  Pj Pk = @)
AAAAAA = D

QKD Transmitter chip

ALICE

1U rackmount enclosure

QKD Receiver chip

1U rackmount enclosure

BOB

© 2021 Toshiba Research Europe Ltd. 30



Real-time, High-speed Control Electronics

Alice
GENERATE GENERATE PREPARE
RANDOM BITS RANDOM PHOTONIC
QUBIT STATES QUBITS
..011010111100011010111100... 0,
I—» ... SX0, SX1, DYO0, SX1, ... " A

3n/2

QRNG chip board

QKD Processor QTx chip board

Drive electronics

Main board

Quantum channel

I

Temp ctrl
&
misc. elec

Drive electronics

1U rack mount

Quantum hardware

Servers

Bob
MEASURE GENERATE GENERATE
PHOTONIC RANDOM RANDOM BITS
QUBITS MEASUREMENT
______________ BASES
e marieremater ™ ..1011010011101001100101100...
: :
1 1
1 1

L XYXXYXYYXXYY... <

QRNG chip board

QRx chip board QKD Processor

Drive electronics

(- -

Main board

Temp ctrl
&
misc. elec

Drive electronics

1U rack mount Single photon detection

APDs

Room temp, 1 GHz clocked

Public: 10G-SFP: sync, sifting, feedback, key processing
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Stability and performance over long fibres

Fibre spools— metro distances

. Loss in channel (dB)
T12 Protocol: M0 25 50 75 W00 125 150

0 km
* P(Basis=X)=15/16 4.60 Mbps
10%7 40 1.4 Mbps
« P(Decoy) = P(Vacuum) = 1/16 = VP 50
104 H20 105 0.5 Mbps
Long term stability: /
) ) 102 ‘ ‘ : : : 0 o 2/40 kbps 10
- >12h no interruption, no user ooz 468 10 12
intervention @100 ok 0 10 Q
. O e e e S ) X
- 0 dBsift rate: 4.6 Mb/s, QBER < 3.8% .| " ' o L & 30 o
+ 107 20 O = Lul
© = 8,
% : _ . @
R A—— - — 0 10"
Feedback: 0 2 4 68 10 12 20
. . 50 k
Phase drift compensation 106,N_WW.WMWMWMWWM_WMTW, 0
. . . . . 3]
Timing compensation in long fibres Q[ I e i, e 10 0
Total receiver loss: ~8 dB oo
) 0 2 4 6 8 10 12 10
- QRx chipIL: 4.5 dB Time (hours) 0 20 10 60

Fibre length (km)

- APD efficiency: 10%

. T. K. Paraiso, T. Roger, D. G. Marangon, I. De Marco, M. Sanzaro, R. . Woodward, J. F. Dynes, Z. Yuan and A. J. Shields,
d e p | Oya b I e § n |ts A Photonic Integrated Quantum Communication System,” Nature Photonics (2021).
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Fully Deployable Autonomous System

Channel loss 10 km

Real conditions Secure key rate (SKR) 470 kbps
. Standard deviation SKR 110 kbps
100G data encryption rate QBER 450%
AES 256 (256+96 init.) bits :f(tl;ite _ ;:SM'\;’ES
ey block size :
Key management API compliant AES key size 256 + 96 bits (init)
with ETSI GS QKD 014 standard Number of AES keys per second 1335
10°
QTX PREPARE  |m====)| QRX MEASURE % 103 **++++++**#*W?ﬁ#pﬁ gt gttt ottt el 1 00 3
. J . J —O =
SIFTING ) SIFTING g 103 T:u
. . : :
PA ﬂ' EC (&= [C ﬁ PA © 102 10 8
wn >
> PY 9 10t ¢
KEY STORE &= KEY STORE & < >
o Unesase]__ [esse]| 3 $
-y r~é < 101
0 -2
10 0 1 2 3 4 5 10
Time ( days)
d e ploya ble u n |tS T. K. Paraiso, T. Roger, D. G. Marangon, I. De Marco, M. Sanzaro, R. . Woodward, J. F. Dynes, Z. Yuan and A. J. Shields,

“A Photonic Integrated Quantum Communication System,” Nature Photonics (2021). © 2021 Toshiba Research Europe Ltd. 33




From Single Chips to Stande_ timeline

~

Individual chips '
é : z::[:?raetiey Rate E
- .. "
Single Photonic Chips QKD Transmitter . Long-term operation . 10 0
Pluggable module : -
o d)n“ bua @.da N “DBQ a_‘n Qo.dl W\\ @'ﬁu N
QRNG mOdU|e * ‘ ! ﬂmem:rs) ’ 10 i 102

=
o
- E——

QKD Receiver
Pluggable module

#AES-256 keys generated (s7)

AES-key consumed

8 10

6
Time ( days)

Photonic integrated
QKD system

) Fe with
¥ encryptors
¥ standard KMS

. High rate QRNG
QKD Transmitter Module module: bit rate > 4

Half-wave voltage < 1V Gb/s

Standalone QKD system with QRNG and '

QKD receiver module: QKD modules SKR ~ 1Mb/s

Interference stability > 24h

quantum secure deployable units




From Single Chips to Stand_ timeline

Thank you for your attention. >
Questions?

J
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I | |
Individual chips ‘ " .
o * QBER
Single Photonic Chips QKD Transmitter .| Long-term operation 10°] 10
Pluggable module Pt wE
o 0050 bqa @.QP N @59 a‘n Qo.dl - @'ﬁu N f_g
QRNG module T S 17 103

QKD Receiver
Pluggable module

=
(=]
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#AES-256 keys generated (s7)

AES-key consumed

—
<

8 10

6
Time ( days)

Photonic integrated
QKD system

ALICE QTx

Fce with
¥ encryptors
¥ standard KMS

. High rate QRNG
QKD Transmitter Module module: bit rate > 4 . ’
Half-wave voltage < 1V Gb/s QKD receiver module:

Interference stability > 24h

Standalone QKD system with QRNG and '
QKD modules SKR ~ 1Mb/s

quantum secure deployable units




