
1

DFS Security Recommendations 
for Regulators and Providers

Arnold Kibuuka, Project Officer, ITU

February 2025

http://www.itu.int/go/dfssl

http://www.itu.int/go/dfssl


2

ITU DFS Security Lab

http://www.itu.int/go/dfssl
http://www.itu.int/go/dfssl

DFS Security Recommendations

1. Security recommendations to protect against DFS SIM related risks

2. Recommendations to mitigate SS7 vulnerabilities

3. DFS Mobile application security Best practices (From ITU-T X.1150 )

4. Template for a Model MOU between a Telecommunications Regulator and Central Bank related to 

DFS Security

5. DFS consumer competency framework

http://www.itu.int/go/dfssl
https://www.itu.int/en/ITU-T/dfs/seclab/Documents/Security%20recommendations%20to%20protect%20against%20DFS%20SIM%20related%20risks.pdf
https://www.itu.int/en/ITU-T/dfs/seclab/Documents/Recommendations%20to%20mitigate%20SS7%20vulnerabilities.pdf
https://www.itu.int/en/ITU-T/dfs/seclab/Documents/DFS%20Mobile%20Application%20Security%20Best%20practices.pdf
https://www.itu.int/rec/T-REC-X.1150-202403-I/en
https://www.itu.int/en/ITU-T/dfs/seclab/Documents/Template%20for%20a%20Model%20MOU%20between%20a%20Telecommunications%20Regulator%20and%20Central%20Bank%20related%20to%20DFS%20Security.pdf
https://www.itu.int/en/ITU-T/dfs/seclab/Documents/Template%20for%20a%20Model%20MOU%20between%20a%20Telecommunications%20Regulator%20and%20Central%20Bank%20related%20to%20DFS%20Security.pdf
https://figi.itu.int/wp-content/uploads/2021/04/Digital-Financial-Services-Consumer-Competency-Framework-1.pdf
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Regulatory Guidance to Mitigate SIM Risks 

http://www.itu.int/go/dfssl
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Poll Question

Which of these SIM card-related security risks are you familiar with? 

http://www.itu.int/go/dfssl
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SIM Risks

• SIM cloning

• SIM swaps

• SIM Recycling

• Binary over the air attacks (Sim jacker 
and WIB browser attacks)

Sources: Positive Technologies, Yubico

http://www.itu.int/go/dfssl


6

ITU DFS Security Lab

http://www.itu.int/go/dfssl
http://www.itu.int/go/dfssl

SIM Risks

http://www.itu.int/go/dfssl
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Regulatory Guidance to Mitigate SIM Risks 

• Regulatory coordination between telco and 
DFS regulator on SIM vulnerabilities. 

– e.g. An MOU between the DFS regulator and 
Telco regulator

• Standardization by regulators of SIM swap 
rules amongst MNOs/MVNOs

• Recommending security measures for DFS 
operators on SIM risks.

http://www.itu.int/go/dfssl
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MOU between the Central Bank and 
Telco Regulator

• A bilateral MOU related DFS should be in place 
between the ICT and Financial regulators. 

• responsibilities of the central bank and ICT 
regulator for security of DFS (SIM swap fraud, SS7, 
consumer protection etc.)

• modalities around the creation of a Joint Working 
Committee on DFS security and risk-related 
matters.
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MNO Controls on SIM Swaps (SIM Swap 
Rules for MNOs and MVNOs)

• the MNO/MVNO or its agents must capture a biometric, facial image of the proxy 
which must be kept for a specified period. 

• MNOs should notify DFS providers on swapped SIMs, ported and recycled numbers.

• SIM swap notifications to users

• Biometric SIM swap verification

• Multifactor user validation before SIM swap

• Secure SIM data protection

• Holding time before activation of a swapped SIM

• Service support representatives training

http://www.itu.int/go/dfssl
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DFS Operators Controls to Mitigate 
SIM Swaps

• Real time IMSI/ICCID detection

• Real time device change 
detection – device to DFS 
account binding

• Encourage use of secure DFS 
access through apps.

http://www.itu.int/go/dfssl
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Guidance to Mitigate SS7 Threats

Related report: Technical report on SS7 vulnerabilities and mitigation 
measures for digital financial services transactions

http://www.itu.int/go/dfssl
https://figi.itu.int/wp-content/uploads/2021/04/Security-testing-for-USSD-and-STK-based-Digital-Financial-Services-applications-1.pdf
https://figi.itu.int/wp-content/uploads/2021/04/Technical-report-on-the-SS7-vulnerabilities-and-their-impact-on-DFS-transactions_f-1-1.pdf
https://figi.itu.int/wp-content/uploads/2021/04/Technical-report-on-the-SS7-vulnerabilities-and-their-impact-on-DFS-transactions_f-1-1.pdf
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Poll Question

SS7 (Signalling System No. 7) is a network protocol used by telecom companies.  
Vulnerabilities in SS7 can impact the security of Digital Financial Services (DFS). 

How familiar are you with SS7 and its potential impact on DFS?

http://www.itu.int/go/dfssl
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Regulatory Guidance to Mitigate SS7 Risks 

• Regulatory coordination between telco and DFS regulator on SS7 vulnerabilities.

• Incentivize the industry

• Education for telecom and financial services regulators on SS7 vulnerabilities and impact to DFS 

• Telecom regulators to establish baseline security measures for each SS7 risk category 

• IMSI validation gateway: An API that provides status of a number and real time country where client 
is located. 

http://www.itu.int/go/dfssl
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Recommendations for MNO to Mitigate SS7 Risks 

• SS7 interconnect security monitoring guidelines 

• Session time out

• USSD PIN masking

• Secure and monitor core network traffic

• Limit access to traces and logs

• SMS filtering

• SMS home routing

http://www.itu.int/go/dfssl
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DFS Operator Controls to Mitigate SS7 Risks 

• Session time out

• Transaction limits for insecure 
channels

• User education

• Detecting and mitigating social 
engineering attacks with MT-
USSD and interception of USSD 

• Bidirectional OTP SMS flow

http://www.itu.int/go/dfssl
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ITU-T Study Group 11 Work on SS7

Published Recommendations and Technical Reports:

• ITU-T QSTR-SS7-DFS (2019): SS7 vulnerabilities and mitigation measures for digital financial services 
transactions

• ITU-T QSTR-USSD (2021)  Low resource requirement, quantum resistant, encryption of USSD 
messages for use in financial services

• ITU-T Q.3062 (2022): Signaling procedures and protocols for enabling interconnection between 
trustable network entities in support of existing and emerging networks

• ITU-T Q.3063 (2022) : Signaling procedures of calling line identification authentication​

• Draft Q.TSCA: Requirements for issuing End-Entity and Certification Authority certificates for enabling 
trustable signaling interconnection between network entities​.

• Draft Q.DMSA​: Principles for detection and mitigation of signaling attacks in security signaling 
gateway 

http://www.itu.int/go/dfssl
https://www.itu.int/pub/publications.aspx?lang=en&parent=T-TUT-PROTO-2019
https://www.itu.int/ITU-T/recommendations/rec.aspx?rec=15042
https://www.itu.int/ITU-T/recommendations/rec.aspx?rec=15043
https://www.itu.int/ITU-T/workprog/wp_item.aspx?isn=18904
https://www.itu.int/ITU-T/workprog/wp_item.aspx?isn=19126
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Contact: dfssecuritylab@itu.int 

http://www.itu.int/go/dfssl
mailto:dfssecuritylab@itu.int
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Thank you!
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