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1. Security recommendations to protect against DFS SIM related risks like SIM swap fraud and SIM recycling

2. Recommendations to mitigate SS7 vulnerabilities

3. Template for a Model MOU between a Telecommunications Regulator and Central Bank related to DFS 

Security

4. Mobile Application Security Best practices

5. DFS Consumer Competency Framework 

DFS Security Recommendations
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https://figi.itu.int/wp-content/uploads/2022/03/Security-recommendations-to-protect-against-DFS-SIM-related-risks-002.pdf
https://figi.itu.int/wp-content/uploads/2022/03/Recommendations-to-mitigate-SS7-vulnerabilities.pdf
https://figi.itu.int/wp-content/uploads/2022/03/Template-for-a-Model-MOU-between-a-Telecommunications-Regulator-and-Central-Bank-related-to-DFS-Security.pdf
https://figi.itu.int/wp-content/uploads/2022/03/Template-for-a-Model-MOU-between-a-Telecommunications-Regulator-and-Central-Bank-related-to-DFS-Security.pdf
https://figi.itu.int/wp-content/uploads/2022/03/Recommendations-to-mitigate-SS7-vulnerabilities.pdf
https://s41722.pcdn.co/wp-content/uploads/2021/04/Digital-Financial-Services-Consumer-Competency-Framework-1.pdf


DFS Consumer Competence 
Framework

Related report:
Security testing for USSD and STK based DFS applications
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https://figi.itu.int/wp-content/uploads/2021/04/Security-testing-for-USSD-and-STK-based-Digital-Financial-Services-applications-1.pdf
https://figi.itu.int/wp-content/uploads/2021/04/Security-testing-for-USSD-and-STK-based-Digital-Financial-Services-applications-1.pdf


Objectives

1. Digital Transaction Engagement: Enable consumers to confidently engage in financial 

transactions using digital channels.

2. Informed Decision-Making: Empower consumers to make informed choices and 

thoroughly understand pricing, terms, and conditions.

3. Safety and Fraud Avoidance: Equip consumers to operate safely, circumventing 

fraudulent or deceptive marketing practices.
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Objectives

4. Data Privacy Comprehension: Ensure consumers understand the risks of failing to 

protect data privacy within digital financial services.

5.  Grievance Redress Mechanisms: Guide consumers to effectively engage with grievance 

redress and recourse mechanisms in case of discrepancies.

6. Competencies for Vulnerable Populations: Identify and build necessary skills for 

vulnerable groups (e.g., women, youth, elderly, disabled) to facilitate informed, safe, and 

confident use of DFS.

7. DFS Competencies for Disabled Individuals: Pinpoint and develop specific skills that 

people with disabilities require for optimal use of DFS.
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3 phases

1. Pre-transaction Phase

• When the consumer is contemplating the use of DFS services.

• Important Skills/Knowledge: Understanding of service offerings, pricing, and benefits; 
comparison of providers.

2. Transaction Phase

• Engaging with the service provider and using or purchasing the financial service.

• Important Skills/Knowledge: Understanding of the transaction process; knowledge of potential 
risks and safeguards

3. Post-transaction Phase

• Includes engagement with the provider for quality assurance or redress when the Quality of 
Service (QoS) was not up to standards.

• Important Skills/Knowledge: Understanding of rights and obligations; ability to seek redress.
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DFS CCF encompasses 15 core competences
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Knowledge, skills and proactive step
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http://www.itu.int/go/dfssl 

Contact: dfssecuritylab@itu.int 

http://www.itu.int/go/dfssl
mailto:dfssecuritylab@itu.int
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Thank you!
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