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1. Security recommendations to protect against DFS SIM related risks like SIM swap fraud and SIM recycling

2. Recommendations to mitigate SS7 vulnerabilities

3. Template for a Model MOU between a Telecommunications Regulator and Central Bank related to DFS 

Security

4. Mobile Application Security Best practices

5. DFS Consumer Competency Framework 

DFS Security Recommendations

www.itu.int/go/dfssl 

https://figi.itu.int/wp-content/uploads/2022/03/Security-recommendations-to-protect-against-DFS-SIM-related-risks-002.pdf
https://figi.itu.int/wp-content/uploads/2022/03/Recommendations-to-mitigate-SS7-vulnerabilities.pdf
https://figi.itu.int/wp-content/uploads/2022/03/Template-for-a-Model-MOU-between-a-Telecommunications-Regulator-and-Central-Bank-related-to-DFS-Security.pdf
https://figi.itu.int/wp-content/uploads/2022/03/Template-for-a-Model-MOU-between-a-Telecommunications-Regulator-and-Central-Bank-related-to-DFS-Security.pdf
https://figi.itu.int/wp-content/uploads/2022/03/Recommendations-to-mitigate-SS7-vulnerabilities.pdf
https://s41722.pcdn.co/wp-content/uploads/2021/04/Digital-Financial-Services-Consumer-Competency-Framework-1.pdf


Regulatory Guidance to 
mitigate SIM risks 

Related report:
Security testing for USSD and STK based DFS applications

www.itu.int/go/dfssl 

https://figi.itu.int/wp-content/uploads/2021/04/Security-testing-for-USSD-and-STK-based-Digital-Financial-Services-applications-1.pdf
https://figi.itu.int/wp-content/uploads/2021/04/Security-testing-for-USSD-and-STK-based-Digital-Financial-Services-applications-1.pdf


• SIM cloning

• SIM swaps

• SIM Recycling

• Binary over the air attacks (Sim jacker 
and WIB browser attacks)

SIM risks

Sources: Positive Technologies, Yubico



SIM risks

Sources: The Economic Times



• Regulatory coordination between telco 
and DFS regulator on SIM vulnerabilities. 

• - e.g. An MOU between the DFS 
regulator and Telco regulator

• Standardization by regulators of SIM 
swap rules amongst MNOs/MVNOs

• Recommending security measures for 
DFS operators on SIM risks.

Regulatory Guidance to 
mitigate SIM risks 

Sources: NCC



MOU between the Central bank and 
Telco regulator

A bilateral MOU related DFS should be in place between the 

ICT and Financial regulators. 

responsibilities of the central bank and ICT regulator for 

security of DFS (SIM swap fraud, SS7, consumer protection 

etc.)

modalities around the creation of a Joint Working Committee 

on DFS security and risk-related matters.
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• the MNO/MVNO or its agents must capture a biometric, 
facial image of the proxy which must be kept for a specified 
period. 

• MNOs should notify DFS providers on swapped SIMs, ported 
and recycled numbers.

• SIM swap notifications to users

• Biometric SIM swap verification

• Multifactor user validation before SIM swap

• Secure SIM data protection

• Holding time before activation of a swapped SIM

• Service support representatives training

MNO controls on SIM swaps (SIM swap 
rules for MNOs and MVNOs)

www.itu.int/go/dfssl 



• Real time IMSI/ICCID detection

• Real time device change detection – device to DFS account 

binding

• Encourage use of secure DFS access through apps.

DFS operators controls to mitigate SIM swaps

www.itu.int/go/dfssl 



IMSI validation gateway
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Example implementation of IMSI validation gateway by MTN. 
source: MTN website

Architectural implementation of IMSI validation gateway. 
Source: ITU Report on SS7

www.itu.int/go/dfssl 



http://www.itu.int/go/dfssl 

Contact: dfssecuritylab@itu.int 

http://www.itu.int/go/dfssl
mailto:dfssecuritylab@itu.int


12

Thank you!
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