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https://figi.itu.int/wp-content/uploads/2022/03/Security-recommendations-to-protect-against-DFS-SIM-related-risks-002.pdf
https://figi.itu.int/wp-content/uploads/2022/03/Security-recommendations-to-protect-against-DFS-SIM-related-risks-002.pdf
https://figi.itu.int/wp-content/uploads/2022/03/Recommendations-to-mitigate-SS7-vulnerabilities.pdf
https://figi.itu.int/wp-content/uploads/2022/03/Template-for-a-Model-MOU-between-a-Telecommunications-Regulator-and-Central-Bank-related-to-DFS-Security.pdf
https://figi.itu.int/wp-content/uploads/2022/03/Template-for-a-Model-MOU-between-a-Telecommunications-Regulator-and-Central-Bank-related-to-DFS-Security.pdf
https://figi.itu.int/wp-content/uploads/2022/03/Recommendations-to-mitigate-SS7-vulnerabilities.pdf
https://s41722.pcdn.co/wp-content/uploads/2021/04/Digital-Financial-Services-Consumer-Competency-Framework-1.pdf


Related report:
Security testing for USSD and STK based DFS applications

https://figi.itu.int/wp-content/uploads/2021/04/Security-testing-for-USSD-and-STK-based-Digital-Financial-Services-applications-1.pdf
https://figi.itu.int/wp-content/uploads/2021/04/Security-testing-for-USSD-and-STK-based-Digital-Financial-Services-applications-1.pdf
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• March 2021, Times Of India,  2 duped of 
Rs 82k in SIM swap fraud

• March 2021, Nairobi News: Police arrest 
six Sim-swap fraud suspects in 
Kasarani

• The Daily Monitor: Thieves use 2,000 
SIM cards to rob banks

• Ghana Chamber of Telecommunications: 
Mobile Money Fraudsters Now Target 
Bank Accounts Linked To MoMo 
Accounts

• February 2021, CNN: Police arrest eight 
after celebrities hit by SIM-swapping 
attacks

http://timesofindia.indiatimes.com/articleshow/81399780.cms?utm_source=contentofinterest&utm_medium=text&utm_campaign=cppst
http://timesofindia.indiatimes.com/articleshow/81399780.cms?utm_source=contentofinterest&utm_medium=text&utm_campaign=cppst
https://nairobinews.nation.co.ke/editors-picks/police-arrest-six-sim-swap-fraud-suspects-in-kasarani
https://nairobinews.nation.co.ke/editors-picks/police-arrest-six-sim-swap-fraud-suspects-in-kasarani
https://nairobinews.nation.co.ke/editors-picks/police-arrest-six-sim-swap-fraud-suspects-in-kasarani
https://www.monitor.co.ug/uganda/news/national/thieves-use-2-000-sim-cards-to-rob-banks-2459494
https://www.monitor.co.ug/uganda/news/national/thieves-use-2-000-sim-cards-to-rob-banks-2459494
https://telecomschamber.com/news-media/industry-news/mobile-money-fraudsters-now-target-bank-accounts-linked-to-momo-accounts
https://telecomschamber.com/news-media/industry-news/mobile-money-fraudsters-now-target-bank-accounts-linked-to-momo-accounts
https://telecomschamber.com/news-media/industry-news/mobile-money-fraudsters-now-target-bank-accounts-linked-to-momo-accounts
https://edition.cnn.com/2021/02/10/uk/uk-police-sim-swap-gbr-scli-intl/index.html
https://edition.cnn.com/2021/02/10/uk/uk-police-sim-swap-gbr-scli-intl/index.html
https://edition.cnn.com/2021/02/10/uk/uk-police-sim-swap-gbr-scli-intl/index.html
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Related report:
Technical report on SS7 vulnerabilities and mitigation measures for digital financial services transactions

https://figi.itu.int/wp-content/uploads/2021/04/Security-testing-for-USSD-and-STK-based-Digital-Financial-Services-applications-1.pdf
https://figi.itu.int/wp-content/uploads/2021/04/Technical-report-on-the-SS7-vulnerabilities-and-their-impact-on-DFS-transactions_f-1-1.pdf
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Related report:
Security testing for USSD and STK based DFS applications

https://figi.itu.int/wp-content/uploads/2021/04/Security-testing-for-USSD-and-STK-based-Digital-Financial-Services-applications-1.pdf
https://figi.itu.int/wp-content/uploads/2021/04/Security-testing-for-USSD-and-STK-based-Digital-Financial-Services-applications-1.pdf


Empowers Consumers to:

o confidently engage in financial transactions using digital channels.

omake informed choices and thoroughly understand pricing, terms, 
and conditions.

ooperate safely, circumventing fraudulent or deceptive marketing 
practices.

ounderstand the risks of failing to protect data privacy within digital 
financial services.



1. Pre-transaction Phase

o When the consumer is contemplating the use of DFS services.

o Important Skills/Knowledge: Understanding of service 
offerings, pricing, and benefits; comparison of providers.

2. Transaction Phase

o Engaging with the service provider and using or purchasing the 
financial service.

o Important Skills/Knowledge: Understanding of the transaction 
process; knowledge of potential risks and safeguards



3. Post-transaction Phase

o Includes engagement with the provider for quality 
assurance or redress when the Quality of Service (QoS) 
was not up to standards.

o Important Skills/Knowledge: Understanding of rights 
and obligations; ability to seek redress.





Extracted from:  ITU DFS Consumer Competence Framework

https://www.itu.int/en/ITU-T/extcoop/figisymposium/Documents/ITU_FIGI_SIT_Technical report_DFS Consumer Competency Framework_May 2020.pdf


Related report:
Security testing for USSD and STK based DFS applications



ITU-T Rec. X.1150 : Security assurance framework for digital financial services

Security recommendations to protect against DFS SIM related risks like SIM swap fraud and SIM recycling

Recommendations to mitigate SS7 vulnerabilities

Template for a Model MOU between a Telecommunications Regulator and Central Bank related to DFS Security

Mobile Application Security Best practices

ITU DFS Consumer Competence Framework

https://www.itu.int/rec/T-REC-X.1150-202403-I/en
https://figi.itu.int/wp-content/uploads/2022/03/Security-recommendations-to-protect-against-DFS-SIM-related-risks-002.pdf
https://figi.itu.int/wp-content/uploads/2022/03/Recommendations-to-mitigate-SS7-vulnerabilities.pdf
https://figi.itu.int/wp-content/uploads/2022/03/Template-for-a-Model-MOU-between-a-Telecommunications-Regulator-and-Central-Bank-related-to-DFS-Security.pdf
https://figi.itu.int/wp-content/uploads/2022/03/Recommendations-to-mitigate-SS7-vulnerabilities.pdf
https://www.itu.int/en/ITU-T/extcoop/figisymposium/Documents/ITU_FIGI_SIT_Technical report_DFS Consumer Competency Framework_May 2020.pdf


http://www.itu.int/go/dfssl
mailto:dfssecuritylab@itu.int
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