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Blockchain Secure Authenticatio n BSA

for Digital Financial Services(DFS)

Passwordless BSA DFS
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Cybersecurity threats are

The current state of cybersecurity in 2023

USDS Trillion

Cost of cybercrime
predicted in 2023

Source: Cybersecurity Ventures

USD6 Miillion

Malaysia’s total loss as of
February 2023

Source: Cybersecurity Malaysia
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4,741

Cases of cyber threats in
Malaysia, 2022

Source: Cybersecurity Malaysia

8th /165

Malaysia’s ranking in terms of
cyberattack vulnerability

Source: NordVPN

inevitable



Why target oy o
cloud environments? Identity is a Key Cloud

Access Point

Multi-cloud environments are complex and therefore .
Threat actors are seeking new ways to leverage

more difficult to protect identities in the cloud

Rapid software delivery processes make cloud-native apps

susceptible to vulnerabilities and
misconfigurations

Rogue and shadow cloud environments 4 3 % 6 7 % 4 7 %

lack security controls and

oversight
Siloed security point products leave blind spots
adversaries can Sllp th rough Adversaries are becoming In 67% of cloud security incidents, Nearly half (47%) of critical
unnoticed more reliant on valid accounts, CrowdStrike found identity and access misconfigurations in the
which were used to gain initial management roles with elevated cloud were related to poor
Threat actors are cloud-savvy and refine their tactics to access in 43% of cloud privileges beyond what was required — identity and entitlement
Abuse cloud services and exploit cloud vulnerabilities. Here intrusions observed indicating an adversary may have hygiene
Are the top three cloud attack techniques observed by the subverted the role to compromise the
CrowdStrike Threat Intelligence team over the past year environment and move laterally

while tracking 200+ threat actors.




How effective are the

current access security measures?

The challenges and limitations of the existing access security controls:

Passwords are easy to forget, steal, or hack.

Multi-factor authentication (MFA) adds complexity and
inconvenience for users. Devices can be stolen.

Biometrics can be spoofed or compromised. Deep Fake.

Centralized databases are vulnerable to breaches or attacks.
Insider Threats. —



Challenges and Issues on
Authentication Security

1FA: User ID and Password
Issues: Human Error, Too many passwords
Known Attacks:

Keylogger attacks, phishing attacks, and
Man-In-The-Middle attacks (MITM)

1FA: User ID and Password
2FA: Certificate or Token-Based

Issues: Managing and Tracking PKI, Costs of
operating (SMS, etc.)

Known Attacks:
Malware disguised as software update,
Spyware for SMS Divert and MITM

RBFNsvsiu=s

1FA: User ID + Device + Password /
User ID + Device + OTP Codes
2FA: Biometrics

Issues: Centralized user data &
information, Credentials & Master

Key/Password

Known Attacks:
Compromised assets and devices
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What is BSA?

O BSA is a 4t generation authentication system — Passwordless Blockchain Secure
Authentication

0 BSA used hybrid blockchain technology with distributed verification to create a secure,
fast and best passwordlesss user experience

0 BSA can be used as the default passwordless secure authentication or can be treated as

a 2nd factor authentication for digital services.

0O BSA is based on Zero Trust Framework and developed with security (blockchain), privacy

and trust by design

FNS (M) Sdn Bhd ™ ® © 2023 All Rights Reserved
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——o 15t Generation

SMS OTP

OTP

2"d Generation

TOTP

e

HOTP
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The Evolution of

Authentication System

XS

- -

-
’

4th Generation

Passwordless Blockchain MFA (OTP ~ Biometric)
True-Passwordless (Non-PKI-Based, No Master Key)
True Frictionless (Fast and Convenient)

One-Time Security Key (Decentralized Depository)
Distributed Ledger Technology (DLT) Authentication

/
PRe

TN p i
7, :
® I i
| \l\'j ') i
A N |
PKI MFA Biometrics | DLT
i Blockchain MFA
° / True Passwordless

——

3rd Generation o

Biometric Authentication - 2FA (Face, Fingerprint)
Multi-Factor Authentication - MFA (PKI, Biometric, Token)

Centralized Depository — Master Key, Password or Passwordless
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Why Passwordless?

©

SECURE LESS HASSLE RELIABLE

Strengthens security by No passwords to memorize Improves user experiences
eliminating risky password or security question by eliminating password and
management practices and answers to remember secrets fatigue

reducing attack vectors

FNS (M) Sdn Bhd ™ ® © 2023 All Rights Reserved



Why Blockchain?

SECURE PERFORMANCE RESILIENT

Strengthened by patented Fast, easy and convenient High availability,
technology user experience confidentiality, integrity

FNS (M) Sdn Bhd ™ ® © 2023 All Rights Reserved 10
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Secure
=

Passwordless ®
~ - Decentralised Blockchain Nodes,
B|OCkChCIII1 Secu re Si : Distributed OTSK Authentication,
ingle Device Only

AUthentiCQtiOn (BSA) User Own Device Security
SECURE, FAST & CONVENIENT

Verification & Validation

B #

. One-Time
Volatile and Security Key
Unhackable (OTSK)

Revolutionizes access security in the digital

landscape. @ Blockchain Secure 919‘

Authentication (BSA)

. . , True Passwordless
Ensures maximum security, faster deployment, 3-seconds Blockchain User &

Device Authentication, CO nven ient

scalable and convenient UI/UX. Ve <
Verification & Validation AR

Provide an effective and efficient solution for

(A Q Rapid Integration PR
safeguarding the crown jewels of organization’s FaSt (APL SDK, APK) Q
OV C o -

data with security, trust, resiliency.

Frictionless User
Fast Deployment Experience with simple

& Ul/UX
Scalability
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BSA is ready for Web 3.0 Digital Access Security

DLT with blockchain passwordless based authentication will
revolutionize access security in the digital world:

Financial Institutions
DATAA

Drotect f e Information &
Frotect 1rom unauthnorized access ° ®
Communications /( )

or tampering — Bank Negara :
revised RMIT, regulated to comply Protect privacy of data through

with highest level of decentralization to secure from A
authenticatiqn technology & unauthorized access — comply to Privacy
process possible. Regulations, GDPR, PDPA, etc.
, Government
Protect government data from Healthcare

unauthorized access and
> ' tampering — many government

~ .~ assets and data is sold to dark
web due to weak authentication

Protect access to critical data —
cannot be protected with current
centralized way of authentication

Sources: Forbes, World Economic Forum, Harvard
Business Review
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BSA Technology Overview

BSA Users

1 - Multiple Identifier Rahdom Combination
(MIRC)

Extract and combine unique identifiers from KNChain Public

, bile d . Blockchain
users mobplie aevice Network

2 - One-Time Security Key (OTSK)

Generate a set of hashed and encrypted volatile

security key from collected MIRC's data AT
pplication
Layer

Channel Channel

3 — Multilateral Distributed Verification
(MDV)

Distributed and decentralized verification based on
KNCHAIN to maximize security level during Channel

authentication -
Node

KNChain Core

4 — Kernel Chain Core (KNCHAIN)

BSA core engine - homegrown hybrid (Public
and Private) blockchain technology




BSA Technology

OgWiFiEm
unifi @0 Al

& About phone

Model

Build number

Magic Ul version

Android version

Status

Legal information

Authentication info

IMEI

Processor

RAM

Internal storage

Resolution

Android security patch level

Google Play system update

Baseband version

30¢ 62 12:17

ANY-LX2

4.2.0.178(C636E4R2P3)
GPU Turbo

Qualcomm Snapdragon 680

8.0 GB + 2.0 GB (HONOR RAM Turbo)

1 November 2022

1 October 2022

00006,00006
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O~ el il

MIRC

OTSK

MDV KNChain

Multiple Identifier Random Combination (MIRC)

Mobile number

Device unique No

MAC address

Bluetooth address

Proximity sensor

Brightness sensor

Terrestrial magnetism sensor

Sound sensor

01012345618

00000000-7849-0649-f202-3db11c503a2e

50:77:05:3F:81:49

02:00:00:00:00:00

FNS iptime

990

13152]-39

15/11/0(0[0[0|4

Beacon
RFID Wi-Fi
I
\ /
Location OR
Base code
D
Knowledge Authenticator Ownership __ \co
Base Aggregation Identifier
Security .

Device Bar code

Identifier

Sensor Status

uuiD

Gathering authentication elements using information values for each device

Check and verify

14



BSA Technology

MIRC OTSK

LEVEL 1

STEP 01

Generating 300+ numeral
security key

Creating key

STEP 02

Encryption of the security key
generated at STEP 01

FNS (M) Sdn Bhd ™ ® © 2023 All Rights Reserved

oo™ 0O

MDV

LEVEL 2

STEP 03

Abstracting security key
generated at STEP 02

STEP 04

Re-encryption of the abstracted
security key generated at STEP
03

KNChain

One Time Security Key (OTSK)

LEVEL 3

STEP 05

Merging the encrypted security
keys generated at STEP 02 and
STEP 04

STEP 06

Re-encryption of the security key
merged at STEP 05

15



BSA Technology

O0™o™O™0

MIRC OTSK MDV KNChain

Multilateral Distributed Verification (MDV)

User Login Request

Validation Network Validation Network
R e e e P > € >
S~ User Access P
~ ~ ) .-
~ -
A ‘\\\ \\\) A k,"’ ,"/7 A
Node Verification T : e ’
| IR Company System P |
Validation : | .
Network | (Workplace Portal / Platform / Banking System / Etc) | v;:;t[::::.(;(n
T ° © 0606060 0 0 0 o a .
k*”’ ) ”’/,f”y w $~\\\ \ \\‘\ ~a
7 ’ \\\‘;
€ > . € >
l - -
B Validation Network L Validation Network .

16
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BSA Technology

Q™ O™0

MIRC OTSK MDV KNChain

Kernel Chain — Hybrid Blockchain

KNChain Public Blockchain Network

KNChain Private Blockchain Network

FNS (M) Sdn Bhd ™ ® © 2023 All Rights Reserved 17
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BSA Architecture

_ _ (IE 11, Chrome, Firefox, Safari, Edge)
(Android / i0S)

. _ BSA Admin/User Portal
Presentation Tier (HTTPS, React)

TSL Protocol

MIRC, OTSK, MDV

Web Application BSA v3 API
(Nginx) (KnChain)
Application Tier Email Notification
FNSV SMTP
Hybrid-App ( )
(HTTPS)
Data Tier [ Database ] User ID reference DB

FNS (M) Sdn Bhd ™ ® © 2023 All Rights Reserved 18
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BSA User Registration

(X
%

"’:'w
%Y
%
N

9
9

Register

User BSA API Server

(BSA App)
[ Registration ]

@ Request Register Mobile Device

User ID
Mobile ID
Phone Number
* Token
Wifi Info Register Mobile Device
Icon Password
* Audio Info
( Etc. Mobile info)

@ Response Register Mobile Device
Result

NAS =V =
19
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ser Registration

4

& SignUp < SignUp

khanur@gmail.com

Enter the OTP
after confirmation

For safe authentication,

Please fill out
the form below

Please
Verify yourself

Please choose
authentication method

Start authentication T~
Send OTP to Email
a \
— e
Jtilize biometric inf I :
\/ @ C=1 OTP Authentication
Phone Number Authentication Completed ration Successfully registered MY SERVICE
+82 v t Now you are ready to autt th
BSA Sandbox
E .
MY PAGE SITE LINK AUTH TYPE
| frobieeron
:
20
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BSA Site Link

%
|
o
7

4
User
BSA API Server
(BSA App)
1 J Register Site URL
Request Site URL L
|
N * C(ClientKey
Register Site URL
BSA User ID
ClientKey
(2
< 3
2/ Response Site URL
Result

21
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BSA Demo: Site Link

|
_ 5C EE)

Trusted Sites — Trusted Sites

Authenticate with BSA Sandbox

Check out
available sites

Search for
available service

Start authentication

829 QR Authentication

[=1 OTP Authentication ’

Website Integration
Would you like to link with FNSPay?

MY SERVICE

MY PAGE SITE LINK AUTH TYPE

m See the authentication

N

S earc h f@ rt h‘ e S “ te an d L |\ n |{ LIn k the site Site | S ‘I In |"§ ed

NAS RV I
22
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o ®

Logiin Attempt

ID Only] Login Request

Login Result

Successful Login
User .
[Web [/ Mobile] S?rwce Company

Di%itdI_Ser ice
@ rovider e

O Registration: BSA will collect unique information from the device

O Site Link: Link to client’s registered site in BSA server to perform BSA Authentication

O Authentication: BSA will extract and combine the data (MIRC) > generate
encrypted and volatile key (OTSK) > Perform distributed verification (MDV)

L The authentication process happened in the Kernel Chain Core engine

FNS (M) Sdn Bhd ™ ® © 2023 All Rights Reserved

BSA Login

Authentication

User
Smartphone

"

Notification of verification result
Ist Factor (Blockchain Authentication)

Blockchain user verification request
Ist Factor (Blockchain Authentication)

= )
+

+
+l

= )

!
o

-

r'-

'+
'
+

g

l

B — A
+

'+
'
+

_J

¢
+

+
+l

Distributed verification - MDV

23
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BSA Demo : Login Authentication

Authentication
requested from FNSPay

Login request

Selecting Nodes

ast ar ecure authent tior
ode ve

2023.09.21 23:49:43 Start Authentication Server Verification

st a

secure enticatior
m S

AUTH 1

24
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Srrsvais BSA Transaction
Authorization

User
Smartphone

9

Transaction Request
Transaction Request Notification of authorization result
Financial Company Result o Ist Factor (Blockchain Authentication)

DigSitoI Einoswciol

ervices

9 e Blockchain user authorization request
Q 1st Factor (Blockchain Authentication)

. < Money Transfer
Successful
User Transaction
[Web [ Mobile]

G ¢ G = ) g ' A
L Transaction Request: Any transaction request will go through BSA KNCHAIN + + + + +
for authentication process + . ; ; ;

O Authentication: BSA will extract and combine the data (MIRC) > generate T’ hl—‘ —IJ T ~—IJ

Distributed verification - MDV

encrypted and volatile key (OTSK) > Perform distributed verification (MDV)

FNS (M) Sdn Bhd ™ ® © 2023 All Rights Reserved 25



BSA Demo : Transaction Srnsvels
Authorization

Authentication

4 L
requested from FNSPay

N o~
Wallet Topup [ p—
5 s Start Authentication Server Verification Selecting Nodes | Faced

ast and secure authenticatic st and secure authentication
| ased node verificatio

through block -based node verificatiol through blockchain-based node verificatior through blockchain-k o
= o
‘ 2
Quick auth \TouSh b

SITE LINK AUTH

2023.09.2123:49:43
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BSA Implementation in DFS

Financial Applications, transaction and payment confirmation

] Registration: BSA integrated with eKYC for paperless registration and to verify customer’s
identity and create digital ID
[ Site Link: To link any financial web services that is integrated with BSA
J Login Passwordless in WebAuth or transaction verification in mobile
 Authentication: Use BSA kernel chain core (incl. MIRC, OTSK, MDV) to verify and authorize
o any of the login, transaction and payment process
— 1

Please
Verify yourself

c ENENERS o
"w e "--W— -

27
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BSA SANDBOX

NAS RI=AV B
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BSA SandboX

Objective

v' BSA Sandbox will be used for any of ITU activity: 000 (> —m ams
“ ITU Workshops
< ITU Application Challenges
= < Test environment for regulators, developers,

\, academia for application with BSA

m% 29
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BSA SandboXx Entities

0 BSA Authenticator: Mobile App integrated with BSA SDK — to register and authenticate
using KNCHAIN (Hybrid Blockchain) technology

A Client: Web App or client’s application integrated with BSA API to send auth request to

(((

BSA Authenticator
0 BSA Server: Contains BSA API (incl. KNCHAIN) to register and verify user request /
transaction

1 BSA Client Key: Used to create communication channel between BSA Authenticator and

BSA Client

FNS (M) Sdn Bhd ™ ® © 2023 All Rights Reserved 30
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BSA SandboXx Entities

Architecture

s . —
=

BSA Server

<< Communicate within internal or external app>>

BSA Authenticator =« l
CLIENT KEY « Client
<< Communicate with BSA server >>
> Web / App
API / SDK <
BSA Admin Portal T Qd Client’'s web or application will need to initialize BSA Client Key and API to use
Web ‘ << Communicate within internal or external app>> pCISSWOI‘C“eSS BSA Authentication

O BSA Authenticator needs to connect with BSA internal client key or client’s client key
to authenticate

Qd Client key need to be initialize in the application development environment to

________________________________________ properly use BSA APl and BSA SDK

FNS (M) Sdn Bhd ™ ® © 2023 All Rights Reserved 31
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BSA Sandbox WEB

Component

Q Web Functions: (a)Authentication request, (b) check authentication status, (¢) check
authentication status

(1 Web Protocols: REST API

(((

J Web Transports: HTTPS, WebSocket

[ Security Mechanism: Client Key

o Authentication Request

o Login Authentication ” > e Send Authentication Notification
> ¥ @ Check Authentication Status >
Q Successful Login N e Successful Authentication
< - O Check Authentication Result <
<
User Services/Company BSA API Mobile Phone

Service Provider

FNS (M) Sdn Bhd ™ ® © 2023 All Rights Reserved 32



O App Module: BSA SDK Dependencies

O App Functions: Sign up, device register, biometrics registration, request

BSA Sq nd box authentication, in-app authentication, normal authentication, QR authentication, OTP
® authentication, TOTP authentication, Site link
SDK (aOsS, iOS)
QO App Notification: Firebase Cloud Messaging (FCM)
com ponent d Security Mechanism: Client Key, FCM Key

02. FCM Setup and Configuration

»
=

________________________

03 (i). Sign Up and 03 (ji). Device Registration

»
»

Send and Store Data

>

[
1
1
: -
: -
Return Result X S
< 1 —
1
|
1
1
1
]

04. Biometrics Registration

»
»

05 (i). Normal Authentication

environment

»
>

05 (ii). In-App Authentication

Android 05 (jii). QR Authentication BSA API N e e e e e e m e m e e —
Native .

]
=2
S
[+
c
=
<
°
[
<
£
c
2
3=
=
]
£
wv
£
-
1)

02 (i). FCM Push Notification
Token Registration

»
>

02 (ji). FCM Push Message Token Fi re b a S e

Login Request

Successful Result

L

User Desktop
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