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Why?

Collaborate with ITU to keep up to date the DFS security assurance

Collaborate framework security controls and DFS security recommendations.

Share Share experiences, challenges, and lessons learned from the
implementation of security measures across various jurisdictions.

Communicate directly with their peers on issues relating to security of
digital financial services.
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The ITU Knowledge Sharing Platform for Digital Finance Security is designed to foster c among and other in the d p and
of security guidelines and best practices for Digital Financial Services (DFS).

The WTSA-20 Resolution 89 instructs the Director of the Telecommunication Standardization Bureau, in collaboration with the Directors of the other Bureaux to establish a
platform or, where possible, connect to those already existing, for peer leaming, dialogue and experience-sharing in digital financial services among countries and regions,
regulators from the telecommunication and financial services sectors, industry experts and international and regional organizations; PP-22 Resolution 204 further instruct
pertinent ITU-T study groups to participate in global initiatives aimed at enhancing the cybersecurity and resiliency of the digital finance ecosystem. This involves developing
international standards and industry best practices to ensure a secure and robust digital financial landscape.

The ITU Knowledge Sharing Platform is a component of the ITU DFS security lab, which provides resources for conducting security tests for Mobile payment applications as well
as developer resources for Fast Identity Online (FIDO) implementation of strong consumer authentication.

The Objectives of the Knowledge Sharing Platform are as follows:

Collaborate with ITU to keep up to date the DFS security assurance framework security controls and DFS security recommendations.

Share experiences, challenges, and lessons learned from the implementation of security measures across various jurisdictions.

Communicate directly with their peers on issues relating to security of digital financial services.
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Account and Session
Hijacking

The general threat is the ability of an attacker to take control of an account or
communication session. The vulnerabilities are manifested in different ways at
the DFS provider and the MNO.

Affected Entity: DFS Provider

Risk: Data exposure and modification

¢ Vulnerability: Inadequate controls on dormant accounts

Control 1.1: Set timeouts and auto logouts user sessions on DFS
applications (logical sessions). Within the application, ensure support
for password complexity (enforced by the server), set maximum
unsuccessful login attempts, password history and reuse periods,
account lock-out periods to a reasonably minimal value to minimize the
potential for offline attack
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Control 3.3: Use Network Address Translation to limit external exposure of DFS IP
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