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1. Mobile Application Security Best practices
2. Security recommendations to protect against DFS SIM related risks like SIM swap fraud and SIM 

recycling
3. Recommendations to mitigate SS7 vulnerabilities
4. Template for a Model MOU between a Telecommunications Regulator and Central Bank related to 

DFS Security

DFS Security Recommendations

https://figi.itu.int/wp-content/uploads/2022/03/Recommendations-to-mitigate-SS7-vulnerabilities.pdf
https://figi.itu.int/wp-content/uploads/2022/03/Security-recommendations-to-protect-against-DFS-SIM-related-risks-002.pdf
https://figi.itu.int/wp-content/uploads/2022/03/Security-recommendations-to-protect-against-DFS-SIM-related-risks-002.pdf
https://figi.itu.int/wp-content/uploads/2022/03/Recommendations-to-mitigate-SS7-vulnerabilities.pdf
https://figi.itu.int/wp-content/uploads/2022/03/Template-for-a-Model-MOU-between-a-Telecommunications-Regulator-and-Central-Bank-related-to-DFS-Security.pdf
https://figi.itu.int/wp-content/uploads/2022/03/Template-for-a-Model-MOU-between-a-Telecommunications-Regulator-and-Central-Bank-related-to-DFS-Security.pdf


Mobile Payment App Security Best Practices
• Draws upon:

§ GSMA study on mobile money best practices, 

§ ENISA smartphone security development guidelines, 

§ State Bank of Pakistan mobile payment applications security framework

• Template can be used as input to an app security policy by DFS providers to provide minimum 

security baselines for app developers and DFS providers as well as setting criteria for verifying 

compliance of apps 



Mobile Payment App Security Best Practices
Considerations: 

i. device and application integrity.

ii. communication security and certificate handling.

iii. user authentication.

iv. secure data handling.

v. secure application development.
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Device and 
Application Integrity

Use platform services for 
integrity checks; 
remove extraneous code
maintain high-integrity state 
server-side.

Communication 
Security and 
Certificate Handling
Standardized cryptographic 
libraries; strong, 
up-to-date TLS certificates; 
limit certificate lifetimes (825 
days); 
contingency for untrusted CA; 
secure TLS configuration; 
certificate pinning; correct 
server certificate validation.

User Authentication

Disallow easily guessable 
credentials; 
encourage multi-factor 
authentication; 
prefer authenticator apps over 
SMS for OTPs; 
secure storage of biometric 
information.

Secure Data Handling

Secure storage of confidential 
info; 
trusted hardware for sensitive 
data; 
avoid external storage; 
clean caches/memory; 
`fine-grained permissions for 
data sharing;
avoid hard-coding sensitive 
info; 
validate client input for 
database storage.

Secure Application 
Development

Adhere to secure coding 
practices and standards; 
provide secure application 
updates; 
regular internal or external 
code reviews.
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Device and 
Application Integrity

T1.2 Android:debuggable
`T1.4 Dangerous permissions
T8.1 The application should 
refuse to run on a rooted 
device

Communication Security 
and Certificate Handling

T3.1 Application should only use HTTPS 
connections
T3.2 Application should detect Machine-in-
the-Middle attacks with untrusted certificates
T3.3 Application should detect Machine-in-
the-Middle attacks with trusted certificates
T3.4 App manifest should not allow clear text 
traffic
T5.1 The app should not use unsafe crypto 
primitives
T5.2 The HTTPS connections should be 
configured according to best practices
T5.3 The app should encrypt sensitive data 
that is sent over HTTPS

User Authentication

T4.1 Authentication required 
before accessing sensitive 
information
T4.2 The application should 
have an inactivity timeout
T4.3 If a fingerprint is added, 
authentication with fingerprints 
should be disabled
T4.4 It should not be possible 
to replay intercepted requests 

Secure Data Handling

T1.1 Android:allowBackup
T1.3 Android:installLocation
T2.1 
Android.permission.WRITE_E
XTERNAL_STORAGE
T2.2 Disabling screenshots

Secure Application 
Development
T9.1 The code of the app 
should be obfuscated
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Country level Adoption
• CRASA

• EACO – Now implementation in the member states

• SBS Peru

• State Bank of Pakistan

• Uganda – Drafting stage

• Tanzania – Drafting stage

Countries that have setup the DFS security lab 

• Tanzania

• Uganda

• Peru

• Zimbabwe, Rwanda, The Gambia – In Progress



Contact: dfssecuritylab@itu.int 

Questions

mailto:dfssecuritylab@itu.int

