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Communication Security

Synopsis: Telecom operators are concerned with providing secure communication for DFS 

transactions. 

The DFS Security audit guideline can be used to:

• Identify some of common risks & vulnerabilities to communication security and controls 

to mitigate them.

The DFS audit guideline can assist to:

• Assess/audit/evaluate whether sufficient controls are in place?

Mobile Network Operator
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Data protection, transaction integrity, application security 

Synopsis: Banks are generally concerned with whether DFS providers are adequately protecting 

consumer’s financial data and transactions.

The DFS security assurance framework can be used to: 

• Identify controls to adopt to protect digital financial services data, transactions and applications 

from attacks

The DFS audit guideline can assist to:

• Assess/audit/evaluate whether sufficient controls are in place

• audit checklist/questions.

• relevant policies and procedures

DFS providers, DFS providers, 3PP
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Common risks & vulnerabilities to communication security

DFS Security Assurance Framework – Pg 18
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Common risks & vulnerabilities to communication security

DFS Security Assurance Framework – Pg 43
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Common risks & 
vulnerabilities to 
communication 
security

DFS Security 
Assurance 
Framework – Page 26
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Common risks & 
vulnerabilities to 
communication 
security

DFS Security 
Assurance 
Framework – Page 35
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Communication Security

Synopsis: Telecom operators are concerned with providing secure communication for DFS 

transactions. 

The DFS Security audit guideline can be used to:

• Identify some of common risks & vulnerabilities to communication security and controls 

to mitigate them.

The DFS audit guideline can assist to:

• Assess/audit/evaluate whether sufficient controls are in place?

Mobile Network Operator
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Assessing 
controls on 
communication 
security:

DFS audit guideline 
page 15
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Assessing 
controls on 
communication 
security:

DFS audit guideline: 
Page 22
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Data protection, transaction integrity, application security 

Synopsis: Banks are generally concerned with whether DFS providers are adequately protecting 

consumer’s financial data and transactions.

The DFS security assurance framework can be used to: 

• Identify controls to adopt to protect digital financial services data, transactions and applications 

from attacks

The DFS audit guideline can assist to:

• Assess/audit/evaluate whether sufficient controls are in place?

• Provides an appropriate audit checklist.

• Identifies an appropriate se

DFS providers, DFS providers, 3PP
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Common risks & vulnerabilities to application security & data 
integrity 

DFS Security Assurance Framework – Pg 18
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Thank you!


