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Intro

Welcome!

Presenter: Faaez Burney & Karel van der Lecq
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World Leader in Cyber Telecom Security

Protecting
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Current Situation -a Shattering of Trust in the Network

@he Washington Post

C Wh at can hap pen For sale: Systems that can secretly track
, . . . globe
— Your customers’ locations can be accurately pin-pointed
— Personal phone calls and messages can be monitored
— Network & subscriber data can be modified
— User privacy and revenues from key services are under threat
— Data billing avoidance by subscriber impersonation
— Unauthorized access to APN and credentials abuse (e.g. corporate VPN)

an NSA, figure out LIVE PHONE |
a protocol vuln |

» Impact on your business M PIXELS 5 o

— Government regulators may intervene to force privacy guarantees for < Le $57, le réseau des opérateurs qui
: o permet de surveiller vos télephones
users e.g. Nordics bt Pt portables

— Loss of revenue due to signalling and voice initiated fraud
— Customers may move to more secure competitive services

M S "‘
. [ -

— Your 5G take-up may be inhibited J ‘ - . : susp ous cellular activity
in D.C. suggests monitoring

ITPro. Business Cloud Hardware Infrastructure Security Software Technology Resources
.

ISE SECURITY NEWS, INSIGHTS & ANALYSIS Subscribe (Free) |

Lrime Mobile & Wirsless  Risk & Compliance  Security Archit

Metro Bank targeted with 2FA-bypassing SS7 attacks

The highly sophisticated attack mechanism is becoming increasingly prevalent Sikkerhedsbrist ggr det muligt at

spore danskeres mobiltelefoner

em som forarsaket

y: Keumars Afifi-Sabet 1 Fe [T} | Hackers Exploit SS7 Flaws to Loot Bank

. . )
Metro Bank has reportedly fallen victim to a sophisticated t tor authentication (2FA) bypass attack after hackers m Dhll- h ava rl =\ Accounts

infiltrated a telecoms firm's text messaging protocol. » o
= e det som et ondsinnet angrep. ay 04, 201
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Example: High-profile case of SS7 Fraud

Many recent media reports

Q,ht (',L‘] equ ((pl] News Politics Sport Business Money Opinion Tech Life ITpro Business Cloud Hardware Infrastructure Security Software Technology Resources
> [ ]

Investing v Property v Pensions v Banking~ Tax™ Insurance v Bills and utilities ¥  Financial ¢

NEWS Home > Security

e Metro Bank targeted with 2FA-bypassing SS7 attacks

Criminals hacking phone codes used The highly sophisticated attack mechanism is becoming increasingly prevalent
by customers to verify bank
transactions

v: Keumars Afifi-Sabet 1 F 19

e ) (W) (&) ! Failed Fraud Against UK Bank Abused

Mobile Infrastructure
b’! Sam Barker

ank customers are falling prey to a new fraud where
criminals hack the codes financial firms send via text

messages to verify transactions.

A o NTRY SOFTWARE ~ SECURITY T

Security
After years of warnings, mobile network hackers
exploit SS7 flaws to drain bank accounts

02 confirms online thefts using stolen 2FA SMS codes
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Do you know who is infiltrating your network?

Do you know the level of complexity they use
to get to your subscribers?

Do you know how frequently they adapt to your
defences?




The Need for Industry-Wide Signalling Intelligence

Many mobile operators have made changes to their network to
deal with threats: signalling infrastructure updates, signalling
firewall deployments, etc.

However, there are still many challenges:

New rules and detection methods are slow or unable to be applied rapidly in the
face of evolving attack scenarios and techniques across SS7, Diameter and GTP

There is a lack of signalling security knowledge/personnel to perform
in-depth triaging of attacks

Operators have difficulty in finding the ‘real’ malicious attacks in the overall
suspicious activity detected

Global threat knowledge is a must in order to understand and defend local attacks
Attackers are adapting to GSMA and industry implementations
Successful 5G rollouts will require advanced security preparation now

The complexity of detected signalling abuses indicates Nation
State actors i.e. heavily funded & highly skilled attackers

© Copyright 2019. All rights Reserved.
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$S7 & Signaling Basics

* What is SS7¢

A standard (devised in an era where security was not a primary concern) that defines how network elementsin
a public switched telephone network (PSTN) exchange information over a digital signalling network. For the
purposed of this session, we care mostly about 2 application layer protocols, MAP (Mobile Application Part) &
CAMEL (Customised Applications for Mobile networks Enhanced Logic).

» Key Conceptfs:

« GlobalTitle or GT is a numeric address by which we can address the nodes (HLRs / VLRs / MSCs / gsmSCF)
» Subscriber IDs (IMSls & MSISDNs)

SS7 is superseded (technologically) by other signaling protocols such as DIAMETER & GTP in
more modern network technologies. All these are bearers, or networks, are leveraged by
malicious groups - cross protocol correlation of signaling is necessary for comprehensive
Threat Intelligence

In 5G, a dedicated security focused network function, the SEPP (security edge protection
proxy), will exist at each network periphery. All inter-carrier traffic will traverse through a SEPP &
the N32 inferface towards OLO or foreign networks.

© Copyright 2019. All rights Reserved. 9



S$S7 Stack

There are several layers or protocols within the SS7 Stack, FS.19 focuses on 4 main
protocols.

Radio-Interface Database-Driven :
Rela Ied Application Support ¢ Call Control

BSSAP

BSS- 1
DTAF' ]
ISUP || TuP

Native [ MTP Level 3
Switched | MTP Level 2 :

Transport | MTP Level 1

SCCP, responsible for routing, addressing, subsystem management
TCAP, responsible for managing dialogues and structures

e e

CAP (CAMEL), to provide additional services for roaming outside the HPMN

© Copyright 2019. All rights Reserved.
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Security Issues Are Widely Reported & Often Exploited

AdaptiveMobile SS7 Protection TRy \ v NN\ = Inside the shadowy world of
Securing the Network Against Privacy & Fraud Attacks g spyvware makers that target activists
and dissidents

NSO

The SS7 network is under attack from adversaries and fraudsters, exploiting loopholes in the

protocol to breach subscriber privacy, deny access to key services and to directly defraud . . .
For $500, this site promises the power to

mobile operators. Government regulators, corporate customers and consumer organizations A .
track a phone and intercept its texts

are becoming increasingly concerned that operators are unable to protect their networks
against such attacks. Mobile operators urgently need to implement solutions that can restore
trust in the integrity of the SS7 network before their brand, customers and subsequent revenues
are negatively impacted.

INY > DECISION MACHINES

SPY COMPANIES USING CHANNEL ISLANDS TO
TRACK PHONES AROUND THE WORLD

Real-World SS7 Attack — Hackers Are Stealing Money From Bank

Accounts

© Copyright 2019. All rights Reserved. 11



Signaling Attack Scenarios

Vulnerabilities in unsecured signaling networks enable diverse attack scenarios, most common
of these are:

— Information Retrieval (Subscriber and Network Information)
— Location Tracking

— Traffic or Call Interception / Redirection

— DoS

— Fraud

— Phishing

These are more commonly withessed on SS7 today but attacks are migrating to other bearers such
as DIAMETER.

© Copyright 2019. All rights Reserved. 12



Signaling Attack Scenarios

Attack Scenario PDUs Frequency Severity

Information Reftrieval SRI, ATl, Send IMSI, Restore Data, SRI-SM High (monthly) Medium - High

Location Tracking ATl, PSI, PSL, MT-FSM High (monthly) High

Interception / Redirection  ISD, PRN, Update Location, Update GPRS Location, Low - High (varies by High - Critical
Initial DP market)

DoS ISD, DSD, Cancel Location, Update Location, Low High

Update GPRS Location

Fraud ISD, PRN, USSD, RegisterSS, MO-FSM, MT-FSM Low High

— NB, these are extremely high-level abstractions or summarizations of complex attacks.

— Periodic information retrieval attacks are encountered that often reveals or uncovers a gap in
protection at a network. These policy gaps can then be exploited later in more complex attacks.
Some of these information retrieval attacks can be difficult to detect and block since they might
employ PDUs which are commonly exchanged between networks such as SRI-SM.

— Each attack incident requires in-depth analysis and the severity of such attacks is highly subjective.
For instance, revenue & billing teams may consider fraud scenarios to be greater problem than the
continuous tracking or call interception of a VIP which might be a greater concern the security
team.

© Copyright 2019. All rights Reserved.
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$S7 Commands & GSMA Classifications

The MAP & CAMEL protocols essentially comprise of a set of commands (opcodes) that are
exchanged between signaling end points to achieve a purpose (e.g Location updating or
Information Retrieval).

To reduce misuse of SS7 signaling, the GSMA Fraud & Security Group devised guidelines to
help operators reduce their exposure to signalling attacks. At a high level there would be
three main classifications of rules that PDUs would be filtered by:

— Category-1, PDUs which should normally not be exchanged between operators.

— Category-2, PDUs which must be exchanged between operators, however, only the home network (HPMN) of
a home subscriber should originate these PDUs.

— Category-3, PDUs which must be exchanged between operators due to the subscribers mobility or roaming
on a Visited Network (VPMN).

» The PDUs do not always strictly fit into a single Category, there are many examples where
the call flow, or use case of a PDU will result in a PDU matching a rule or a different
Category.

© Copyright 2019. All rights Reserved. 14



Category-1
The most basic category, these are PDUs which should simply not be exchanged between

operators normally. In most cases these are Infra-network PDUs.

Category-1 PDUs can be addressed to the MSISDN or IMSI however more often than not, we
observe genuine hostile Category-1 based attack PDUs targeting MSISDNs (why is this?)

Category-1 PDUs include (see GSMA FS.11 for full matrix):

Send IMSI (opcode 58)

— Send Routing Info (opcode 22)
— Send Routing Info For LCS (opcode 85)

— Any Time Interrogation (opcode 71)

Ofther illegal variants of Category-2 or Category-3 PDUs might also be considered Category-1,
for example PRN (VLR —VLR) or SRI-SM sent to Dest SSN 8 (MSC). Or illegal combinations of
GSM MAP PDUs delivered within a single TCAP component.

© Copyright 2019. All rights Reserved. 15



Category-2

The next PDU grouping, Category-2 relates to PDUs that must be exchanged between
operators however we should expect that only the home network (HPMN) for a subscriber is
authorized to send PDUs for that subscriber.

Category-2 PDUs include:
— Provide Subscriber Info (opcode 70)
— Provide Subscriber Location (opcode 22) * some operators consider this a Category-1 PDU.
— Insert Subscriber Data (opcode 7)

— Provide Roaming Number (opcode 4)

In addition to screening PDUs to enforce source (SCCP CgPA) vs subscriber consistencies,
other inter-packet consistency checks may be performed. It's therefore important to
understand that the label “Category-2" can be used in relation to arule, if that rule is
comparing 2 fields within the PDU.

© Copyright 2019. All rights Reserved. 16



Category-2 (Valid Example)

SCCP CgPA (addressing layer) vs MAP MSISDN or IMSI (subscriber level) consistency checks
are applied to certain PDUs to ensure that no foreign GTs (nodes) are illegally sending PDUs for
unauthorised subscribers. Foreign networks may only send these PDUs for their own expected
subscribers

Valid / Legal Provide Subscriber Information Request
(PSI Req)

Operator X ss7-Fyw I Operator X viLr
1
i
i

n SCCP + MAP fields

| ]
! PSI Reguest !
_— ¥
| MAP Prodecure s processed "tl
I ]
]
P31 Response |

I
i

! Requestedinfo: x,y,z!
=

PSI Response

i
]
i
i i i
! Sl Response ! !
i
| \ 1
T-Mobile Germany HLR Operator X SS7-FW I Operator X LR

The SS7-FW screens these packets & will only blocks PDUs that is are violation of these
consistency checks. Therefore only a small percentage of the overall CAT2 traffic that is
processed will be blocked.

© Copyright 2019. All rights Reserved. 17



Category-2 (Invalid Example)

If a foreign GT attempts to query a home network IMSI (or in some cases MSISDN), the PDU is
rejected.

Invalid / illegal Provide Subscriber Information Request (PSI
Req)

T-Mobile Germany HLR DTAC ss7Fw

1 1
P51 Request H
SCCP CgPA: 491757777777 !
IMSI Queried = 510 ?ITI? !
Requestedinfo: x,y |

:"—’:

Iy
557 FW rejects this combination SCCP + MAP fields

1
| Response Emor (Reject or Discard or Custom Errort !
1

DTAC sSsS7-FW

Category-2 consistency checks are normally only enforced for home network IMSIs which
means that attacks on inbound roaming IMSIs are likely to be successful.

© Copyright 2019. All rights Reserved. 18



Category-3

The third grouping, Category-3, relates to the protection of PDUs which we must expect to be
received from the visited network for outbound roaming subscribers. These PDUs are screened
by “trajectory plausibility” (velocity) and “network memory” protection features.

While information retrieval and location tracking attacks may be possible if attackers only
possess the MSISDN of the target, attacks involving Category-3 PDUs are only possible if the
IMSI is known to the attackers. The most important line of defense against Category-3 attacks
is therefore to prevent the IMSI from being leaked from the network. If the IMSI is known to
attackers then Category-3 protection will provide security against these attacks*.

« Category 3.1 Network Memory PDUs include:

— ActivateSs, InterrogateSS, MO-Forward-SM, Restore Data, Send Parameters*

» Category 3.2 Trajectory Plausibility PDUs include:

— Update Location (opcode 2), Update GPRS Location (opcode 23), Send Authentication Info (opcode 56)

© Copyright 2019. All rights Reserved. 19



Basic Attack Anatomy

Subscriber focused targeted attacks typically comprise multiple stages, or phases.

» Stage 1, attacks often begin with some form of information gathering attacks on MSISDNs (why?).

— PDUs: SendIMSI, ATI, SRI, SRI-SM, PSL

* Stage 2, if the IMSI is known, or can be obtained from the network by querying a MSISDN, the attack
might develop into more complex scenarios (e.g. interception, fraud).

— PDUs: RestoreData, UpdatelLocation, PSI, MT-FSM, PSL

Complex attacks may be witnessed on networks which do not leak IMSlIs, this can happen because the
IMSI may be known to attackers from an earlier time before protection was enabled (SIMs are rarely
changed), or the IMSI could be obtained via another means such as monitoring of SCCP links or an IMSI
catcher.

© Copyright 2019. All rights Reserved. 20



Common Attack Patterns / Sequences

Each SS7 attack may be structured in a unique way, with a unique set of parameters for any single attack
however some recurring patterns can be found across these incidents.

Two common attack types are information retrieval (network or subscriber focused) & location tracking.

* Network focused information retrieval are typically occur periodically where the intention of the
incident is to uncover weaknesses in the protection levels, any weaknesses are documented & then
used when real subscriber orientated attacks are required (for real surveillance missions later).

—  SRI-SM scanning & Category-1 PDU fuzzing attacks

Subscriber tracking attacks tend to focus on a single MSISDN or IMSI, with the fewest set of PDUs
required attempted. Some common sequences / techniques include

— Silent SMS + PSl or PSL, PSI scanning across VLR/MSCs,
— SRI-SM + Update Location

— SIMTOOLKIT exploits

© Copyright 2019. All rights Reserved. !



Threat Intelligence Lifecycle

Faced with complex and constantly evolving threats, operators should embrace a comprehensive,
continuous framework that acknowledges the cyclical & ever evolving nature of the risk.

Exact operational procedures may vary but a simple model only needs to contain a few steps:

Learn by monitoring, detecting &

/ ‘ Learn ‘ \ investigating incidents in-depth.

‘ Adapt ‘ —_— ‘ Improve ‘

Implementing blocking measures, Improve by deploying & testing new ruls
Communicate findings improving work practices, make decisio

© Copyright 2019. All rights Reserved. 22



Knowing the enemy...

The attribution of signalling attacks often requires repeated in-depth investigations which are
complicated by various factors:

— GT leasing arrangements
— Forensic or technical intelligence data availability (time constraints)
— Uncooperative 3" parties

— Spoofing of source addresses

Typical adversaries:

— State (ranging from State-sponsored or State-coordinated to State-rogue activity)
— Criminal (Bank Fraud)

— Unethical or financially strained networks (abuse of steering, roaming feeds, or other fraud scenarios)

How can we know who is ultimately behind an attack?

© Copyright 2019. All rights Reserved.
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Tracing Challenges

The origin of signalling arriving at the DNO (destination network operator) may not be obvious based on
the SCCP CgPA.

Viking

Al Iceland

Surveillance
Firm X
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SCCEP Inter-carrier Map

© Copyright 2019. All rights Reserved.
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