
ANTIGUA AND BARBUDA

Digital Financial Services Lab
Presented by Akeem Meade | DFS Team



INITIATIVE OVERVIEW
Completed work and assessment population
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OBJECTIVE

Evidence-based testing
Assess selected mobile applications using a 
consistent methodology and submit actionable 
findings to the DFS Taskforce.

DELIVERED

Completed scope
Security testing conducted
Findings documented
Technical reports produced
Reports submitted to the DFS Taskforce

4
applications

ANDROID

3 applications
Three applications were tested in an 
Android environment.

IOS

1 application
One application was tested in an iOS 
environment.

Application and organization identities are intentionally omitted.



ASSESSMENT METHODOLOGY



ASSESSMENT METHODOLOGY
Seven report fields aligned to selected OWASP Mobile Top 10 categories
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M1 Platform usage

Backup, permissions, debug and installation

M2 Data storage

Local storage and screen-capture exposure

M3 Communication

HTTPS, certificates and interception resistance

M4 Authentication

Access, timeout and replay controls

M5 Cryptography

Algorithms, TLS and sensitive payloads

M8 Code tampering

Rooted or jailbroken device behavior

M9 Reverse engineering

Debug symbols and code obfuscation



TESTING 

ENVIRONMENT



TESTING ENVIRONMENT
04

Antigua and Barbuda Digital Financial Services Team

Static review Runtime 
testing

Traffic 
inspection

Configuration 
review 

Device-
integrity 
testing



FINDINGS AT A GLANCE



FINDINGS AT A GLANCE
Number of four assessed applications passing selected controls
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HTTPS only Reject untrusted
certificates

Reject trusted
interception

Authentication access
control

BASELINE

Transport controls
All four reports recorded passes for HTTPS-only 
communication and rejection of untrusted 
certificates.

VARIATION

Advanced controls
Three passed trusted-certificate interception testing; 
authentication access control had mixed results.

Selected control counts, not an overall maturity score.

Antigua and Barbuda Digital Financial Services Team



RECURRING 

IMPROVEMENT 

AREAS



RECURRING IMPROVEMENT AREAS
Number of assessments with a recorded failure
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4

3 3 3 3

0
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4

Screenshot / app
preview

Replay protection Code obfuscation Inactivity timeout Root / jailbreak
control

MOST CONSISTENT

Screen exposure
All four reports recorded a failure involving 
screenshots or visibility in the application switcher.

REPEATED GAPS

Application layer
Replay protection, inactivity timeout, and rooted or 
jailbroken device handling failed in three reports.

ANDROID FOCUS

Code protection
All three Android reports recorded a code-obfuscation 
failure.



REPORTS SUBMITTED TO THE DFS TASKFORCE



REPORTS SUBMITTED TO THE DFS TASKFORCE
The completed reporting workflow
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01

TEST

Selected Android and iOS 
applications assessed

→

02

DOCUMENT

Results captured by test and security 
domain

→

03

REPORT

Recommendations and remediation 
guidance included

→

04

SUBMIT

Reports delivered to the DFS 
Taskforce

Report fields EXECUTIVE SUMMARY METHODOLOGY  DETAILED 
RESULTS

EVIDENCE 
REFERENCES RECOMMENDATIONS CONCLUSIONS



OUTCOME AND RECOMMENDED FOLLOW-UP
Completed work is separated from proposed next steps
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COMPLETED OUTCOME

Four assessments delivered

Findings and recommendations documented

Technical reports produced

Reports submitted to the DFS Taskforce

RECOMMENDED FOLLOW-UP

Move from findings to action

DFS Taskforce review

Engagement with relevant stakeholders

Prioritize and track remediation

Validation testing after corrective action



THE END IS HERE….....

THANKS FOR LENDING YOUR EAR. 
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