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Current Cyber-related Crimes in Zimbabwe 

Signalling System Number 7
I. Intercept Messages 
II. Re-route calls 
III. Location Tracking 
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Whatsapp Fraud
1. Obtain OTP
2. Install the account on another 

device
3. Restore contacts from online 

backup
4. Initiate conversations 
5. Request for financial assistance 

BEC
1. Impersonation of Supplier
2. Redirection
3. Change of banking details 
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In the 
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Mitigation



What has 
Zimbabwe doing?

MOU between the Telecoms regulator and the 
Central Bank. A standing Committee convenes 
quarterly 

Joint guidelines that attempt to mitigate SS7 and 
DFS-associated risks

Collaboration between the ITU and Telecom 
Regulator POTRAZ

Advocacy at the highest level of Government 

Targeted awareness campaigns for the Elderly 
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