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Global Scale of Counterfeiting and Tampering

* ANNUAL GLOBAL MOBILE
SHIPMENTS (2022)

COUNTERFEIT
OnePlus Teeno SMARTPHONES: 1.2258 SMARTPHONES

1% 1% FEATURE PHONES: 177M

Realme Motorola
4% 2%

~198M  *15M

Fraudulent IMEls Afterlife

Duplicate, Invalid, Zeros

1. Re-sold without alteration
2. Shipped to other markets
Top 10 OEMs Valid IMEls R EUIPO @ 3. Scrapped for parts
August 2023 Based on GSMA TAC Allocation e o hopeRTy oFFIcE )y 4. Tampered with Fraudulent IMEIs

https://www.statista.com/statistics/687475/g|
obal-smartphone-shipments/

Mobilt;: & Wireless https://www.mwfai.org/ GSMA *Source: https://www.gsma.com/services/blog/flagging-stolen-
orum devices-to-protect-your-business-against-crime-and-fraud/
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Impact & Beneficiaries of Eliminating
Counterfeiting & Tampering

0 F A § A

i : Consumer Network IPR&TM
Mobile Theft Security Revenue Loss Privacy Quality Infringement
Al A i i

Governments Operators Consumers Manufacturers
- Minimizes Tax Loss g%g;’i?; Network * Device warranty Level playing field, fair
. Theft and Crime . Quiality connection competition

Reduction Lowers Capex & Opex (dropped Ca||S, handover) Prevent loss of sales
. IPR Protection Reduces Chumn . Quality experience (battery, Copyright / trademark

_ Enables Adjacent Mobile camera, display) protection

*  Cyber Security Businesses (White Label) _ .

Consumer & Better Control of Subsid «  Protection from malware, Secure margins
) ) . etter Lontrol ot subsidies radiation, hazardous Ny

Environmental protection / Financed Devices substances. radiation Brand equity / image

Encourage investment
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ITU Recommendations to Address the Issues

) International
Telecommunication

VA

International Telecommunication Union

ITU-T Q.5050

TELECOMMUNICATION (03/2019)
STANDARDIZATION SECTOR

SERIES Q: SWITCHING AND SIGNALLING, AND
ASSOCIATED MEASUREMENTS AND TESTS

Combating counterfeiting and stolen ICT devices

Framework for solutions to combat counterfeit
ICT devices

Recommendation ITU-T Q.5050
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Union
. 4
International Telecommunication Union
OF THE PLENIPOTENTIARY CONFERENCE
(Busan, 2014)
Decisions and Resolutions
International Telecommunication Union

ITU-T Q.5051

TELECOMMUNICATION (03/2020)
STANDARDIZATION SECTOR
OF Iy

SERIES Q: SWITCHING AND SIGNALLING, AND
ASSOCIATED MEASUREMENTS AND TESTS

Combating counterfeiting and stolen ICT devices

Framework for combating the use of stolen
mobile devices

Recommendation ITU-T Q5051

International Telecommunication Union

ITU-T Q.5052
TELECOMMUNICATION (09/2020)
STANDARDIZATION SECTOR

OF ITy

SERIES Q: SWITCHING AND SIGNALLING, AND
ASSOCIATED MEASUREMENTS AND TESTS

Combating counterfeiting and stolen ICT devices

Addressing mobile devices with a duplicate
unique identifier

Recommendation ITU-T Q.5052

y TECHNOKRATIK®
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Telecommunication/ICT devices that do not comply with a
country's applicable national conformity processes and regulatory
requirements or other applicable legal requirements should be
considered unauthorized for sale and/or activation on
telecommunication networks of that country.

International Telecommunication Union

ITU-T Q.5053

TELECOMMUNICATION (01/2021)
STANDARDIZATION SECTOR
oF My

SERIES Q: SWITCHING AND SIGNALLING, AND
ASSOCIATED MEASUREMENTS AND TESTS

Combating counterfeiting and stolen ICT devices

Mobile device access list audit interface

Recommendation ITU-T Q.5053




Challenges Faced by the Customers ‘

No in-country device

Affordability Spotting Counterfeits O g
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Challenges Faced by the OEMs ‘

Inability to control
counterfeiters
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Challenges Faced by the Operators ‘

Q Ability to identify counterfeit
Q Unavailability of equipment (EIRs)

Q Ability to detect duplicates

Q Perception of financial loss
Q Lack of regulations
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Challenges Faced by the Governments

Oversight in Telecom Policy

e Counterfeit devices

e IMEIl tampering

® Access to mobile network data

 Blocking of non-compliant devices on the networks

e Restriction on sales of non-compliant devices
Unawareness of the ITU Recommendations
Lack of clarity regarding roles, responsibilities, and jurisdiction amongst various government agencies
Comprehension and quantification of loss of revenue due to insufficiency of tools & resources
Impracticality of physical enforcement by law enforcement agencies

Lack of funds to deploy a technical solution

Lack of expertise and competent resources to plan and implement a solution
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The Solution in a Nutshell ‘

|dentify
>

Register

>

e Mandatory Registration of
all devices in the country
by their IMEls
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Technical Solution Implementation Framework

System Setup & Configuration ® @_ Operator Engagement

/ \. Police/Customs/Finance Engagement

HW Procurement / Cloud Setup @ \
® Importer/Distributor/Retailer

RFP/Tender/Award ./ \angement
/ I% s Awareness Campaignh &

Public Consultation g Workshops

@ Platform Training
\
@

\. Monitoring
®

Market Assessment @

Policy & Regulations @ !Z(i) 2)

Govt Agencies
Coordination @ AU J

Support Center

System Operations

Reporting

®
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Technokratik Platform & Services

Intelligent
Device
Market RFP Registration, Software System Operations &
Evaluation Development Identification, Customization Integration Maintenance
& Analytics
Platform

Regulation
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Permissive

www.technokratik.com

Technokratik Provides a Complete Technical Solution
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Pakistan Case Study
DIRBS Deployment

Commercial Device Import

Revenues
Revenues form Individual
Legal Device Registrations Device Carry from Abroad
(Millions)
46 Billion Job Creation
PKR Local Manufacturers
28
Million
9
8,000
22 22 Billion
Milli
:mlgn 2019 PKR 2019 3,000 3
2018 D New Revenue Stream 018 2018 o 2018

PTA Annual Report 2022
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Recommendations

Do not wait for a ‘Global Solution’ or
‘Developed Countries to take the lead’

The framework for a global solution has
already been provided in the published ITU
Recommendations

Deploy a platform at the country level to solve
counterfeiting and tampering issues
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REJ TECHNOKRATIK

Providing Technical Solutions
fo address
Counterfeit, lllegal, and Stolen Mobile Devices

Thank You!
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