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ITU-T Y.4119
Requirements and capability framework for IoT-based 
automotive emergency response system



Advantage of AERS 

⚫ Employing the AERS is expected to reduce automobile accident detection (T1) and 

report (T2) time using automatic accident detection-report procedures. 

⚫ Furthermore, since sensor assisted geographical positioning allows the emergency 

authority (EA) to pinpoint the exact location of an accident, the arrival time at the 

scene will be shortened significantly (T4).

Timing diagram of an IoT-based automotive emergency response system



ITU-T Y.4119

⚫ ITU-T Y.4119 is to identify requirements of an Internet of things (IoT)-based 

automotive emergency response system (AERS) for aftermarket devices and to provide 

a capability framework of the AERS.

⚫ Scope of this Recommendation:

– Overview of the AERS

– Requirements of the AERS

– Capability framework of the AERS

Overview of the AERS

• AERS: Automotive Emergency Response System
• AEDD: Automotive Emergency Detection Device
• AERC: Automotive Emergency Response Center
• EA: Emergency Authority
• GNSS: Global Navigation Satellite System



Capability Framework

⚫ AEDD 

– receiving sensing data, determining the accident, receiving location information, and sending 

minimum set of data (MSD)

⚫ AERC

– answering each automotive emergency request, confirming the accident occurred, and notifying 

the EA
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AERS Workflow - EA Dispatch Request

⚫ AERS workflow in case of EA dispatch request

– (Step 8, 9) Proxy AERC FE initiates call back using an automated system. If the call is not answer

ed within the time out period, it confirms the accident.
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AEDD Implementation Example

⚫ AEDD without data and voice communication capabilities

⚫ AEDD with data communication capability

⚫ AEDD with data and voice communication capabilities

AEDD without data and voice communication capabilities



ITU-T Y.4467
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ITU-T Y.4467

⚫ ITU-T Y.4467 is to specify the minimum set of data (MSD) structure for an 

automotive emergency response system (AERS).

⚫ Scope of this Recommendation:

– Overview of MSD for AERS

– Mandatory information of MSD

– Optional information of MSD

– Encoding rule for MSD

Scope of ITU-T Y.4467 (the MSD structure)



MSD Structure



Mandatory Information

Mandatory information for the MSD



⚫ controlType

– controlType is a set of control types for MSD which consists of automaticActivation, 

testCall, positionTrusted, and cancelRequest information.

• automaticActivation is ''true'' if an MSD is created automatically generated or ''false'' if it is 

manually generated via the SOS button.

• testCall is set to ''true'' if an MSD sent is for service testing purposes.

• positionTrusted is ''true'' if GNSS is used to obtain location information.

• cancelRequest is ''true'' if the MSD is used to cancel previously sent accident report MSD.

Mandatory Information

Control type information in the MSD



Mandatory Information

⚫ vehicleLocation

– vehicleLocation represents the vehicle location information at the time of 

the accident detection as defined in [ISO 6709]. The vehicleLocation value 

consists of positionLatitude and positionLongitude, with the latitude and 

longitude values of the vehicle respectively.

Vehicle location information in the MSD



Encoding Rule

⚫ The encoding rule of MSD shall comply with concise binary object 

representation (CBOR) defined in [IETF RFC 7049]. 

The result of encoding the above diagnostic notation using [IETF RFC 7049] is as follows and the 

total data size is 106 Bytes: 

82                                      # array(2) 

   01                                   # unsigned(1) 

   98 18                                # array(24) 

      01                                # unsigned(1) 

      1A 5CAC650D                       # unsigned(1554801933) 

      F5                                # primitive(21) 

      F4                                # primitive(20) 

      F5                                # primitive(21) 

      F4                                # primitive(20) 

      02                                # unsigned(2) 

      71                                # text(17) 

         574D395644534453505941313233343536 # "WM9VDSDSPYA123456" 

      82                                # array(2) 

         1A 07CEA0D4                    # unsigned(130982100) 

         1A 1B547EBC                    # unsigned(458522300) 

      1A 5CAC6508                       # unsigned(1554801928) 

      82                                # array(2) 

         1A 07CEA264                    # unsigned(130982500) 



Optional Information

⚫ Optional information is additional data that an AEDD can send to an AERC for 

additional functions such as information to determine the severity of an 

accident. The optional information is expressed as a pair of object identifier 

and data.

– objectIdentifier: an object identifier (OID) assigned to identify data and records a 

relative object identifier. 

– data: the additional data that an AEDD sends to an AERC.



ITU-T Y.4468
Minimum set of data transfer protocol for automotive 
emergency response system 



ITU-T Y.4468

⚫ ITU-T Y.4468 specifies a minimum set of data (MSD) transfer protocol for 

automotive emergency response system (AERS).

⚫ Scope of this Recommendation: 

– MSD transfer protocol parameters

– Message types of MSD transfer protocol

– Sequence of MSD transfer protocol operation 

Scope of ITU-T Y.4468 (MSD transfer protocol) 



CoAP for MSD Transfer

⚫ MSD transfer operates over the constrained application layer protocol (CoAP) 

[IETF RFC 7252].

– a request-response interaction between an AEDD and an AERC 

– support constrained devices with relatively small amounts of header size and low 

power consumption

• suitable for AEDD operations such as the navigation system, dash cam, etc. 

MSD over CoAP message structure



MSD Transfer Protocol

Sequence of request-response operation between an AEDD and AERC



Request Messages

⚫ MSD notification message

– Confirmable (CON) message type for transmission reliability

– POST code for notification  

– message ID for detecting message duplication 

– Token used to match with response messages returned by AERC

⚫ MSD cancellation message

– MSD with Cancel Request [ITU-T Y.4467] changed to True

MSD notification message MSD cancellation message



Response Messages

⚫ Acknowledgement (ACK) response message

– ACK type for notifying the successful reception of the message

– Response code for indicating success or failure of MSD processing result

– Token used to match with request messages from AEDD

⚫ Empty ACK message

– ACK type for notifying the successful reception of the message

– an empty message code without any token

⚫ Confirmable response message

– Response code for indicating success or failure of MSD processing result

– Token used to match with request messages from AEDD

ACK response message Empty ACK message Confirmable response message
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