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Application and Use case of 
Device-independent quantum random number 



The nature of random numbers
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Random number: a number generated in a random process      

Uniformity

 Unpredictable



RNG is widely used
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Numerical 
weather forecasting

Information security

Lottery

AI Drug development



The principle of classical random number generation
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Algorithm-based

 Uniform distribution
 Predictable

 Uniform distribution
 Predictable in principle

Based on classical thermal noise



The principle of quantum random number generation

5

50% 𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 𝑡𝑡𝑡𝑡 𝑔𝑔𝑔𝑔𝑔𝑔 𝑡𝑡𝑡𝑡𝑡 𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 "1"

50% 𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 𝑡𝑡𝑡𝑡 𝑔𝑔𝑔𝑔𝑔𝑔 𝑡𝑡𝑡𝑡𝑡 𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 "0"

Intrinsic randomness!

| ⟩=| ⟩ + | ⟩

 Uniform distribution
 Unpredictable in principle

Photon Polarization

| ⟩𝐻𝐻 = | ⟩0 | ⟩𝑉𝑉 = | ⟩1

 Quantum state obeys superposition rule
 Measurement may induce random state collapse



God does not play dice…
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QRNG technology path
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The basic principles of quantum mechanics have inherent randomness that is not
found in classical physics. Therefore, a real random number generator, that is, a
quantum random number generator, can be designed based on quantum
mechanics

single photon beam splitting vacuum fluctuation noise Photon arrival time



QRNG products are mature
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PICO Quant

IDQ QuantumCTek

Quintessence Lab



Realistic security
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In theory, randomness is based on the principles of quantum
physics, and no one (including eavesdroppers) can predict

In reality, there are problems with quantum random numbers :

Device defect, component deviation, classical noise, side channel, adversary.
Therefore, users need to trust the device manufacturer.

 Attackers may use device vulnerabilities to obtain random numbers
 Need to test the implementation process



Device independent

10

Highest security level! even if:
 The devices are untrusted 
 The eavesdropper has the most computationally 

capable quantum computer
Can also generate unpredictable random
numbers

[1] Mayers D, Yao A. Quantum Cryptography with Imperfect Apparatus. Annual Symposium on 
Foundations of Computer Science - Proceedings, 1998.

The original device-independent idea was proposed in 1998 by Mayers
and Yao1 in the study of quantum serial distribution.

The loophole free Bell test can realize device-

independent quantum random numbers



QRNG security classification
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Algorithm based RNG

Classical physical RNG

QRNG

DIQRNG (Self-testing)

Pseudo
random

True
random
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Randomness Beacon
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Randomness Beacon Periodically broadcast random numbers to other 
locations in the system. As a public service, it is an important social 
resource in many application scenarios.

Random number beacon description:
 Send a random number periodically (1 per minute)
 Each pulse contains a 512-bit random number string
 Each pulse contains index, time stamp and digital signature
 Any past pulses are publicly available
 The pulse sequence before and after forming a hash chain



Randomness beacon
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The random number beacon shall meet:

 Availability

 Unpredictability

 Authority

 Consistency

 Verifiability       

 High efficiency



Use Case 1: Beacon Service for public entropy source
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Use Case 1: Beacon Service for public entropy source
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http://sjs.qilushop.cn/web/#/ A demo to use DIQRNG for lottery



Use Case 2: Beacon Service for Smart Contract
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Alice committed to Bob without Bob’s corresponding commitment

How to ensure simultaneous signing?



Use Case 2: Beacon Service for Smart Contract
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A centralised solution for contract signing, while the third party 
may have the information of the contract which should be secret



Use Case 2: Beacon Service for Smart Contract
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Randomness beacon utilized for smart contract
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