SFKIES

'../ QUANTUMNET /
Vg
Application and Use case of

Device-independent quantum random number

Ming-Han Li
May 27, 2021




O

'

" The nature of random numbers
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Random number: a number generated in a random process
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» Uniformity

» Unpredictable
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%% The principle of classical random nu'inbér generation

Algorithm-based Based on classical thermal noise
FUNCTION Uniform : REAL:
VAR s P %
Z, k : INTEGER; -y — :
F U8 ut DIV 53668: ._-l[_i e o o L s P

sl := 40014 + (81 - k « B3668) - k = 12211; A,
IF s1 < O THEN sl := sl + 2147483563:

kE := a2 DIV B2TT4; 4
g2 = 40692 = (82 - k = B2T74) - k » 3791: 1
IF s2 < O THEN a2 := a2 + 2147483399; ﬂl B

! g o -~
Z := gl - 82; I I Lot —r—
TF 72 < 1 THEMN T := 7 + 214T483E87: A | |.|;|

Uniform := Z * 4.656613E-10
END

FIGURE 3. A Portable Generator for 32-bit Computers

v" Uniform distribution v" Uniform distribution
Predictable Predictable in principle
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The p‘rinci'ple' of qu’u'niuin rd‘ndom’ nﬁmber-jenefulion
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v" Quantum state obeys superposition rule Photon Polarization
v" Measurement may induce random state collapse
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V 50% probability to get the result "1"
BQ{ v Uniform distribution
PBS \X\ Intrinsic randomness! v Unpredictable in principle
H 50% probability to get the result "0"
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*2.  QRNG technology path

The basic principles of quantum mechanics have inherent randomness that is not
found in classical physics. Therefore, a real random number generator, that is, a
quantum random number generator, can be designed based on quantum

mechanics
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v» Realistic security

In theory, randomness is based on the principles of quantum
physics, and no one (including eavesdroppers) can predict

In reality, there are problems with quantum random numbers :

Device defect, component deviation, classical noise, side channel, adversary.
Therefore, users need to trust the device manufacturer.

Attackers may use device vulnerabilities to obtain random numbers
Need to test the implementation process



#*% Device independent:

The original device-independent idea was proposed in 1998 by Mayers
and Yao' in the study of quantum serial distribution.

Highest security level! even if:
Input > The devices are untrusted
1 » The eavesdropper has the most computationally

capable quantum computer
- Can also generate unpredictable random
i numbers

Output The loophole free Bell test can realize device-
Independent quantum random numbers

[1] Mayers D, Yao A. Quantum Cryptography with Imperfect Apparatus. Annual Symposium on
Foundations of Computer Science - Proceedings, 1998.
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*%  QRNG security classification
ol . 2

True DIQRNG (Self-testing)
random

QRNG

Classical physical RNG
Pseudo
d
Algorithm based RNG random

Security
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Randomness Beacon Periodically broadcast random numbers to other
locations in the system. As a public service, it is an important social
resource in many application scenarios.

Random number beacon description:

> Send a random number periodically (1 per minute) : 38

» Each pulse contains a 512-bit random number string

» Each pulse contains index, time stamp and digital signature

» Any past pulses are publicly available

» The pulse sequence before and after forming a hash chain
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The random number beacon shall meet:
> Availability

» Unpredictability

»> Authority

» Consistency

»> Verifiability

» High efficiency
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Entanglement
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o5 Use Case 1: Beacon Service for public en't_robv source

.
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This website provides device independent quantum random numbers for users.
DI quantum random number DI quantum random number
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USTC Shanghai Institution for Advanced Siudies, Division of Quantum Physics and Quantum Information

Addrass - No. 99 xiupu Road, Pudong New Area, Shanghai 200120, China Jinan Insfitute of Quantum Technology

http://sjs.qilushop.cn/web/#/ A demo to use DIQRNG for lottery
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Use Case 2: Béacon Service for Smart Cdn_trﬁci

How to ensure simultaneous signing?
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CONTRACT
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Alice committed to Bob without Bob’ s corresponding commitment
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%% Use Case 2: Beacon Service for Smart Contract

| Q

J
CONTRACT CONTRACT
signature: Beob \gnature: Bob
\

(=]
CONTRACT
signature: Alice

A centralised solution for contract signing, while the third party
may have the information of the contract which should be secret
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Use Case 2: Béacon Service for Smart Cdn_trﬁci

(=] ) o] )
J Randomness: i J Randomness: { |

Time: tr+ At - Time: ty+ At

(@ )
CONTRACT

Signature: Alice
Randomness: i

a Time: I+ At ) @

CONTRACT

'

Signature: Bob
Randomness: i,

o  Tme: g if i =iy successful!

Randomness beacon utilized for smart contract
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