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OUR TECHNOLOGY

Quantum
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QUANTUM APPLICATIONS

Commercial entangled
photon sources and
detectors

Applications

* Entanglement-based QKD

* Small quantum networks

* Quantum repeater research

* Quantum-enhanced Time
Sensitive Networking
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@Ubitékk QKD Use Case: Industrial Control Systems

All networks are not the same. Some network types currently do not have a feasible security
solution and are underserved.

Industrial

Control
Information Systems
Traditional Networks
Cyber Security ,
Solutions — —
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Dubitekk

Network Requirement #1
Aircraft cannot crash! (ever)

Air Data Sensors
-Air data computers

Network Requirement #2

-Angle of Attack sensors

Understanding ICS Networks

Fuel Management
-Fuel level (Capacitance, Reed/Float
Switch)
-Fuel guantity signal conditioners
-Refuel panels
An-Tank hamesses
-RTD temperature sensors
Pressure sensors & switches

-Densitometers

-Oxygen level sensor

Security... but solution
cannot impact network
requirement #1

Anertial and piezoelectric

-Total air temperature
-Total air pressure
-Stall warning computers

Health & Usage

Monitoring
-Fatigue meter

accelerometers Engine Sensors
-Total air temperature

-Exhaust gas temperature

-Filter differential pressure

-Bleed air pressure

Cabin & Environmental

Control Systems
-Cabin air temperature

S -0l level
-Cabin air pressure .
i -0il temperature
-Humidity sensors
-Flow meters

-M1/MN2 Speed sensors
-Position sensors
-Accelerometers

Hydraulic Systems
-Hydraulic fluid level
(Capacitance, Reed/Float
Switch)
-Filter/Pump differential
pressure
Pressure switches
-RTD temperature
SENSOrs

Flight Controls & Airframe

-Flaps/Slats/SpoilerfAileron position

SENSO0rS
-Rudder/elevator position
-Door position/proximity

-Landing gear position/pressure
-Brake temperature

Waste & Potable Water
Waste/\Water level

AMETEK

SEFMS
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@ubitekk

* Network requirement #1: The grid cannot
go down! (ever)

. C_ritic_:al communications occur between
distributed substations and a control center

* Fiber optics communication channels are
often already present

« Communication channels are unprotected
« Distances between substations is <20km
« Data bandwidth requirements are very low

« Key rate requirements are very low (a few
keys per day)

« Cybersecurity solutions must be secure,
reliable, and easy to maintain (i.e. cannot
impact network requirement #1)

Power Distribution Networks

Smart Grid

A real-time, dynamic network of
electrical demand, supply, and control

Frovides accusate tisse stamp
for grid activity.,
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Courtesy: The What and Why of Smart Grids (ennomotive.com)
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https://www.ennomotive.com/what-are-and-why-of-smart-grids

@ubitekk What is Quantum Key Distribution?

A physms Jased ’
technlque or °
generating and securel
distributing keys j

If

* |s self contained and s
maintaining ;_f

* Keys are random and
cannot be cracked by a
quantum computer

* No software to maintain

* Set-and -{"- rget splution |
||I .
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@ubitekk Benefit of QKD to utility ICS networks?

1. Does not add complexity that LONG-TERM SOLUTION

compromises the reliability of the
SECURE

electrical grid
NO PKiI QUANTUM SAFE

SIMPLE

NO CERTIFICATE AUTHORITY

TAMPER DETECTING
NO |.T. OVERSIGHT PrroToCOL COMPATIBLE

2. Does not add complexity that
compromises the reliability of the
electrical grid
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3. Does not add complexity that
compromises the reliability of the
electrical grid
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@UbitEkk Implementation Example

Unsecured communications

Control | — : Substation
Center : Optical Fiber l :

|
|
Network Device |

IEXISTING
IEQUIPMENT

SO
00 00 L0000 O0,

Network Device
(i.e. switch)

LEXISTING
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@UbitEkk Implementation Example

IEXISTING
IEQUIPMENT

Network Device
(i.e. switch)

256-Bit Key

QKD Transceiver t

AES encrypted communications based on QKD keys

Control | — ] Substation
Center : Optical Fiber l :

|
|
|
Network Device |
(i.e. switch) |

256-Bit Key

QKD Transceiver

| Optical Fiber :
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@UbitEkk Implementation Example

Control

Substation
Center |
I l I
' |
I
IEXISTING Ne"cwork !Device l I EXISTING Ne’Fwork !)evice [
lequipMENT Q[ _ lie. switch) | lequieMENT 9 lie-switch) |

256-Bit Key

QKD Transceiver t

256-Bit Key

QKD Transceiver

| Optical Fiber :
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@UbitEkk Alternatives?

Evolution of Utility Control Network Security

Too difficult to maintain
*  Certification outages
* Operational complexity

Security through
obscurity

Public Key Quantum Key

Static Keys Infrastructure Distribution
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@ubitekk

Qubitekk QKD Transceivers

Utility Demonstration in US

27 km distribution line (5 substation

s + 1 control center)
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)))ub’tekk Adoption: Cost Benefit Analysis
PKI Solution QKD Solution

Operational Impact a Unwanted data
(Cost: ?777?) latency
<
Added operational
complexity
Yearly Cost -

User Seats
Use Cost (~$250K) w

@10 yr. lifetime,
. Cost: ~$2500/yr
%, per substation

Q
Bhoe o

Certificate Costs I
\-;?
Maintenance ($50K) Upgrades / QKD BENEFITS 2
Maintenance <@

* Automatic key management
* Long-term security
* Eavesdrop detection
» Set-and-forget operation

System (3200K/10yrs) ‘:quipmeF:l}f/ISoftWare

3 B
Pt -
- ,.‘ . ’ L
‘ 5 { \\

\J
.
.
*
‘

+ Staff ($100K)

For a utility with 100 substations, QKD is
~50% the cost of PKI solution.

~$420,000/yr
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QKD networks based on entanglement can enable more versatile quantum

networks
Centimeters-to-Meters Meters-to-Kilometers Many Kilometers
Entangled

Photon Atomic gates

A QUANTUM CAMPUS

Quantum memories

Equipment Room
User Lab

) - Node

(Shared qubit sources,
switches and detectors)

\
N - Node
/ (photons)

Fiber optic (or
optical waveguide) , ,
channel Photonic gates

Quantum Computing
& Sensing

2 (User modification
(atoms) - 3 — or use of qubits)

Dedicated optical
fiber bundle ' Equipment Room

Quantum Networking

Terrestrial fiber optic
guantum network

Quantum satellite’s
free-space link

Quantum Secure
Communications
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@lﬂ?ité’(k Conclusions

* |ICS networks are an excellent first use-case for QKD

* For electrical utilities: QKD solves a problem that classical solutions
cannot

* Can make a viable economic argument for utility adoption

* Adoption will occur as technology matures and solution is refined for
customer

* Can be a “stepping-stone” solution to more general quantum networks
for qubit distribution
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@ubitekk

Thank You!



&@Ub’e tekk Contact Information...

For additional Information, please contact:

Dr. Duncan Earl
865-599-5233
dearl@qubitekk.com
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