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Wide spectrum of 38 partners with different background: NPLE

Motivation and benefits:
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of components, devices and systems

¢ TRL 4 — technology validated in lab
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Pilot for pan-European quantum communication infrastructure
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Within OpenQKD we will demonstrate different kinds of use-cases:

- 32 different official use-cases defined in the original proposal of OpenQKD
« List at our project homepage https://opengkd.eu/opengkd-in-action/
« Will be operated at 16 different sites
» Use-cases with the numbers UC01 — UC32

- 7 additional use-cases born in the project
« Partners at 3 different locations agreed to extend their demonstrations
» Use-cases with the numbers UC33 — UC39

» 9 additional funded use-cases from the first wave of open calls UC40 - UC48

« X use-cases from the second round of open calls (X>7)


https://openqkd.eu/openqkd-in-action/

18 OpenQKD testbed sites
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Operation of SDN with QKD
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Madrid ES

_ .. P -

Madrid, ES

Network security and attestation (Use-Case 15)
Critical infrastructure protection (Use-Case 16)

QKD as a cloud service (Use-Case 17)

\

Quantum cryptography for B2B and 5G networks (Use-Case 25)

Security in e-health services (Use-Case 18)
Self-healed network management (Use-Case 26)
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* Deployed, full installation. redi
* Moving, (prev. Lab. installation) madrid

Expected, (summer)
000

: ¢ Telefonica
. 8 QKD pairs (DV: 2xC & 1xO band, .

5 CV, O Band) “?ﬂ?‘\
*  5QKD pairs pending (Before summer) &«E—;j

*  Optical transport equipment.
* Level 1 & Level 2 encryptors POLITECNICA
“Ingeniamos el futura’

Important: A real world network. =
Shared quantum and Classical infrastructure, %
including optical fibre. CV+DV systems on the same

Fibre. Two connected operators. Several < IVI Q

manufacturers (quantum and Classical, QKD &
encrypt.) Production facilities.

The 2018 version:

“The Engineering of a SDN Quantum Key Distribution Network”

IEEE Comms. Mag. July 2019, doi: 10.1109/MCOM.2019.1800763;
http://arxiv.org/abs/1907.00174 7



http://arxiv.org/abs/1907.00174
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SDN-based software stack SDN
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R&S L2 encryptor

OADM-+programm.
™ Switch (add/drop
Quantum Channels)
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CV QKD +
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:_/ *Quiron
Quijote Q”"“e**

“ ” evedo
a “central” Node

. 2 Quantum & service channels DV and CV from/to previous/next node.
Compatibility in C & O bands in same fiber.
. Classical communications in bidi fiber, cyphered L1, L2 & L3 traffic.

ADVA OTN +
=t _ink encryptor

2idQ DV QKD (C and O-band,
1550 nm + 1310nm)
=t OpenQKD systems




QKD integration in 5G and PQC OPLCII <~ QKD

— Berlin DE — o

Berlin, DE

Interoperability of QKD and PQC using 5G and
fiber link (Use-Case 27)

Integration of QKD to a telecoms core
network architecture (Use-Case 28)
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Berlin Testbed Overview OPLI1 <> QKD
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OpenQKD - TestNet Berlin — UC#28 /#27

Architecture

* Layered network
* Network domains

+ Network functionalities
* Network performance

« Applications
* Key performance

* QKD Prov 01:
* QKD Prov 02:

* ENCProvit:
* ENCProviz:

* 5G Prov 21:
* 5G Prov 22:

*  K-User Prov 31:
«  K-Mgmt Prov 32:

* PQCProv4i:

¢+ K-HSM-xy:

*  N-Mgmt Prov 51:

QKD: Quantum Key Distribution

idQuantique
Toshiba

tbd
ADVA

DTAG
DTAG

DTAG
DTAG

DTAG

DTAG

DTAG
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WFD-01, Berlin WFD-02, Berlin DOT-01, Bedin WFD-03, Berlin
L3-VPN L3-VPN
Immd ................. Data Fiber Patch Data . E‘c .
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.................... FiberPatch | Protocol |t QKD ||~~~ Pac 1
Fibegpatch |_Quantum Prov Prov
0x 41
* QKD Prov 01 - idQuantique * QKD Prov 02 - Toshiba * Encryptor Prov 12 - ADVA
* QKD-01 Cerberis System * QKD-03 Toshiba-01 (TREL#3) * ENC-01-0x ADVA-01
Quantum channel at 1310 nm Quantum channel at 1310 nm FSP3000 DWDM System
1 x 10GBASE Protocol channel 3 x 10GBASE Protocol channels 10x10-100G Muxponder
¢ QKD-02 Cerberis System as As, or as DWDM data channels? C-Band tunable
Quantum channel at 1552,72 nm * QKD-04 Toshiba-02 (TREL#4)

1 x 10GBASE Protocol channel

PQC: Post Quantum Cryptography

Quantum channel at 1550,12 nm + User application L3-VPN - Thales

3 x 10GBASE Protocol channels . . .
as As, or as DWDM data channels? User devices, L3-VPN getting Keys
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Medical use-case in Graz OPLII<"> QKD

Graz, AT

ITS securing sensitive medical data at rest
and in transit (Use-Case 21)

Graz AT
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SHAMIR'S SECRET SHARING OPLI | éj% QKD

LAN / user side WAN / internet side
providing network drives read and write

using SMB/NFS or S3 to/from S3 storages

protocol fragmentiX box

mﬁw LOCATION A = r -
r‘ M} r-a mﬂ—}‘ LOCATION B ﬂ
HWQ LOCATION C

any kind of data upto 2 TB
size per file

Need at least 2 shares to retrieve full data
A single share yields no information



Deployment finalized in Graz:

O Test of QKD links (4 from IDQ, 2 from Toshiba)
and completed under realistic conditions

O Fiber infrastructure characterized
O Interface to encryptors (ADVA) implemented
O Storage solution by FragmentiX

Dry-run of optical network
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Geographic layout of network nodes

15



OPLII<"> QKD

Key Rate Generation

IDQ links were deployed for more than 2 months
Average secure key rate: up to 2.7 kbit/s

Toshiba links were deployed for 2 weeks
Average secure key rate: up to 1.9 Mbit/s

11/26
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OPENQKD Get involved OPLII< QKD

Quantum Industry Board Open Calls

* Industry discussion forum e 1.000.000 € to expand project’s innovation power
* Up to date project info via newsletter « 2" round open now

* Face-to-face meetings for QIB members * Up to 80.000€ per mini-projects

* Applications, use-cases, technological
Register via: development (HW & SW)

* 2 stage process, brief project idea at stage 1

bob kd.
ob@opengkd.eu + Deadline stage 1: 04.06.2021

More information on: www.opengkd.eu/getinvolved
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