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Very important and related matters...

* |dentity proofing
 Authentication

« Authorization
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Authentication

 To digital wallets

e To services of all kinds
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Authentication to services of all kinds - DID

. Universal LACChain

1. “sub”, the DID of the subject o
2. “iss”, the id of the verification method Login o
to be used as authentication method. | Generats & Sign
3. “aud”, the DID of the wallet that is JWT with user DID
trying to authenticate (5 ) ;
4. “iat”, the issuance date of the JWT in i o
milliseconds (UNIX timestamp format) Sl Pubiokeys >
5. “exp”, the expiration date of the JWT
in  milliseconds (UNIX timestamp DRI ol ibostiss
format) |
6. “userinfo”, the extra information of o o 0 B
the user, could be in any JSON format, Srants/Deny access ot authentcation resul i 8 v Puble Koy
for example a VC or VP Y € nrmnor oo :

—>»  Sync Request

€-------- Async Response
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Authentication to services of all kinds - DID
Connect

1. Based on DIDs and optional use of VCs/X.509
2. X.509 can also be inside the DID as a public key
3. Original development: https://developer.kaytrust.id/Specs/DIDConnect/
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Verification of the identity behind a DID (issuer,
subject, ...) — On-chain DNS

LACChain

LACChain LACChain

Applicant Permissioning
Committee

Send DID and X.509 certificate with |
Ethereum & other key pairs CSR | H

DNS_SC Registry DID Registry

>

Generate X.509 from CSR

Send X.509 in PEM format

A4

Return pointer from IPFS file —>  SyncRequest/ Response

H ! ° «€--------  Async Response

: : Register the data of the entity
H | (subject from X.509), DID
H i and pointer to from IPFS

Generate a new DID from °

Ethereum key pair CSR Change controller to DID

i Applicant & register public keys as
verification methods of the DID

>
»>

i Return the new DID :
: . :

" IPFS pointer to X.509 certificate i '
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Verification of the identity behind a DID (issuer,
subject, ...) — On-chain DNS

__________________________________________________________________
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Verification of the identity behind a DID (issuer,
subject, ...) — On-chain DNS

1. It could be possible to erase the CA and have entities self-registering themselves and
leaving the X.509 in the IPFS for verification

2. In some use cases is necessary to have alternative proofs or evidence of authorization to
something (i.e., the issuer is entitled to the issuance of digital diplomas or vaccination
credentials). This can be achieved through additional root of trusts or through chains of
VCs that are packed in the VP, among other options
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Verification of an X.509 against a blockchain

Blockchain 1

Blockchain 2
Intermediate CRL / OSCP Smart Contract .
H Address: 0x1...630eE |

Final CRL / OSCP Smart Contract :
Address: 0x2...ebFal

OSCP Responder
URI: http//oscp1

OSCP Responder

URI: http:fioscp2
OSCP Request
OSCP Request
X.509
Client X.509 Issuer Certificate
X.509
. Issuer Certificate
authorityInfoAccess
S0P Rl Intermediate X.500
OCSP;URI:htip:#ioscpiOx1.. 630eE )
authorityInfoAccess
Root X.509
ipls: OSCP URI
OCSP;URI:http:/oscpi0x2.. ebFal
) |
IPFS Node 0
——
Cloud Storage
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LACChain Permissioning Committee as a

Q Return new X.509 certificate

A

Appljcant Applicant certificate

Send traditional X.509 certificate

Certificate X.509 with

N Ethereum key embedded

Traditional X.509 certificate

N\ Issue certificate
Send Post-Quantum CSR

Quantum Certificate Request (CSR)

Private Key  Public Key

LACChain
Permissioning
Committee

Post-Quantum key pair

Send Ethereum CSR
Generated DID

Change controller and
add verification methods

Private Key Public Key

LACChain DID Registry

Ethereum key pair Certificate Signing Request (CSR)

i Verification M
Applicant DID 3 M erification Methods
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NETWORK STATUS
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RECENT PUBLICATIONS

SELF-SOVEREIGN
IDENTITY

The Future of Identity: Self-Sovereignity,
Digital Wallets, and Blockchain

NIDB  \3IDB LAE  LACCHAIN
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CONTACT US

hli Bjock explorer: http://dashboard.lacchain.net

hli Transaction explorer: http://explorer.lacchain.net

LACChain Notarizer: http://notarizer.lacchain.net

A hain.net
o Github: https://github.com/lacchain www.lacchain.ne

' + Roadmap: https://medium.com/@lacchain.official/lacchains-networks-roadmap-600b58872e43

@ Video: https://vimeo.com/336766495/b5be8ffc46

Medium blog: https://medium.com/@lacchain.official

M
@ Linkedin: https://www.linkedin.com/company/lacchain-ecosystem/

Twitter: https://twitter.com/lacchain?lang=en

@ Email: info@lacchain.net
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