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A little about myself

• Husband, father (+2), geek 8-)

• Security researcher for the last 18 years
• Specialize in telecom and blockchain

• CEO @Naboo (blockchain AML)

• A member of ITU-T Study Group 11

• Handles:
• Assaf.klinger@gmail.com

• @AssafKlinger

• https://www.linkedin.com/in/assaf-klinger-8a0b7159/
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UDIS and cryptocurrency

• Cryptocurrencies are an 
alternative to the centralized, 
regulated financial systems

• Using cryptocurrencies 
fraudsters enjoy the freedom 
to move money around 
without regulation or 
monitoring



Crypto scams 

• Crypto scams are build like trees (simple) or graphs (complex)

• The leafs are the “public facing wallets” i.e. the wallets that are 
publicly shared in order to collect the funds from the victims.

• The “public facing wallets” appear in the ponzi websites and IM 
groups (Telegram, WhatsApp, etc...)

• Funds from the “public facing wallets” are then funneled through a 
series of “funneling” wallets in order to hide the tracks of the money 
gotten from the illegal activity.

• From the “funneling wallets” the funds are collected in “root wallets” 
from where the money is laundered via exchanges or token swaps



Getting intelligence

• Scan the web, IM groups (WhatsApp, Telegram) and dark web

• Use aggregator databases if possible, for example:
• https://etherscamdb.info/scams

• https://www.bitcoinabuse.com/reports

• These sites are far from complete, they are community generated…

https://etherscamdb.info/scams
https://www.bitcoinabuse.com/reports


Simple funneling tree of a scam



Complications to the simple tree

• Exchange pools
• Centralized exchanges work with inbound and outbound pool, with a private 

internal database for keeping each user’s funds separate.

• Coin Mixers
• In BTC there is a possibility to perform many-2-many transactions, with 

multiple inputs and multiple outputs, which complicates tracking

• Token Swaps (atomic swaps)
• An atomic swap is two users exchanging coins via four private wallets, two in 

the source coin / token and two in the target coin / token. An atomic swap is 
comprised of two supposedly unrelated transactions on two different 
blockchains



End point of the tracking process

• We’ve reached a “root” wallet with positive balance and no outgoing 
transactions

• We’ve reached an exchange pool and it’s safe to assume the funds 
we’re converted to fiat



Example use case

• Let’s pull a scam from the EtherScamDB

• This looks like an active ponzi☺:



Leaf wallet – bit-donor.com

• 1Fr2VJ2pgMsAktcLonHUqBnZbu7H1zZLpH

https://www.walletexplorer.com/address/1Fr2VJ2pgMsAktcLonHUqBnZbu7H1zZLpH


Leaf wallet – bit-donor.com

• 1Fr2VJ2pgMsAktcLonHUqBnZbu7H1zZLpH

• Busy wallet, active from Mar. 2019, transacted ~2 BTC (~$14K)

• Direct exfiltration of 600$ from deposits made by victims (14 txs) to:
• https://www.luno.com

• https://www.coinpayments.net

• ~75% of the funds were funneled to: 
1DKYRgUVvQhFb3rb1DjejRxyDGkC211xU9

https://www.walletexplorer.com/address/1Fr2VJ2pgMsAktcLonHUqBnZbu7H1zZLpH
https://www.luno.com/
https://www.coinpayments.net/
https://www.walletexplorer.com/address/1DKYRgUVvQhFb3rb1DjejRxyDGkC211xU9


Funneling wallet – bit-donor.com

• Let’s look at the funneling wallet: 
1DKYRgUVvQhFb3rb1DjejRxyDGkC211xU9

https://www.walletexplorer.com/address/1DKYRgUVvQhFb3rb1DjejRxyDGkC211xU9


Funneling wallet – bit-donor.com

• Let’s look at the funneling wallet: 
1DKYRgUVvQhFb3rb1DjejRxyDGkC211xU9
• 46 transactions

• 12 funneling cycles

• The large amounts we’re funneled to:
• https://www.walletexplorer.com/wallet/00cedcb2e5d97202→ this is a root

wallet, from here funds are exfiltrated to fiat

• https://www.walletexplorer.com/wallet/004bd96c19bf9f13→ another 
funneling wallet

• https://www.walletexplorer.com/wallet/04eb430860b8a3d5→ another 
funneling wallet that also exfiltrates funds to fiat

https://www.walletexplorer.com/address/1DKYRgUVvQhFb3rb1DjejRxyDGkC211xU9
https://www.walletexplorer.com/wallet/00cedcb2e5d97202
https://www.walletexplorer.com/wallet/004bd96c19bf9f13
https://www.walletexplorer.com/wallet/04eb430860b8a3d5


Root wallet – bit-donor.com

• Let’s look at the root wallet: 
https://www.walletexplorer.com/wallet/00cedcb2e5d97202

• This is a hot wallet that exfiltrates funds via https://www.huobi.com

• This wallet probably works in tandem with several other wallets, the major 
one being:
• https://www.walletexplorer.com/wallet/0010b7a31eb4bfd5 (hot) which currently 

holds ~15 BTC (over $100K)

• From https://www.walletexplorer.com/wallet/0010b7a31eb4bfd5 we can 
get to the jackpot wallet which is: 
https://www.walletexplorer.com/wallet/00b078bc1fe43cca this wallet 
currently holds ~19K BTC (over $138M) → this is the one to go after

https://www.walletexplorer.com/wallet/00cedcb2e5d97202
https://www.huobi.com/
https://www.walletexplorer.com/wallet/0010b7a31eb4bfd5
https://www.walletexplorer.com/wallet/0010b7a31eb4bfd5
https://www.walletexplorer.com/wallet/00b078bc1fe43cca


What’s next ?

• This campaign can be further mapped, to find additional funnels and 
leaves, starting with the jackpot wallet and going down from there

• These wallets interact directly with regulated exchanges:
• https://www.walletexplorer.com/wallet/00cedcb2e5d97202

• https://www.walletexplorer.com/wallet/0010b7a31eb4bfd5

• https://www.walletexplorer.com/wallet/04eb430860b8a3d5

• https://www.walletexplorer.com/wallet/89dfe7747d589779

• Law enforcement can retrieve KYC data and investigate the owners of 
these wallets.

https://www.walletexplorer.com/wallet/00cedcb2e5d97202
https://www.walletexplorer.com/wallet/0010b7a31eb4bfd5
https://www.walletexplorer.com/wallet/04eb430860b8a3d5
https://www.walletexplorer.com/wallet/89dfe7747d589779
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