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Financial Crimes Typologies

Payment Card Fraud &    
Card-not-Present Fraud (CNP) 

Charity Fraud & 
Donation Scam 

Online 
Sextortion

Investment & 
Boiler room Fraud

Advance Fee 
Fraud (AFF)

CEO-Fraud & 
Business Email 
Compromise (BEC)

Telecom Fraud & 
Telephone Deception  

Online Love & 
Romance Scam 

Non-Delivery Scam 

Ponzi & Unlicensed 
Digital Investment 
Schemes (UDIS)
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Money Laundering Typologies

Informal Value Transfer 
Systems (IVTS)

Betting & Gambling 
related Money Laundering

Hawala

Ethnic based 
Money Laundering

Trade-based Money 
Laundering (TMBL) Money Laundering via 

Virtual Assets &
Cryptocurrencies 

Money Mules
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Misuse of public funds 

Sale of counterfeit goods 

Non-Delivery Scams BEC & CEO-Fraud 

Investment Fraud  
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Criminal activities of individual actors affect numerous 
targets/victims in multiple countries  

Complaints/reports are filed with local police authorities in 
multiple countries; investigations are carried out in silos 

Cases and investigations have to be connected, police agencies 
have to join efforts to address and locate criminal actors for 
bringing them to justice
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Source: www.bbc.om
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Case coordination efforts

Various 
countries & jurisdictions involved:

• Origin of suspects
• Location of arrests
• Crime scene/s
• Location of victims
• Location of Virtual Service Asset 

Providers (VASP) where assets are 
laundered, converted, cashed-out
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