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IIFAA Introduction

➢ Objective: In order to satisfy the development of industry chain and meet the
requirements of financial security, Ant Financial Services Group and industry chain
partners established International Internet Financial identity Alliance (IIFAA) in June
2015. IIFAA provides a neutral, convenient and secure authentication methods to
support the rapid development of Internet Finance, digital ID authentication inclusive.
(http://ifaa.org.cn)
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System architecture – Remote biometric 
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System architecture – Local biometric authentication 

& remote ID authentication
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Security

TEE/SE

➢ TEE/SE provide secure execution environment: 
• Biometric authenticator, Encryption, Decryption, 

Signature

• TEE, SE

➢ Security channel between IIFAA client and IIFAA

server:
• Confidentiality, integrity, non-repudiation

• Timestamp/nonce to avoid replay attack
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Usage in curb CORVID-19
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