
United Smart 
Sustainable 
Cities

4

Empowered lives.
Resilient nations.

United Nations
Educational, Scientific and

Cultural Organization

United Nations
Economic Commission for Africa

Accelerating city 
transformation using 
frontier technologies 
A U4SSC deliverable 

United Smart 
Sustainable 
Cities

4

Empowered lives.
Resilient nations.

United Nations
Educational, Scientific and

Cultural Organization

United Nations
Economic Commission for Africa

Accelerating city 
transformation using 
frontier technologies 
A U4SSC deliverable 





Accelerating city transformation 
using frontier technologies
A U4SSC deliverable



ii Accelerating city transformation using frontier technologies | A U4SSC deliverable

Foreword

This publication was developed within the framework of the United for Smart Sustainable Cities (U4SSC) 
initiative.

Acknowledgements

The development of this deliverable was led by Mr Ziqin Sang and Mr Tomás Llorente Aguado. The authors 
would like to thank Mr Robert Lewis-Lewington (UN-Habitat), Mr Chris Ip, Ms Mythili Menon and Ms 
Cristina Bueti (ITU), Mr Jorge Diaz Garcia-Herrera (SESIAD, Spain), Mr Zhaoming Lu (Beijing University of 
Posts and Telecommunications), Ms Linpei Li (Beijing University of Posts and Telecommunications), Ms 
Fangyun Dong (Beijing University of Posts and Telecommunications), Mr Haojun Ai (Wuhan University), 
Ms Xueqin Jia (China Unicom), Mr Wuying Du (Wuhan University), Mr Andres Abad Rodriguez (World 
Health Organization), Mr Keng Li (China ICT Group), Mr Vimal Wakhlu (Telecommunications Consultants 
India Limited), Mr Kristian Lande (Independent entrepreneur, Switzerland), Ms Darine Ameyed (CEO 
Nyn-R, Canada), Mr. Alex Mateo (Envirosuite, Spain), Mr Hassane Khalil (Lebanon Green Building Council, 
Lebanon), Mr Pablo Suarez (Fullandfast, Spain), Ms Sheila Romera Aznar (Smart Healthy Citizen innovation 
and educative programme, Spain), Mr Panos Fitsilis (University of Applied Sciences of Thessaly), and Mr 
Leonidas Anthopoulos (University of Applied Sciences of Thessaly).

Mr Ziqin Sang and Mr Tomás Llorente Aguado wish to thank the U4SSC management team: Mr Nasser Al 
Marzouqi (U4SSC Chairman), Mr Abdurahman M. Al Hassan, and Mr Paolo Gemma (U4SSC Vice-Chairmen) 
for their assistance and contributions. 

The authors also extends their gratitude to the contributing organizations, along with their representatives: 
Mr. Oliver Hillel from the Convention on Biological Diversity (CBD), Ms Lucy Winchester and Ms Vera Kiss 
from the Economic Commission for Latin America and the Caribbean (ECLAC), Ms Simone Borelli from the 
Food and Agriculture Organization (FAO), Mr Chris Ip, Ms Mythili Menon and Ms Cristina Bueti (ITU), Ms 
Iryna Usava from the United Nations Development Programme (UNDP), Mr James Murombedzi from the 
United Nations Economic Commission for Africa (UNECA), Mr Guilherme Canela from the Regional Bureau 
for Sciences in Latin America and the Caribbean of the United Nations Educational, Scientific and Cultural 
Organization (UNESCO), Ms Martina Otto and Ms. Sharon Gil from United Nations Environment Programme 
(UNEP), Mr Matthew Ulterino from the United Nations Environment Programme Finance Initiative (UNEP-
FI), Mr Motsomi Maletjane from the United Nations Framework Convention for Climate Change (UNFCCC), 
Mr. Andre Dzikus, Ms. Tania Lim, Mr Jean Yves and Mr Robert Lewis-Lettington from the United Nations 
Human Settlements Programme (UN-Habitat), Mr Mark Draeck, Ms Katarina Barunica Spoljaric and Mr 
Nicholas Dehod from the United Nations Industrial Development Organization (UNIDO), Mr William Kennedy 
from the United Nations Office for Partnerships (UNOP), Ms Soumaya Ben Dhaou and Ms Judy Backhouse 
from the United Nations University – Operating Unit on Policy-Driven Electronic Governance (UNU-EGOV), 
and Mr Alexander Baklanov from the World Meteorological Organization (WMO).

The opinions expressed in this publication are those of the authors and do not necessarily represent the 
views of their respective organizations or members. 

ISBN: 978-92-61-31861-1 (Electronic version)

© CBD, ECLAC, FAO, ITU, UNDP, UNECA, UNECE, UNESCO, UNEP, UNEP-FI, UNFCCC,  
UN-Habitat, UNIDO, UNOP, UNU-EGOV, UN-Women and WMO.



iiiAccelerating city transformation using frontier technologies | A U4SSC deliverable

Executive Summary 

The United for Smart Sustainable Cities (U4SSC) initiative is a global platform dedicated to supporting 
cities in becoming smarter and more sustainable. The U4SSC is coordinated by the International 
Telecommunication Union (ITU), the United Nations Economic Commission for Europe (UNECE), and the 
United Nations Human Settlement Programme (UN-Habitat) with the support of 14 other UN bodies.

Frontier technologies provide cities with an innovatory opportunity to expedite their transformation 
to unique cyber-physical systems, capitalising on data exchange among heterogeneous agents, while 
encapsulating the concepts of “smartness” and “sustainability” in their operations. To this end, the 
transformative potential of frontier technologies is exemplified in their ability to reshape the way cities 
provide services and meet citizens’ needs. 

This report aims to shed light on the impact of frontier technologies in cities and on citizens. In this 
context, it delves into a series of frontier technologies including: artificial intelligence; Internet of things 
(IoT); digital twin; unmanned aerial vehicles/drones; wearable technology; and virtual/augmented 
reality. The impact of each technology is highlighted in the corresponding sections and a set of common 
challenges have been identified. 

This report will first provide insights into the current urbanisation trends and provide an overview of 
the importance of connecting cities with the sustainable development goals (SDGs). The deliverable 
will conclude by highlighting the technical challenges that cities are still facing when implementing 
frontier technologies and the pivotal role of standardisation in addressing these challenges. 





vAccelerating city transformation using frontier technologies | A U4SSC deliverable

Foreword ......................................................................................................................................................................... ii

Acknowledgements ........................................................................................................................................................ ii

Executive Summary  ....................................................................................................................................................... iii

List of abbreviations .......................................................................................................................................................vii

Introduction   ..................................................................................................................................................................1
Cities of the future ...................................................................................................................................................1
Connecting cities with the Sustainable Development Goals ...................................................................................3
The objectives of this report ....................................................................................................................................4

Artificial intelligence .......................................................................................................................................................5
AI and the fourth industrial revolution ....................................................................................................................5
Optimising urban operations using AI  ....................................................................................................................7
In focus – using AI to create cycling routes, London .............................................................................................10
In focus – AI for water quality monitoring, Shandong province ............................................................................11

The Internet of things  ..................................................................................................................................................12
IoT and a connected city ........................................................................................................................................12
Improving city efficiency using IoT .........................................................................................................................14
In focus – the smartest building in the United Arab Emirates – the Burj Khalifa, Dubai ......................................16
In focus – IoT for food and farm systems- IoF2020 project, European Commission ............................................18

Digital twin ....................................................................................................................................................................20
Overview of digital twin  ........................................................................................................................................20
Digital twin and cities  ............................................................................................................................................20
In focus – virtual Singapore, Singapore..................................................................................................................22

Unmanned aerial vehicles/drones  ...............................................................................................................................24
Overview on drones  ..............................................................................................................................................24
Enhancing urban monitoring and mapping using drones  ....................................................................................24
In focus – the camp fire in 2018, California  ..........................................................................................................27
In focus – tackling the novel coronavirus situation - June 2020, Telangana (India)  .............................................28

Wearable technology ....................................................................................................................................................29
Overview on wearable technology ........................................................................................................................29
Improving health and quality of life using wearable devices ................................................................................29
In focus – cultural engagement and entertainment using wearables - MONICA, Lyon  ........................................30

Virtual reality/Augmented reality  ................................................................................................................................31
Overview on VR/AR ................................................................................................................................................31
Enhancing urban planning using VR/AR  ...............................................................................................................31
In focus – VR for urban planning and citizen participation, London, Canada   .....................................................33

Tracing the future path of frontier technologies in cities ............................................................................................34
The technical challenges remain............................................................................................................................34
The role of standardisation in driving frontier technologies  ................................................................................36

Conclusion .....................................................................................................................................................................38

CONTENTS





viiAccelerating city transformation using frontier technologies | A U4SSC deliverable

List of abbreviations

AI artificial intelligence
UAVs unmanned aerial vehicles
SSC smart sustainable city
SDGs Sustainable Development Goals
ICTs information and communication technologies
4IR fourth industrial revolution
COVID-19 Coronavirus pandemic of 2019
TfL Transport for London
LSTM long short-term memory network 
IoT Internet of things
GHG greenhouse gas
CAA Civil Aviation Authority, United Kingdom
ITS intelligent transportation systems
WDS wearable device-related services 
VR virtual reality
AR augmented reality
WDN water distribution network 
ITU International Telecommunication Union
FG-AI4EE Focus Group on Environmental Efficiency for Artificial Intelligence and other Emerging 

Technologies 
FG-AI4H Focus Group on AI for Health 
FG-AI4AD Focus Group on AI for Autonomous and Assisted Driving 



viii Accelerating city transformation using frontier technologies | A U4SSC deliverable



Introduction  

Cities of the future

Along the same trajectory of the Internet paving the way for the information age in the late 20th 
century, frontier technologies are laying the foundation for a new technological age that is characterised 
by the digitalisation wave, heavily predicated on data and associated analytics. The combination of 
these three elements can profoundly reshape the way cities operate and meet the basic needs of 
every citizen. Globally, cities are integrating technologies into their daily operations to keep pace with 
urbanisation. This is exemplified by the city of San Diego installing over 4 200 intelligent sensors to 
transform the city’s streetlights into smart infrastructure as part of its efforts to implement one of the 
largest smart city platforms in the world.1 These sensors are capable of generating metadata on vehicle 
counts, temperature, pedestrian counts, parking space, and other information on the surrounding 
environment, all in real time. The collected data are then analysed by artificial intelligence (AI) powered 
software, giving city planners the insights needed to improve traffic congestion, find empty parking 
spaces, enhance public safety and monitor the surrounding environment.2 In South Africa, small 
unmanned aerial vehicles (UAVs) have been deployed to map the health condition of vineyards. The 
high-resolution images were shared with farmers and soil scientists to optimise efficiency of spraying 
nutrients / fertilizers and irrigation.3  

“Cities of the future are urban agglomerations that harness 
the power of frontier technologies to improve the quality of 

public services and promote long-term sustainability.”

As this report will demonstrate, the application of frontier technologies can be extended to practically 
every urban operation, from improving access to health services and monitoring climatic conditions 
to enhancing emergency responses. 

The importance of “cities” has been well recognised by the international community, as evinced by 
the New Urban Agenda and Sustainable Development Goal 11 (Sustainable Cities and Communities). 
These international instruments have supported a unique vision for cities of the future without delving 
into specifics.4 With cities increasingly embarking on their respective smart city journeys, the concept 
of cities of the future is also gaining clarity. In the context of this report, cities of the future can be 
deemed to be urban agglomerations that harness the power of frontier technologies to improve the 
quality of public services and promote long-term sustainability. 

Cities become smarter and more sustainable by leveraging data insights obtained from intelligent 
sensors and other connected devices to improve operational and environmental efficiency. Therefore, 
the “city of the future” can also be referred to as a smart sustainable city (SSC).

Accelerating city transformation using frontier technologies | A U4SSC deliverable 1
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An SSC can be defined as follows:

“A smart sustainable city is an innovative city that uses information and communication 
technologies (ICTs) and other means to improve quality of life, efficiency of urban operation 
and services, and competitiveness, while ensuring that it meets the needs of present and future 
generations with respect to economic, social, environmental as well as cultural aspects.”

Recommendation ITU-T Y.4900

ICTs are core enablers of frontier technologies. They provide the digital infrastructure for data processing 
and analysis, both of which are crucial for frontier technologies. Access to the Internet is also essential 
for citizens to participate in the digital economy and for cities to improve their overall sustainability 
and economic competitiveness. As the implementation of a specific frontier technology does not in 
itself guarantee positive impact, cities need to adopt frameworks that are rooted in global values and 
must also develop a human-centric approach to technology, one that will ensure advancement in the 
development and utilisation of these technologies, without leaving anyone behind. 
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Connecting cities with the Sustainable Development Goals

The disruptive potential of frontier technologies provides cities with an unprecedented opportunity to 
reinvent their approach to sustainable development and align their development strategies with the 
Sustainable Development Goals (SDGs). Adopted by all 193 UN member states in 2015, the 17 SDGs 
offer the most comprehensive developmental blueprint for cities to tackle global challenges and achieve 
inclusive growth. 

Figure 1: The Sustainable Development Goals

Cities, in particular, are at the centre of initiating policies that would steer the world towards a sustainable 
path. Today, more than half of the world’s population lives in urban areas. The proportion is expected 
to reach 68 per cent by 2050.5And yet, over 1 billion people still live in slums or informal settlements. 
Around 2 billion people do not have access to waste collection services and 3 billion do not have access to 
controlled waste-disposal facilities.6 Cities also account for 60 to 80 per cent of global carbon emissions.7 
Densely populated urban areas are particularly vulnerable to more frequent and extreme weather and 
natural disasters.8 

The importance of making cities safer and more sustainable is unambiguously reflected in SDG 11 “Make 
cities and human settlements inclusive, safe, resilient and sustainable”. While each of the 17 SDGs is closely 
linked to rapid urbanisation, SDG 11 calls for, among other things, providing access to safe, affordable and 
accessible housing and transport systems to all, reducing the number of deaths and people affected caused 
by natural disasters, and increasing the resource efficiency of cities and human settlements.9

Therefore, the most prominent challenge cities will be facing is to develop a sustainable environmental, 
social and economic ecosystem for all citizens who either already reside in urban areas, or will be arriving 
in cities by 2030. As elaborated in the ensuing sections of this report, frontier technologies can contribute 
positively to all three pillars of sustainable development.10 With the support of the SDGs as a strategic 
framework, frontier technologies can drive positive changes that would support cities in reaching the 
targets within SDGs.11 
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The objectives of this report

The main objective of this report is to provide a general overview of the impact of frontier technologies in 
cities. It underscores six frontier technologies and their implementation value to assess the contribution 
of each technology in making different city services or operations more efficient and sustainable. The 
six frontier technologies explored in this deliverable are: artificial intelligence; Internet of things; digital 
twins; unmanned aerial vehicles/drones; wearable technologies; and virtual reality / augmented reality. 

It is important to note that the 
concept of ‘frontier technology’ 
represents a convergence of different 
interconnected and interdependent 
technologies. No single frontier 
technology can exist in a silo (i.e. 
in isolation). For example, the 
technological development of drones 
depends on the progress of IoT and 
AI. The rise of digital twin technology 
is also related to IoT since sensor 
technology promotes mapping 
between physical and digital entities. 
In a similar context, virtual reality 
headsets can also be classified as 
wearable technologies. 

Based on the current implementation practices of frontier technologies, this deliverable will also 
provide a few illustrative cases associated with each technology and its value proposition in smart 
sustainable cities. To this end, this deliverable will sketch-out how frontier technologies can upgrade 
and facilitate smart city transitions without attempting to define any specific technology, except within 
the context of its utilisation. 
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Artificial intelligence

AI and the fourth industrial revolution

Artificial intelligence (AI) is the centrepiece of the fourth industrial revolution (4IR). It is estimated that 
AI could add up to USD 15.7 trillion to the global economy by 2030. Leading cities have already invested 
heavily in expanding their AI capabilities and nurturing a new generation of talent that could contribute 
to the digital economy using AI in the near future. San Francisco has been one of the earliest adopters 
and is a pioneering city of AI-based technology. Tech-companies in San Francisco have already invested 
over USD 11.4 billion in AI-related activities. This interest has also seeped into academia, with various 
universities revising their courses to encourage AI development among students, to funding AI-based 
research that focus on driving urban sustainability. 

“AI can profoundly change the way citizens interact 
with both physical and digital world.”

London, United Kingdom is also home to over 750 AI companies, which is double the number of Berlin 
and Paris combined, making it the “AI capital of Europe”.12 

AI can profoundly change the way citizens interact with the physical and digital worlds. AI-powered 
software and systems are already playing a decisive role in tackling global challenges such as reducing 
global greenhouse gas emissions, optimising energy usage and streamlining city services. By feeding 
data gathered from intelligent sensors and sensor networks to AI algorithms, cities have the ability to 
take preventive measures against natural disasters, detect anomalies in water systems, deliver early 
responses in case of emergencies and improve other aspects of urban management as required. 

The potential of AI is not limited to 
supporting informed decision making. 
Machine learning techniques have 
enabled AI to learn from observation, 
imitate human actions and decode 
human values. AI-powered robots 
have been piloting drones, performing 
surgery and assisting relief operations 
in conflict zones. Most vehicles today 
have over 4 000 sensors installed in 
them to collect external and internal 
data, paving ways for the development 
of autonomous vehicles. Autonomous 
vehicle tests are already underway 
in 36 cities in the United States. 
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The deployment of autonomous vehicles which can observe their surrounding environments and 
communicate with one another could improve road safety and, potentially, make traffic lights obsolete.13 

Despite its potential in the urban realm, the advancement of AI has also brought many uncertainties. The 
replacement of jobs by AI is one of the most prominent concerns among citizens. A study conducted by 
researchers at University of Oxford projected that up to 47 percent of total United States employment 
is associated with occupations which could be automated in the coming decades. Automation could 
also potentially displace 400-800 million jobs by 2030, which could require as many as 375 million 
people to look for alternate employment.14 

Another major concern brought to light is that of data bias, which can also be reflected in AI algorithms. 
Studies indicate that three distinct types of biases can be found in datasets: interaction bias – e.g. 
people being misidentified in facial recognition due to lack of information; latent bias – e.g. people 
being incorrectly identified based on historical data and stereotype; and selection bias – e.g. when a 
dataset has overrepresented or underrepresented certain groups and swayed the selection process.15 
One of the most prominent examples of data bias in AI is the Correctional Offender Management 
Profiling for Alternative Sanctions software, or COMPAS.16 COMPAS has been used by New York, 
California, Wisconsin and other states in the US to assess the recidivism risk of criminals and support 
related decision-making. Biased data has led to false predictions that African-American ethnicities are 
twice as likely to reoffend as those of Caucasian origin. 

“The advancement of AI has also brought many uncertainties. Jobs being 
replaced by AI is among the most prominent concerns among citizens.”

Moreover, an emerging concern that is beginning to spill over and impede the deployment of AI is the 
environmental efficiency aspect of their application. Using machine-learning methods to train an AI 
model can be an energy-intensive process. Recent studies conducted at University of Massachusetts 
Amherst suggest that training and searching a certain neural network architecture emits roughly 626 
000 pounds of carbon dioxide, which is equivalent to five times the lifetime emission of the average 
US car.17

In order for AI to elicit desirable impacts, cities need to adopt an ethical framework to guide the 
development of AI through an open and participatory process. Independent of the context, AI and 
machine-learning models should be:

• lawful: respecting all applicable laws and regulations;
• ethical: respecting the ethical principles and values that are shared by all; and
• robust: taking the social environment into consideration.18 

Additionally, as cities continue to adopt AI solutions, successfully scaling up these solutions requires 
cities to consider the environmental performance of AI and machine learning. 
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Optimising urban operations using AI 

By leveraging the power of AI, cities can operate more efficiently and effectively. AI software can identify 
useful patterns and detect anomalies by analysing a vast amount of data to inform better decision 
making, hence bringing significant benefits to city governments and citizens alike. The use of AI across 
various domains has had a considerable impact on several urban operations, including transportation, 
waste management and health care.

The transportation sector is one of the earliest adopters of AI technology. The global AI market for 
transportation was valued at USD 1.4 billion in 2017. The number is projected to reach USD 3.5 
billion by 2023.19 In Tokyo, an AI-powered taxi service was implemented in 2018 to help reduce traffic 
congestion and improve the mobility of the city in preparation for the upcoming Olympics (now 
rescheduled for 2021).

The city has partnered with its local car makers, telecommunication operators and international 
consulting firms to develop a taxi dispatch support system that utilises location-based Big data gathered 
from smartphones to predict taxi demands and influxes. This AI application can predict the demand 
for taxies based on data on the number of occupied taxis within an area, taxi service logs and the 
demographic. The ability to predict taxi demand is particularly useful during special events (such as the 
Olympics) for which there will be an influx of tourists arriving in the city. The system has an impressive 
94 per cent accuracy rate and has significantly improved the mobility of the areas that it covers.20 

Additional pilot projects using AI to improve the efficiency and safety of public transport are being 
conceived and implemented. One of these pilot projects is the autonomous taxis that are being 
deployed in Tokyo ahead of the Olympics. It is noted that, for safety reasons, there is still a driver in 
these autonomous taxis who can take control during emergency situations. The manufacturer of these 
autonomous taxis highlights the fact that these vehicles will reduce the cost of taxi services and make 
them more widely available, particularly in remote regions.21 Germany, the United States and China have 
carried out similar pilots. For example, autonomous trucks in the US could reduce the cost of logistics 
operations by 45 per cent. By leveraging data and analytics powered by AI software to forecast demand 
and optimise delivery routes, shippers and carriers can also reduce inventory space by 75 per cent, 
thereby cutting costs by 15 to 30 per cent and reducing administrative costs by 80 per cent.22 Despite 
widespread interest, autonomous vehicles are still facing multiple challenges, ranging from concerns 
over safety and the replacement of businesses built on accidents (e.g. insurance), to the fear that the 
regulations governing them will be unclear.23 24 

“AI software can identify useful patterns and detect anomalies through 
analysing a vast amount of data to inform better decision-making, 

bringing significant benefits to both city governments and citizens alike”

Waste management is another aspect of urban operations that could benefit from AI. Currently, about 
2.01 billion metric tons of municipal solid waste is generated annually worldwide. The number is 
expected to increase to 3.4 billion metric tons by 2050. It has been estimated that between one-third 
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and 40 per cent of the total waste generated worldwide is not disposed of properly, thereby significantly 
contributing to the increase in health and environmental risks, particularly in developing countries 
where most waste is likely to end up in landfills or openly burned.25 

The effective management of waste becomes a significant challenge for cities to tackle, and AI is 
already making great strides in alleviating the pressure cities are facing in this area. AI-powered sorting 
technology can modernise the waste management process by improving the efficiency and productivity 
of waste management. Increasingly, AI and machine learning are helping to sort waste in municipalities. 
Autonomous robots are being trained using images of different types of trash in order to identify them, 
and to, eventually, be able to sort them accordingly for better management.

AI also covers the training of robots to recognise recyclable materials, from plastic bottles to other 
containers in order to be able to sort them into recycling bins or to recover these materials. These 
robots can be twice as effective as humans and can significantly improve the recycling rate.26 Intelligent 
trash bins fitted with vison sensors are being trained by AI to identify the type of trash that is being 
thrown away and sort them into bins by types. These trash bins can also detect when the bin is full, 
thereby optimising the route for collection trucks.27 In the United States, sorting robots are being 
deployed in Sarasota, Florida. They are able to sort 70 to 80 items per minute, twice as fast as humans 
and with greater accuracy.28 

“AI and machine learning are helping to sort waste in municipalities. 
Autonomous robots are being trained using images of different 

garbage in order to identify their types and sort them accordingly”

AI also plays a prominent role in improving health care in cities. The total investment of AI in health 
care is expected to reach USD 6.6 billion by 2021. It is estimated that the use of AI applications in the 
health sector could achieve an annual saving of USD 150 billion by 2026, from virtual nursing assistants 
and administrative workflow assistance to automated image diagnosis and robot-assisted surgery.29

Medical diagnosis accounts for almost a third of all AI applications in health care. Error in diagnosis 
accounts for approximately 10 per cent of patient deaths and up to source 17 per cent of hospital 
complications. AI can help overcome this challenge by reviewing vast amounts of health data and 
medical records, generating powerful algorithms that support medical personnel to diagnose patients 
correctly. 

The ability to diagnose a patient correctly will become more important as the world’s population 
continues to age and life expectancy continues to rise at the same time. The application of AI in 
medical diagnosis can come in several forms.30 For example, chatbots can facilitate virtual nursing 
assistants by using speech recognition to identify patient symptoms, form a simple diagnosis and 
provide recommendations by comparing the reported symptoms against a database of disease. Virtual 
nursing can also reduce unnecessary hospital visits and lessen the burden on medical professionals. It 
is estimated that an AI-powered virtual nursing assistant can save up to USD 20 billion annually.31 The 
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ability for remote diagnosis 24/7 is particularly useful in remote areas where access to health care 
can be difficult. 

Deep learning techniques are also training AI algorithms to recognise cancerous tissues and interpret 
pathology images to improve accuracy and speed of diagnosis.32 AI is also being applied to surgical 
robots. By analysing medical data and complex algorithms, AI can determine the optimal surgical 
practices and improve the accuracy and precision of surgical operations. It is estimated that AI-assisted 
robotic surgery can lead to a 21 per cent reduction in a patient’s hospital stay.33 Among the most popular 
surgical robots today is the da Vinci surgical system, which is deployed for minimally invasive surgeries 
and has performed nearly 700 000 procedures in the U.S. in 2017 alone.34 The da Vinci system was 
used in 190 000 operations outside of the United States, with the majority of them being linked to 
urological conditions.35 Another AI-assisted surgery robot is the HeartLander surgical robots, which is 
designed to perform minimally invasive surgery on the surface of a beating heart.36 

The Coronavirus pandemic of 2019 (COVID-19) has spread globally, and medical resources are becoming 
depleted in many regions. Accelerated diagnosis of COVID-19 and finding high-risk patients with a 
worse prognosis is important for early prevention and medical resources optimisation. Deep learning 
provides a convenient tool for fast screening COVID-19 and finding potentially high-risk patients.37

In light of the above, it is evident that AI is fundamentally reshaping city services and operations, 
particularly in transportation, waste management and health care. AI is the foundation of a wide 
range of frontier technologies, providing the main capability to analyse, interpret and dissect patterns 
and information. The application of AI in cities can be expanded further into areas such as finance, 
education, supply-chain management and more. Beijing, San Francisco, Austin, Toronto, Seattle and 
Singapore are all poised to make significant investments in AI and expand their AI capabilities to become 
the leading tech hubs in the world.38
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In focus – using AI to create cycling routes, London

The City of London, United Kingdom could be considered one of the most congested functional urban areas 
in Europe. Studies indicate the average time lost in traffic per year within London was 101 hours in 2015, 
compared with 73 hours in Stuttgart, Germany.39 In order to derive a better understanding of how the roads 
of London are being used and to create new cycling routes for the citizens, Transport for London (TfL) has 
been trialling intelligent sensors that use AI to detect road users and recognise the mode of transport they 
are using.40 

These sensors were deployed on a busy intersection located along Millbank and they continually gather 
data on road conditions. Until the deployment of these sensors, TfL had been relying on a manual traffic 
count to identify the number of cyclists on the road. The sensors have been able to monitor road condition, 
identify travellers’ mode of transportation using AI 24/7 and collect valuable insights that will support TfL 
in building new cycling infrastructure and reducing traffic congestion. In addition, all captured videos are 
processed and discarded within seconds, meaning that no personal data are ever retained. TfL has reported 
that the sensors are up to 98 per cent accurate and the city is looking to install 43 more similar sensors at 
20 different locations.41

Figure 2: Cyclists in London (Source)

The sensors are part of a wider effort by the city to modernise its road network system. It is noted that the 
sensors could potentially link up with traffic signals and other control systems to provide real-time data 
that will solve the congestion issue in London, which will also help reach the Mayor’s target of having 80 
per cent of the journeys in London made by walking, cycling or public transport.42 

https://www.intelligenttransport.com/transport-news/94780/tfl-tests-ai-technology-to-plan-and-operate-new-cycle-routes-in-london/
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In focus – AI for water quality monitoring, Shandong province

Despite nearly 70 per cent of the Earth’s surface being covered  with water, only three per cent of its fresh 
water is available for agriculture and human consumption. Consequently, the recycling and recovery of 
water from wastewater is essential for optimising its utilisation for drinking, industry, renewable-energy 
generation and agriculture. Rivers are an important source of fresh water for irrigation, especially in 
agrarian communities. However, the quality of rivers could be threatened by point sources and non-
point sources through which pollutants enter the water cycle. Therefore, prior to using river water for 
irrigation, it is important to identify the characteristics of water pollutants and trace their origins . To 
reduce the burden on freshwater resources, wastewater (in other words, reclaimed water) can also be 
used effectively for irrigation. However, reclaimed water irrigation also holds potential pollution risks 
with the added peril of pollutants percolating into groundwater water reserves. 

In a study conducted by a group of universities, including: Beijing Normal University (China), Asian 
Institute of Technology (Thailand), and Shandong Academy of Environmental Planning (China), an AI-
based system referred to as the integrated long short-term memory network (LSTM),  that leverages 
Apriori cross-correlation and association rules, was implemented in the Shandong Province to identify 
the characteristics of water pollutants and trace industrial point sources. For the purpose of this project, 
existing water quality monitoring data from Shandong Province were used to develop a water quality 
cross-correlation map. This map formed the basis for identifying highly correlated pollutants (affecting 
water quality), which were then tracked using Apriori to determine the pollutant, its source, as well 
as common sites of contamination. Moving beyond binary classification, in order to understand the 
complex relationships between point sources of pollutants and water quality, monitoring indicators 
were identified by the neural network using the LSTM algorithm. Throughout the project, the LSTM 
algorithm provided high-prediction accuracy and was also able to trace potential industrial point 
sources of pollutants that would affect water quality in the future. 

Accordingly, LSTM was considered to be a reliable system to detect changes in water quality and 
identify abnormal fluctuations in point source pollutants. Based on the findings of this project, the 
application of LSTM can be utilised for the effective, large-scale AI-based monitoring of water resources 
to uncover toxic materials present in irrigation water (obtained from fresh water sources, as well as from 
reclaimed water). These features, coupled with the potential of LSTM to predict other possible sources 
of pollution, would be very pertinent in tackling the challenges faced by the agricultural industry. 
Therefore, this system could enable environmental concerns relating to the contamination of irrigation 
sources to be overcome, which would, in turn, support the sustainable yield of crops and the protection 
of the livelihoods of individuals engaged in this sector.43
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The Internet of things 

IoT and a connected city

With more than half of the world’s population already living in cities and another 2.5 billion people 
expected to move into urban areas by 2050, cities will need to be more efficient, sustainable and 
resilient in order to keep up with this migration trend and continue to deliver the basic necessities to 
all citizens, leaving no one behind.44 45 

The Internet of things (IoT) can provide cities with the ability to collect and analyse data on key 
infrastructure and public utilities and services. Intelligent sensors, networks, devices, and applications 
enable cities to monitor energy usage, traffic congestion, air quality, quality of city services, climate 
changes, natural disasters and more. In theory, anything can be connected to the Internet by installing 
various kinds of IoT devices. Buildings are being made more energy efficient by installing IoT sensors to 
reduce energy usage during peak hours. Energy grids are distributing energy more efficiently by being 
able to respond to energy demand in real time. Data-driven applications are also being developed to 
improve public safety. Predictive insights have successfully already allowed city officials to monitor 
damaged infrastructure before it collapses, locate missing persons based on information from their 
IoT enabled trackers or even assist in policy detective works. The potential of IoT in improving cities’ 
sustainability and resiliency is vast and highly promising. 

“It is forecast that smart city investment will reach $158 billion by 2022”

Given its immense potential, many 
cities around the world are investing 
heavily in IoT. It is forecast that smart 
city investment will reach USD 158 
billion by 2022.46 The number of 
connected devices could also rise 
to 30 billion by 2025.47 Similar to 
London, Copenhagen, Denmark has 
implemented intelligent sensors to 
monitor the city’s bike traffic in real 
time, providing valuable data that 
would improve bike routes and cyclists’ 
experience in the city. New York City, 
US experimented with a connected car 
programme in 2015. The data have allowed city officials to identify the locations where drivers would 
be most likely to make a hard braking action because of traffic, and to improve road conditions and 
reduce congestion accordingly.48 In 2018, Montreal, Quebec, Canada invested $110 million CAD to 
covert 132 500 streetlights into smart streetlights, enabling the city to monitor lighting performance 
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and energy consumption in real-time 24/7, and alerting city officials in case of failure or error.  It also 
helped the city to optimise maintenance planning.49 

However, city planners and technology developers are still facing a set of common challenges that have 
been impeding smart city progress and preventing IoT solutions from scaling up. In order to continue 
to advance IoT applications in cities, such challenges need to be tackled and addressed properly. These 
challenges include the following:50

• Availability of digital infrastructure: Existing infrastructures are often not compatible with the new 
infrastructure needed to provide high-speed Internet and wireless broadband services. Without a 
standardised digital platform, IoT devices and networks are likely to be developed in silo, and so, 
run the risk of being locked in by specific vendors. 

• Security and privacy concerns: Having cameras installed on every street corner would raise concerns 
among citizens over privacy. The high number of IoT devices also gives potential attackers countless 
entry points to carry out cybersecurity incursions. These attackers could target key infrastructure such 
as power grids, hospitals and traffic management systems, resulting in devastating consequences. 
The amount of personal data being collected is also growing at an alarming rate. A security breach 
in a smart city would mean that sensitive information about citizens could be leaked and/or misused 
without authority. 

• Inclusivity: Most IoT devices require the Internet or some kind of connectivity to function, and yet 
only half of the world’s population has access to the Internet while the other half remains offline.51 
The advancement of IoT could continue to widen the digital divide and further marginalise those 
population groups that do not have access to digital devices or the Internet. 

However, the lack of infrastructure and accessibility of the Internet are not the only barriers to inclusive 
IoT development. Studies indicate that 90 per cent of the world’s population lives within the reach 
of 3G/4G/5G networks and, theoretically, has access to the Internet. Nevertheless, affordability is 
a key barrier that is preventing certain population groups from using the Internet, particularly in 
developing countries. The high price of data packaging and low-quality connection make the Internet 
an unattractive option. More importantly, some people’s lack of capacity and skills to use the Internet 
and to take advantage of the digital economy is preventing them from viewing the Internet as an 
essential component of digital transformation.52 

In order to fully harness the potential of IoT in driving sustainable growth, cities need to carefully plan 
their IoT adoption strategies. An open, transparent and human-centric approach will generate the 
necessary trust among citizens. Coupled with measures directed at enhancing digital literacy and closing 
the digital divide, IoT can contribute significantly to building a connected world in which everyone can 
benefit from digital technologies. 
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Improving city efficiency using IoT

IoT can offer significant benefits to cities in terms of enhancing monitoring functions, improving 
efficiency of transport systems and improving accessibility to city services. 

By installing intelligent sensors in public 
transport such as buses and trains, 
and in infrastructure such as roads and 
streetlights, cities can become more 
efficient in managing traffic - from 
using real-time tracking to improve 
commuters’ experience, to reducing 
operational costs and promoting the 
use of public transport.53 IoT-enabled 
buses can provide real-time status 
information on whether they are on 
schedule, require maintenance, or 
even the number of people on board. 
By using their smartphones or viewing 
the electronic signs at bus stops, 
commuters can know the buses’ arrival times and can estimate trip times accordingly. 

IoT sensors also allow city administrators to assess the condition of vehicles and foresee failures and 
breakdowns before they occur by sending alerts in case of low battery, engine failure, the need for an 
oil change, inspection reminders, and other parameters.54 IoT can also monitor public vehicle conditions 
24/7, leading to higher uptime of services, and, thereby, better safety and greater satisfaction for 
passengers. 

Transportation also accounted for 14 per cent of global carbon emissions in 2010.55 IoT-enabled vehicles 
can allow car owners to monitor their fuel consumption. Real-time tracking of road traffic can provide 
car owners with the information they need to reduce idling time and optimise route selection. 

The strong interest of cities in investing in smart transportation is reflected in its growing market value. 
The global IoT in transportation market was valued at USD 135.35 billion in 2016 and is expected to 
reach USD 328.76 billion by 2023.56 The exponential growth in investing in IoT transportation can also 
be attributed to factors including the growth in ICTs, and the decreasing costs of sensors. 

Another aspect upon which IoT has significant impact is energy consumption in cities. In 2014, the 
International Energy Agency estimated that the global energy demand will increase by 37 per cent 
by 2040.57 IoT can play a prominent role in improving energy efficiency in homes and cities. Smart 
meters allow users to monitor their energy consumption and to make informed choices to reduce 
energy usage. Utility companies can leverage Big data analytics to gain insight from smart meters to 
better align the cost and demand.58 For example, smart water sensors can monitor water temperature, 
pressure, quality, consumption, and more. By connecting the water system to the Internet, city officials 
and utility companies can detect water leakage and faulty pipelines, and improve water quality.59 Smart 
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electricity meters can also be installed in buildings to monitor their condition and energy usage, and to 
optimise energy distribution. The European Commission expects that 77 per cent of consumers within 
the European Union will have smart electricity meters by the year 2024.60 Additionally, it is estimated 
that utility companies will be able to save up to USD 157 billion by 2035 by using these smart meters.61

“The global energy demand is expected increase by 37 per 
cent by 2040. IoT can play a prominent role in improving 

energy efficiency both at homes and in cities.”

IoT has also opened up a world of possibilities for the healthcare sector. In this context, IoT devices have 
been delivering analytics that enable hospitals to improve the quality of care for patients. Touchscreen 
monitors and tablets can enhance patent experience and enable doctors to monitor treatment progress 
and check a patient’s medical records. Better tracking also enables hospitals to manage resources 
efficiently, as well as address failing hardware and identify bottlenecks and services shutdowns. Smart 
devices can also help in tracking biometric data, which can be leveraged to improve the quality of 
patient care and accelerate lifesaving research.62 Remote patient monitoring will also reduce visits to 
the doctor and make healthcare services more accessible in remote regions.63 Studies indicated that 
the waiting time of in-patient care in Mt. Sinai Medical Center in New York was cut by 50 per cent with 
the use of IoT software known as AutoBed.64  Estonia is among the first countries in the world to create 
a centralised medical data and electronic medical system, and all medical institutions in the country 
are required to connect to this medical system.65 
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In focus – the smartest building in the United Arab Emirates – the Burj Khalifa, Dubai

As more people are moving into cities, cities need to be more sustainable and efficient in terms of 
energy consumption and resource usage, in order to accommodate the needs of every citizen. Buildings 
can play a significant role in reducing energy consumption and greenhouse gas (GHG) emissions. 
Buildings use about 40 per cent of global energy, 25 per cent of global water, and 40 per cent of 
global resources.66  In the European Union, 75 per cent of the buildings were assessed as energy 
inefficient.67 Buildings are one of the largest contributors of GHGs, accounting for almost 1/3 of total 
GHG emissions.68 Improving energy efficiency and sustainability in buildings could have a significant 
impact on city sustainability and environmental performance.

Figure 3: The Burj Khalifa (Source)

Inaugurated in 2010, the Burj Khalifa, the world’s tallest building, is located in Dubai in the United 
Arab Emirates. In an effort to also become one of the smartest and most sustainable buildings, the 
Burj Khalifa has implemented an automated system and IoT-based intelligent platform to monitor the 
building in real time, including the heating, ventilation and air conditioning (HVAC) system and the use 
of algorithms to identify and analyse suspected issues and maintenance problems. 

https://www.burjkhalifa.ae/en/the-tower/facts-figures/
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The building data have enabled the Burj Khalifa’s maintenance team to switch from a planned and 
preventative maintenance regime to a predictive and prescriptive maintenance approach, thereby 
optimising the cost and reliability of the building assets. The IoT system has successfully reduced the 
overall maintenance hours for mechanical assets by 40 per cent, and has improved its availability to 
99.95 per cent.69 The Burj Khalifa has also implemented the Enterprise Buildings Integrator system, an 
IoT platform that focuses on monitoring building environments in order to provide a unified view of 
the building, increase the overall connectivity of the building and detect and respond to incidents in 
a quicker and more cost-efficient manner. 
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In focus – IoT for food and farm systems- IoF2020 project, European Commission

The agriculture sector forms the core of human society given its central role in the provision of nutrition 
for sustenance. Despite its importance, the sector continues to face critical challenges associated with 
food security, food safety, sustainability and health since the green revolution in the mid-1900s. 70While 
a certain proportion of agricultural operations have been digitised, these are often not coordinated. 
This, coupled with the increase in the global population, means that a radical increase in productivity 
is essential. These challenges and targets have been elucidated further in SDG 2 on “Global Hunger”, 
which aims to tackle issues relating to food security and the smooth functioning of the food commodity 
markets. Realising the benefits that IoT can bring to this field, the IoT paradigm was adopted as a part 
of the IoF2020 project (under the umbrella of the European Commission’s Horizon 2020 projects). 
Leveraging IoT, this project aims to create a symbiotic ecosystem which will not only boost productivity to 
balance the supply and demand sides of the agri-food sector (without compromising on environmental 
sustainability) but will also support innovative business models.71 

Figure 4: IoF2020 trial sites (Source)

Supported by over 120 partners, the project has conducted five trials revolving around the relevant 
challenges in the agricultural sector. The trial sites are spread over 10 countries within Europe including 
(but not limited to) Italy, France, Belgium, Switzerland, Portugal, United Kingdom, Netherlands, Poland, 
Austria and Sweden:

• Trial 1- Arable farming: This trial aims to increase yield, lower environmental impact, improve 
transparency along the food chain, and facilitate the use of ICTs for agricultural operations by 
farmers. For this trial, IoT sensors were used to gather data throughout the crop cycle to measure 
and monitor relevant parameters associated with soil moisture, climate and pest detection. The 

https://www.iof2020.eu/trials
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IoT system for this trial site was linked to existing sensor networks, earth observation systems, and 
crop growth models to estimate production and consumption levels of the crops. 

• Trial 2 - Dairy farming: This trial was based on monitoring the feeding and reproduction of 
cows, which would impact animal welfare and milk, as well as meat production, in the long term. 
This monitoring was based on real-time sensor data (derived from neck collars and embedded 
microchips), together with global positioning system (GPS) location data. 

• Trial 3 - Fruit: This trial was focused on deploying IoT sensors (including multispectral / thermal 
cameras connected to weather stations) in orchards and vineyards for monitoring, pest and disease 
detection, along with the determination of harvest-worthy products. The site also employed RFID 
and multidimensional barcodes for smart packaging which allowed for the judicious management 
of the food consumption cycle (storage, processing, transportation and marketing). 

• Trial 4 - Vegetables: This trial is focused on improving production control and enabling better 
communication throughout a supply chain by monitoring and controlling factors. The trial site 
involved the establishment of a greenhouse with artificial lighting systems, control devices and 
sensors to regulate ambient conditions to support the optimal growth of a given crop. 

• Trial 5 - Meat: This trial site aims to assure meat quality and traceability, reduce disease and 
mortality, and improve animal health and welfare through automated monitoring and control of 
advanced sensor-actuator systems. 
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Digital twin

Overview of digital twin 

A digital twin is a digital replica of something in the physical world. It could be a car, a mobile phone, 
or even a city. A key enabler of the digital twin is IoT. Computers and machines are able to recreate 
physical objects in the digital world using data gathered by intelligent sensors and devices. In turn, 
city scientists can gather insights about how to improve operations by experimenting on the digital 
replica. Combined with AI and Big data analytics, a digital twin can create a 3-D model of a city and 
carry out virtual simulations on urban infrastructure, utilities and vehicle movements during emergency 
situations. The digital twin has significant potential in improving operational efficiency, resiliency and 
sustainability, reducing maintenance issues, optimising production outputs, and much more.72 

The growing importance of digital twin is also reflected in its growing market values. The digital twin 
market is expected to grow from USD 3.8 billion in 2019 to USD 35.8 billion by 2025.73

The concept of a digital twin has been around since 2002. However, it is the advancement of IoT that 
has made the 3-D model more affordable and accessible, allowing businesses and cities to create a 
digital twin to improve operational efficiency, safety and resiliency. And yet, there are still challenges to 
creating a “digital twin” and leveraging this technology to facilitate the digital transformation. One of the 
main challenges is to extract the necessary data to create a virtual counterpart of a large-scale object 
like a city. Data silos often persists in legacy systems or other old physical systems. Converging data from 
these legacy systems into an accessible template to create a virtual twin can be a challenging process.74 

Digital twin and cities 

The digital twin can provide a holistic view of cities’ physical infrastructure through 3-D modelling and 
can have transformative potential in changing the way cities operate and manage resources. By using 
the digital twin, cities are able to monitor environmental and traffic conditions, simulate responses 
during disaster scenarios, improve public health and safety and much more.75 An actionable digital 
twin can give cities the ability to gather insights on key infrastructure, carry out data-driven analytics 
to improve city asset management and extend the life of these assets and equipment. The digital 
twin can also provide the most accurate information on the city, facilitating collaboration among city 
stakeholders with greater transparency. With open data, anyone can access the information provided by 
the digital twin and develop applications that can solve urban challenges, driving bottom-up solutions.76 

Among the benefits that a digital twin can bring to cities, making city infrastructure more resilient to 
climate change and natural disasters is of the utmost importance. Flooding, tornados, heavy rainfall, 
and other extreme weather events can bring devastating consequences to cities, damaging roads, 
bridges, hospitals, and buildings, along with other key institutions, and causing the loss of life. With a 
digital twin, the city department can perform risk assessments and simulate “what-if” scenarios that 
could give precious insights into a city’s ability to respond to emergency situations, thus, allowing 
resiliency teams to better prepare and anticipate changing environmental conditions and to make 
informed decisions during actual outbreaks. 
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The growing trend of utilising the digital twin to improve urban solutions is evident across the world. 
Rennes Metropole in France has developed a digital 3-D model that covers its entire territory, and the 
city is using it to improve urban development, from simulating sunshine, to noise modeling, to tree 
shadow impacts on buildings. Helsinki has also tested the city’s first digital twin in an effort to mitigate 
the risks of climate change and improve energy efficiency. Through its digital twin, Helsinki has also 
developed a creative virtual tour of the city to support tourism, which is called Virtual Helsinki. The 
city is recreated in high-quality 3-D that enables users to visit the city and all of its tourist attractions 
at any time of the year.77 Recently, the Government of Andhra Pradesh, in India, decided to invest USD 
6.5 billion to develop a new state capital, Amaravati, from the ground up, along with a digital twin of 
the city.78 79 This ambitious project aims to utilise the digital twin to monitor the construction process 
in real-time; carry out climate change-related simulations, zoning, environmental and traffic analysis; 
and create a digital twin user ID scheme that will serve as a single portal for government information, 
applications and notifications. 

Figure 5: Snapshot of Amaravati's digital twin (Source)

https://archpaper.com/2019/04/cityzenith-techplus/
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In focus – virtual Singapore, Singapore

Singapore is widely regarded as the leading adopter of the digital twin technology. The city has invested 
S$73 million partly in developing Virtual Singapore, which is a “dynamic 3-D city model and collaborative 
data platform that supports the city stakeholders in driving innovations”.80 

Accordingly, Virtual Singapore has four major capabilities:81

• Virtual experimentation: Virtual Singapore can be used for virtual experimentation. For example, 
Virtual Singapore can be used to examine the coverage areas of 3G/4G networks, provide realistic 
visualisation of poor coverage areas, and highlight areas that can be improved on in the 3-D city 
model.

Figure 6: Virtual Singapore (Source)

• Virtual test-bedding: Virtual Singapore can be used as a test-bedding platform to validate the 
provision of services. For example, the 3-D model of the new Sport hub with semantic information 
within the Virtual Singapore could be used to model and simulate crowd dispersion in order to 
establish evacuation procedures during an emergency. 

• Planning and decision making: With a rich data environment, Virtual Singapore is a holistic and 
integrated platform to develop analytical applications (i.e. Apps). For instance, an app could be 
developed to analyse transport flows and pedestrian movement patterns. Such applications would 
be useful in non-contiguous urban networks such as parks and park connectors in Punggol.

https://www.nrf.gov.sg/programmes/virtual-singapore
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• Research and development: The rich data environment of Virtual Singapore, when made available 
to the research community with the necessary access rights, can allow researchers to innovate and 
develop new technologies or capabilities. The 3-D city model with semantic information provides 
ample opportunities for researchers to develop advanced 3-D tools. 

Virtual Singapore has enabled city stakeholders to make use of valuable insights derived from its 
programme for policy and business analysis, decision making, test-bedding of ideas and collaboration. 
Government, citizens, businesses, and the research community and academia have all benefitted from 
Virtual Singapore. 
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Unmanned aerial vehicles/drones 

Overview on drones 

Unmanned aerial vehicles (UAVs) are powerful sensing tools for a smart city. With high mobility and low 
costs, UAVs, also commonly known as drones or remotely piloted aircrafts, have found a wide range 
of applications in smart cities from environmental monitoring, supporting firefighting efforts to aerial 
mapping for disaster management and bringing broadband connectivity to remote locations. In the 
near future, drones will also be used for improving civilian, commercial and governmental services, such 
as surveillance and reconnaissance, public safety, homeland security, border surveillance, agricultural 
activities, architecture surveillance, smart transportation and more. 

“Humanitarian drones in particular have contributed 
significantly to disaster relief efforts worldwide”

Humanitarian drones, in particular, have contributed significantly to disaster relief efforts worldwide. 
Small and light-weight UAVs were launched after Typhoon Haiyan in 2013 to identify safe locations for 
disaster relief workers to set up camps, identify safe roads for travel, and assess damage from storms 
and flooding that followed and capture aerial images to aid disaster relief efforts.82 UAVs were also 
deployed in Haiti following Hurricane Sandy in 2013 to assess collapsed houses and flood risks, and 
capture aerial images to identify areas where epidemics could occur easily. 83Similarly, humanitarian 
drones were deployed to assist search and rescue operations during the Balkan flood in 2014, from 
capturing aerial images to identify displaced landmines to analysing the effects of landslides.84 China 
also experienced a 6.1 magnitude earthquake in 2014 and humanitarian UAVs were flown to capture 
aerial images to assess the damage, enabling rescue workers and disaster responders to prioritise 
their search and rescue efforts.85 

One of the major concerns related to the use of drones is privacy. It is easy to mount a camera or a 
device to capture information, which may occasionally violate the privacy of people. In the United 
Kingdom, the Civil Aviation Authority (CAA) does not permit drones fitted with cameras to be flown 
within 150 meters of a congested area (which includes all urban areas with the exemption of certain 
open space).86

Enhancing urban monitoring and mapping using drones 

One of the growing applications for UAVs is in agriculture. Drones are set to revolutionise the operation 
of many agricultural activities. Drones can be utilised for monitoring crops and for chemical distribution. 
They can provide highly accurate images of a farm’s fields and cover hundreds of acres in a single 
flight all with minimal human involvement. One study has estimated that drone-powered solutions 
in agriculture are roughly valued at USD 32.4 billion.87 There are six ways that drones can improve 
agricultural activities substantially:88 
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1 Field analysis: Drones can be used to improve soil and field analysis. They can capture data on the entire 
farm field in a single take off and produce 3-D maps for soil and field analysis which is crucial for crop rota-
tion and determining the best seed planting patterns. Soil analysis also provides the necessary data for 
nitrogen management and irrigation. 

2 Sowing and plantation: Drones can help in planting seeds over a large field within a short period of time. 
They carry pods with seeds and nutrients for soils and shoot them across a farm field with minimal human 
intervention, optimising the process of seed planting. Drone planting systems can achieve an uptake rate of 
75 per cent and decrease plant cost by 85 per cent.89 90

3 Spraying and irrigation: Drones can scan their surroundings and spray water, chemicals and other liquids 
from the air to the ground with extreme precision, substantially increasing the efficiency of the farming 
process and reducing the amount of wasted water or unnecessary chemicals that would otherwise go 
into the soil. It is estimated that aerial spraying is about five times faster with drones than with traditional 
machinery. 

4 Monitoring: Drones can monitor weather and crop condition in a more reliable manner. In contrast to sat-
ellite imagery – which is costly, less flexible and less responsive due to the fact that usually only one image 
can be taken per day and that it has to be ordered in advance and could suffer in terms quality from poor 
weather – drones can offer precise imagery on crop condition, extreme weather patterns and other crucial 
information more frequently, at a lower cost and with better-quality data. It is estimated that drone moni-
toring could improve crop yields by 10 per cent.

5 Parameter evaluation: Drones with special equipment, such as infrared and thermal sensors, can provide 
snapshots of an entire crop field and detect dry fields that need irrigation. With agriculture accounting for 
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a major proportion of water use in the world, drone irrigation can improve water management in agricul-
ture and enable better crop management. 

6 Infection and disease detection: Drones equipped with special equipment can track the health of crops 
and quickly detect any bacterial or fungal infection in the field. By scanning crops using infrared lights, a 
multispectral image can be produced to tack changes in crops that would indicate their health. In turn, 
farmers can respond swiftly and remedy the issues.

UAV-enabled intelligent transportation systems (ITS) can also provide an efficient means to not only 
enforce traffic rules and support traffic police on the ground, but also to provide road users with 
efficient information on traffic (i.e. intelligent traffic management use). Equipped with a camera, drones 
can read licence plates, identify the model of a specific vehicle, and calculate its speed and emissions. 
High-resolution videos can also assist in road monitoring and traffic guidance. Drones can also engage 
in monitoring 24/7, allowing traffic officers to continuously receive the latest information on road 
traffic. First responders would be able to respond swiftly to accidents or, in the case of police officers, 
attend crime scenes. 

UAVs have great potential in aiding disaster-relief efforts and enhancing disaster monitoring and 
preparedness. Drones can replace human work in hazardous environments, provide precision mapping 
during emergency situations, deliver critical supplies to disaster hotspots, send early warnings to 
citizens and government officials and aid in firefighting efforts. There are three scenarios in which 
drones would have the ability to take on challenging tasks that human workers may not be able to.91 

1 Hazardous and toxic material leaks: Hazardous chemical spillage can occur in the case of ship collision, 
power plant failure, or factory malfunction (i.e. those commonly known as chemical, biological, radiologi-
cal, nuclear and explosive events – a CBRNE event). CBRNE events have devastating consequences, posing 
significant risks to public health and the environment. Drones can be deployed to assess damage, repair 
destroyed components and deliver critical assets for rebuilding efforts. The Fukushima nuclear disaster 
is one of the most high-profile CBRNEs in recent history. In this case, drones were deployed to monitor 
radiation exposure and reach areas where no relief work could be safely provided. Drones have been 
instrumental in minimizing the possibility of a total nuclear fallout.  

2 Natural disasters: In the case of natural disasters, drones can also be deployed for 3-D mapping and 
obtaining of visuals on disaster hotspots, providing crucial information in real time that can be used for 
coordinating relief efforts. In contrast to satellite imagery, which is costly, and whose image quality is often 
affected by the weather, drones can be deployed rapidly in most circumstances and can obtain high-resolu-
tion images and videos. When a magnitude 7.8 earthquake hit Nepal in 2015, drones were used to capture 
high-resolution images and map disaster zones in order to assess the widespread damage, aid search and 
evacuation missions, and reconstruct damaged buildings. 

3 Extreme weather conditions: Events such as flooding and earthquakes can often cause significant damage 
to existing infrastructure. Drones can reach places where it would have been dangerous for humans to go 
and can perform critical tasks, from accessing collapsed buildings in search of survivors, to assessing chem-
ical leakage in hard-to-reach locations. When the city of Wichita in Kansas experienced an F-5 tornado, 
drones equipped with special equipment to detect methane were deployed to locate broken gas lines, 
thereby allowing workers to fix the breaches before any explosions could occur.
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In focus – the camp fire in 2018, California 

In November 2018, California experienced the most devastating and destructive wildfire in its history. The 
fire covered more than 150 000 acres of land and destroyed over 18 000 structures. 92The total damage was 
estimated to be USD 16.5 billion.93 At least 86 lives were lost. Towns and cities within the state of California 
including Paradise, Concow and Orville, were heavily damaged, with Paradise being almost completely 
destroyed.94 

Humanitarian drones played a significant role in aiding the relief efforts in the camp fire. Emergency crews 
used UAEs to obtain aerial images to map the destruction in order to aid the recovery process. It is estimated 
that 16 teams of public safety officials completed more than 500 drone flights, capturing over 70 000 
images, over 500 GB of data, of the surrounding towns such as Paradise and Magalia.95 

Figure 7: An image of the Camp Fire taken from a drone (Source)

These data have proven vital in supporting the search and rescue operations. The captured images were 
transformed into maps that are geo-referenced, dated, time stamped and overlaid on street names to 
assist disaster respondents to identify areas that were no longer recognisable and to formulate recovery 
strategies. The drone images were also turned into 360° imagery that allowed respondents to interact with 
the images, thereby gaining a better understanding and awareness of the situations, which was crucial to 
formulating effective relief efforts. The images also helped to identify the conditions of people’s homes, 
which was useful for filing insurance claims. 

https://www.mercurynews.com/2018/11/15/photos-a-birds-eye-view-of-camp-fire-destruction/
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In focus – tackling the novel coronavirus situation - June 2020, Telangana (India) 

With the advent of the global novel Coronavirus pandemic, many countries have adopted the modality 
of “lockdowns” to contain it.96 India, which featured among the top ten countries most affected by the 
pandemic in June 2020, adopted a five-phase lockdown framework, which is monitored and reviewed 
as the country continues to grapple with the pandemic.97 98 Being the second most populous country 
in the world, the implementation of the lockdown has been a challenging proposition for the country’s 
administration. It has been estimated that during the COVID-19 pandemic, hospitals have been able 
to accommodate only 30 per cent of the COVID-19 cases in terms of testing, as well as for in-patient 
treatment.99 Given that the healthcare system in India is inching its way towards being valued at USD 
275 billion, the country’s performance in dealing with the pandemic still needs to be improved.100 
101 102In such circumstances, drones are being utilised to monitor the functional and non-functional 
constraints of ongoing operations relating to containing the spread of the novel Coronavirus. In the 
state of Telangana, the state government has employed over 40 drones for the following tasks:

• Disinfection: Drones can be used to disinfect large-scale public spaces, including bus stations, 
airports and hospitals as they can cover more than 60 times the area covered by traditional 
methods. This also reduces the risk of exposure of sanitation workers and other staff who are 
deployed on the ground.

• Provision of medical supplies: Drones allow the quick delivery of life-saving medication around 
50 times faster than conventional methods to hospitals as well as to homes, thereby ensuring easy 
access to medication during the pandemic.

• Crowd control: Drones are being used for patrolling and for delivering public announcements 
related to COVID-19.103

These activities are being spearheaded by the Government of India, together with the public health 
system in the state of Telangana, the World Economic Forum and drone-based tech start-ups. With 
the success of this model, other states, including New Delhi and Kerala will also be deploying similar 
drone-based technologies to identify and track infections, which will help in diagnosing the virus and 
administering the required medical intervention to level off the COVID-19 growth curve in the country.
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Wearable technology

Overview on wearable technology

Wearables are wearable objects or gadgets that use sensing technologies to track user movement and 
collect biometric data for different uses. By using a wireless connection, wearables can support the users 
in staying fit, tracking their health conditions, organising their daily life, and more. There are multiple 
types of wearable devices (WD),104 including smart-watches, fitness trackers, sport watches, smart 
glasses and hearables. Smart-watches can monitor users’ physical activities and health conditions, such 
as blood oxygen tracking. Fitness trackers can monitor heart rate, estimate calorie burn and measure 
other biometrics. Sports watches can not only monitor the user’s physical condition but also provide 
insights that would improve their athletic performance. Hearables can also enable voice assistants 
such as Siri.  

The wearable market is growing at an exponential pace, with the number of connected WD expected 
to reach over 1.1 billion by 2022.105 It is also estimated that by 2026, 14 million workers will be using 
smart glasses or other similar devices to improve performance.106  

With the growing number of WDs and wearable device-related services (WDS), issues related to 
communication, security, cost, power consumption and device management become more prominent. 
From a technological point of view, most WDs cannot store and analyse data locally because of their 
limited computing power and resources. They can only support short-range communication protocols 
like Wi-Fi or Bluetooth. Reliable and secure gateway capabilities are needed to process a vast amount 
of collected data for WDs.

Improving health and quality of life using wearable devices

The impacts of wearable devices can be broadly classified into the following: 107

• WD-related health management services (WDHS): WDs used in the health management domain can 
include sensors to measure a broad range of physiological parameters, including heart rate, blood pressure 
and oxygen levels, sleep and mood conditions, and potentially even complex measures such as stress or 
blood sugar levels. WDHS can put together all the data related to an individual for the generation of a per-
sonal health record (PHR) for health management and medical consulting.

• WD-related sport services for running exercise: A WD can be used for recording health and sporting 
activity, from an accumulated number of steps taken in a day to travelled distance and motion trail. Using 
biometric data and information that is stored in WDs (e.g., gender, height, age of the runner, etc.), WDs can 
suggest exercise plans based on the analysis of exercise records.

• WD-related assistant services (WDAS) for the assistance of police officers on duty: WDs can be worn 
easily or carried by users for professional use, e.g., in law enforcement. Through the interconnection with 
the police system, WDAS can greatly increase the work efficiency of the police. 

• WD-related multimedia services for broadcasting entertainment services: It is common for citizens to be 
attracted to WDs for the multimedia entertainment content that is available to them. WDs with multimedia 
functionality will greatly impact the multimedia industry.
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In focus – cultural engagement and entertainment using wearables - MONICA, Lyon 

Lyon hosts the famous “Fête des Lumières” to celebrate the Virgin Mary in December each year. This 
festival forms an integral part of the city’s culture, drawing in huge crowds.108 Such public gatherings, 
often in open-air settings, can be associated with a plethora of challenges including crowd safety, 
security and noise pollution. IoT devices deployed include sound-level meters, cameras, smart glasses 
and tracker apps.109

As a part of the MONICA pilot project (funded by the European Commission), Fête des Lumières 
utilised smart LED wristbands and smart glasses to enhance attendees’ overall experience.110 It was 
estimated that over 400 wristbands and smart glasses were provided to attendees during the event. 
The wristbands  come with  a variety of features including easy registration, access to networking 
events, location services, and circulating relevant updates. 111Furthermore, to ensure crowd safety and 
security, the wearables allowed for attendee tracking and an embedded application which could assist 
with incident reporting, and generating light and sound signals in case of emergencies.112 To support 
the data from these wearables and multiple applications, MONICA deploys a secure, interoperable 
cloud-based platform. 113This platform is also capable of analysing data and detecting critical incidents, 
thereby fostering real-time decision-making. The data collected from the event was anonymised before 
creating an open data platform.114 Following the success of this pilot in Lyon, it is expected that the 
MONICA platform will be integrated into the plans for the Lyon smart city transition.115
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Virtual reality/Augmented reality 

Overview on VR/AR

Virtual reality (VR) offers users an immersive experience using a computer-generated reality. VR can 
be defined as “a computer-generated simulation in which a person can interact within an artificial 
three-dimensional environment using special electronic devices, such as special goggles with a screen 
or gloves fitted with sensors.”116 On the other hand, augmented reality (AR) can be defined as “an 
enhanced version of the real physical world through the use of visual elements, sound or other sensory 
stimuli.”117

The main difference between VR and AR is that VR provides a fully immersive experience where a 
user “leaves the real-world environment behind to enter a fully digital environment via VR headsets” 
whereas AR focuses on creating an experience “where virtual objects are superimposed on to the real-
world environment via smartphones, tablets or AR glasses”.118  VR and AR are poised to have significant 
impacts on cities and their citizens. The VR/AR market is expected to reach USD 215 billion by 2021.119 

Enhancing urban planning using VR/AR 

As city governments continue to look for innovative ways to enhance city planning and leverage Big 
data insights to drive sustainable actions, VR and AR offer a set of unique benefits that cities can look 
to for inspiration. 

“AR is also playing an increasingly prominent role in healthcare 
from training medical students to assisting in surgeries”

AR can impact cities or improve the quality of life of citizens in three ways: 

Firstly, AR-based navigation can utilise the information on the users’ phone and receive images from 
the camera to determine the users’ location relative to the destination. Users can simply move their 
phones around while walking and an AI-based pointer would be able to point in the right direction. 
AR-based navigation is safer than the traditional navigation mobile apps where users would need to 
constantly look at the phone for directions.120

Secondly, AR can assist in disaster responses. AR-based smart glasses can provide in-depth views and 
visualise information on the emergency situation to the rescue workers, enabling them to locate the 
victims quickly and visualise the safest route to reaching them. Similar to VR, AR can also provide first 
responders and other rescue officers an immersive environment in which to train and learn to respond 
to different emergency situations.121 

Thirdly, AR is also playing an increasingly prominent role in health care, from training medical students, 
to assisting in surgeries. AR devices provide the tools for medical students to understand complex 
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human anatomy. For example, the HoloLens has been helping doctors, nurses and students to visualise 
different stages of pregnancy by giving them a real-time, three-dimensional view of the anatomy, 
helping them to gain a better understanding and improved practice techniques for delivery.122 AR-
enabled glasses are also helping patients to stay fit by tracking and visualising data and information 
on their health condition in real time and encouraging them to take the recommended steps to stay 
healthy.123 In addition, AR devices are helping doctors to practice techniques for surgery, and even 
assisting in locating cancerous cells.124

On the other hand, VR can create immersive scenarios that support cities in their education, urban 
planning and water management. VR can provide interactive and immersive experiences that traditional 
educational tools cannot. Through VR, students can travel to the past and to an imaginary future, from 
visiting dinosaurs in the Cretaceous period to living on Mars. Students using VR equipment would be 
able to interact with key elements as in the physical world. In addition, VR also encourages remote 
learning in a safe environment, which could be helpful for connecting with the peripheral areas of 
cities.125 

“VR can create immersive scenarios that support cities in 
their education, urban planning and water management”

VR can also assist in urban planning. 3-D visualisation tools are crucial for city engineers and builders 
to develop blueprints for constructions that are sustainable and energy-efficient. VR can provide them 
with an interactive tool to visualise how their models would fit into the real world and make adjustments 
accordingly. VR tools are giving citizens new ways to participate in urban development projects. Builders 
can provide a VR tour on the infrastructure that is going to be built and consult citizens for their concerns 
and opinions.126

VR can improve water management in cities by 
improving the water distribution network (WDN) 
and the information that is being presented. WDN 
are networks of water sources that consist of pipe 
segments, nodes, water sources, water tanks and 
pump stations. Simulations and modelling are crucial 
to visualising all the information of a WDN, in turn 
providing planners and operators with the information 
needed to address any problem within a WDN. VR 
can enhance this simulation process significantly by 
providing geospatial, three-dimensional data that 
enables operators to take appropriate actions. In 
2012, a VR scene simulation system for WDN with an 
integrated EPANET, which is a water distribution system modelling software, was developed to enhance 
the performance and services of water utilities. Through this VR system, users can visualise updating the 
scenario of WDN in a three-dimensional virtual environment and test operations from modifying the 
schedule of the pumps to changing the velocity and pressure values.127
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In focus – VR for urban planning and citizen participation, London, Canada  

The city council of London, Ontario, Canada, has been proposing a new development plan that will 
see new residential buildings as high as 30 to 35 stories being built around the historical Victoria Park. 
The proposal was met with doubts and objections from the locals as high-rise buildings could obstruct 
the scenery and tranquillity of the park, which many viewed as an important green space that should 
be preserved. 

Figure 8: City of London, Canada (Source)

The city then looked for innovative ways to communicate with the local citizens in order to gain a better 
understanding of the situation. With that, the city has developed a VR experience in which a digital 
model of Victoria Park, along with the proposed high-rise buildings, was created. The VR experience 
allows the locals to look at the buildings based on different proposed scenarios and even experience 
how the light levels would change. This is particularly useful for city planners who are constantly 
looking to communicate complex ideas to citizens on proposed buildings. With the VR devices, the 
locals of London, Canada can participate in discussions regarding the high-rise building proposal in a 
more meaningful manner. 128

https://www.narcity.com/news/ca/on/london-ontario-news-city-is-using-vr-for-city-planning
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Tracing the future path of frontier technologies in cities

The technical challenges remain

As demonstrated above, frontier technologies are largely driven by data. Embedding intelligent sensors 
into existing infrastructure allows cities to collect data on performance and good data management 
can turn this data into actionable insights that enable benefits such as cost saving, improvements in 
resource allocation, and the generation of sustainable growth. However, city data are extremely diverse 
and vast in volume. The amount of data is expected to grow as IoT and other frontier technologies 
continue to expand and generate further data traffic.

Being able to integrate all available data from a wide range of sources, analyse it and extract insights for 
actions, is one of the most challenging tasks for smart sustainable cities. In order to extract serviceable 
and operable data and develop public policy to address city challenges, the data source has to be 
identifiable and data quality has to be warrantied.

As shown in figure 9, city data can be filtered into three categories: total available data; serviceable 
available data; and serviceable operable data. Cities need to know the data origin, how they were 
collected and when, by what or by whom, for what purpose and with which kind of sensor. It is equally 
important to identify and measure the margins of error (total available data). Once the data quality 
is warrantied, cities would be able to identify which data are suitable for city applications and apply 
them locally (serviceable available data). 

Figure 9: Categories of city data



Accelerating city transformation using frontier technologies | A U4SSC deliverable 35

Frequently, there are not enough data streams for cities to design a proper and tailor-made public 
policy. In this case, sensing technologies can support cities in collecting the necessary data. 

Once the collected data have been filtered into strictly useful and particularised data, the city can start 
feeding algorithms and implementing metrics for analysis. This would allow the city to obtain valuable 
information on its behaviour and performance (as seen in figure 10). This information can then be turned 
into insights for designing and deploying specific programmes and plans to enhance public services in 
order to better satisfy citizen needs. Standards, measurement metrics and key performance indicators 
can also be applied at this stage to benchmark the city’s performance, allowing for comparison and 
measurement against different targeted values such as the SDGs.  

Figure 10: Filtration of city data

It should be noted that smart sustainable cities are still facing many technical challenges, from smart city 
platform interoperability, to related security and privacy issues. In this scenario, international standards 
can play an important role in providing valuable guidance in resolving these technical challenges.  
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The role of standardisation in driving frontier technologies 

International standards can play a significant role in defining the technical and environmental 
requirements needed to scale up frontier technology solutions. This standardisation process would 
depend on the purpose of the technologies as different requirements are needed to support their 
deployment within smart cities. 

Box 1: ITU-T Study Group 20 on IoT and Smart Cities and Communities (Source)

ITU-T Study Group 20 on IoT and Smart Cities and Communities

Since its creation in May 2015, ITU-T Study Group 20 has been the lead study group addressing 
the standardisation requirements of the Internet of things (IoT) technologies, with a specific 
focus on IoT applications in smart cities and communities (SC&C).

Accordingly, SG20 has been developing international standards for the coordinated development 
of IoT technologies, including machine-to-machine communications and ubiquitous sensor 
networks. 

Within the realm of its smart city focus, SG20 has extensive ongoing standardisation work to 
leverage IoT technologies to address urban-development challenges in line with the Sustainable 
Development Goals.

One of the most common challenges in deploying IoT in cities is the issue of interoperability. Legacy 
systems and the latest IoT infrastructure are often not compatible with one another. The ability of IoT 
nodes and systems to communicate with each other is crucial for integrating IoT into city services. 
Delivering effective city services or verticals requires different layers of architectures, platforms and 
third-party applications to interact with one another. For example, in the case of smart tourism, in 
order to send personalised and real-time information to the tourists, the necessary data have to be 
collected from sensors and analysed through a smart city platform, which may require cross-platform 
interactions, following which the information will be delivered to the tourists’ mobile devices. 

To this end, international standards are crucial for harmonising the requirements of IoT systems and 
architecture. The International Telecommunication Union (ITU) has developed a series of standards 
(called ITU-T Recommendations) to support smart cities and communities to define these requirements 
and tackle interoperability issues in IoT. These standards are as contained in the Recommendation ITU-T 
Y.4000 series “Internet of things and smart cities and communities”. Within this series, Recommendation 
ITU-T Y.4201 on “High-level requirements and reference framework of smart city platforms”129 defines 
the framework of smart city platforms (SCPs), while Recommendation ITU-T Y.4200 on “Requirements 
of the interoperability of smart city platform”130 provides the specifications of reference points of SCPs. 
Recommendation ITU-T Y.4402 on “Requirements and functional architecture for the open ubiquitous 
sensor network (USN) service platform”131 provides guidance for setting the requirements of an open 
USN service platform. 

https://www.itu.int/en/ITU-T/studygroups/2017-2020/20/Pages/mandate.aspx
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ITU has also commenced work on the topic of digital twin in smart cities through its Study Group 20, 
which has created two work items on the “interaction between physical and digital cities for building 
smart sustainable cities” and “requirements and capabilities of a digital twin system for smart cities”. 
Additionally, ITU-T Study Group 17 on Security has created a work item on “security measures for 
digital twin system of smart cities”.

International standards can also play a critical role in scaling-up other frontier technologies, ensuring 
their seamless deployment and that their benefits would be shared by all. Through ITU-T Study Group 
20 on IoT and Smart Cities and Communities, which serves as the lead Study Group on IoT related 
standardisation work (See Box 1), ITU has initiated standardisation work on various topics, including: 
reference architecture of artificial intelligence service, artificial intelligence and IoT to attain the 
SDGs, data processing and management framework for IoT and smart cities, and IoT infrastructure 
for autonomous driving systems. Furthermore, pre-standardisation activities continue to be carried 
out by the Focus Group on Environmental Efficiency for Artificial Intelligence and other Emerging 
Technologies (FG-AI4EE),132 the Focus Group on AI for Health (FG-AI4H)133 and the Focus Group on AI 
for Autonomous and Assisted Driving (FG-AI4AD),134 which help bridge the gaps in the standards nexus 
that intertwines the various frontier technologies.
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Conclusion

The concept of smart cities is aimed at effectively guiding relevant city stakeholders to drive sustainable 
urbanisation and improve the socio-economic and living standards of their citizens. ICTs can play a 
vital role in decision implementation, as well as in leveraging frontier technologies including artificial 
intelligence, IoT, the concept of digital twin, drones, wearable technologies, virtual reality / augmented 
reality, among others, to facilitate the evolution of smart cities. The effective implementation and 
coupling of these frontier technologies support the design of optimal policies and resolve various 
complex smart city-oriented problems. Furthermore, the utilisation of frontier technologies forms an 
integral part of the current technological interventions to improve urban processes and transcends 
domains including: governance, health care, transportation, manufacturing, agriculture, and education. 

At the core of recent smart city transitions lie sensors and actuators embedded in the smart devices that 
leverage the potential of IoT, AI and other frontier technologies to sense the environment and facilitate 
effective, as well as automated, decision-making based on the data received from the sensors. With 
the incorporation of frontier technologies in cities, they will hold the capacity to transform into cyber-
physical systems (which are capable of connecting the physical world to computational facilities for 
supporting urban operations) and transition into “cities of the future”. As indicated in this deliverable, 
several cities have already undertaken measures for the adoption of frontier technologies. The main 
examples illustrated in this deliverable allow for the highlighting of the following in the context of 
frontier technology adoption in cities:

(1) Data traffic within smart cities remains the main “fuel” for the effective application of frontier 
technologies like AI and IoT.

(2) The application of AI could have a positive impact on the SDG timeline. The intertwining of AI 
and IoT, supplemented by Big data analytics can hasten and improve decision-making along with 
the automation of key services across verticals with limited human intervention. However, many 
challenges, such as security and privacy, data bias, centralisation, scalability, etc., continue to persist. 

(3) Planning is one of the major challenges associated with smart city transitions. Many cities, as 
they embark upon their smart city journey, turn to the indiscriminate use of frontier technologies 
without charting out an effective plan. The concept of “digital twin”, supported by virtual reality 
/ augmented reality, IoT and AI, is able to create a digital simulation of the envisioned “city of 
the future”. Cities across the globe, including some in developing countries, have also leveraged 
this before commencing the assimilation of other frontier technologies into their existing urban 
infrastructure.

(4) To overcome the problems associated with data bias, privacy and security within “cities of the 
future”, international standards can be implemented. The core standardisation work relating 
to frontier technologies in the urban context is carried within ITU-T Study Group 20 on IoT and 
Smart Cities and Communities, which focusses on key work relating to high-level requirements, 
interoperability, digital twin, as well as the use of AI to achieve SDGs. 
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