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Main Outcomes

• GINI Whitepaper

http://www.gini-sa.eu/images/stories/GINI-White-
final20131124revised20140129.pdf

• GINI Roadmap

http://www.gini-
sa.eu/images/stories/Roadmap%20final%202013.11.24%20%2
0Revi%202014.01.29%20-
%202014.02.24mrACC%20cor%20QA%20odd%20no..pdf
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Process towards implementation

• Davos, January 21, 2015 Davos, January 21, 201:  Special 
event Roundtable “THE RISE OF BORDERLESS 
ELECTRONIC IDENTITIES:  ADDRESSING INTERNET 
PRIVACY, SECURITY AND TRUST IN THE POST-PASSWORD 
ERA”, proposed “Collaboration towards a coherent 
system for trusted identities in a secure Internet”, 
spanning geographical as well as sectoral boundaries: 
Reflected in the DIKTYO

• In 2014, Roundtable "Addressing Identity of People and 
Things, Privacy, Security and Trust on the Cloud" 

This project has been funded with support 
from the European Commission under the 

SEVENTH FRAMEWORK PROGRAMME 
THEME ICT 2009.7.3 

https://www.wisekey.com/events/addressing-identity-people-things-privacy-security-trust-cloud/


Internet Megatrends

Information –
search engines

Personal relations –
social networks

Mobile applications –
smart phones

VISION: Next megatrend built around 
individuals getting better control of their data 

Is there a business case?

All data-driven and provider-controlled



Consequences:

• Violation of minimum disclosure principles; data-use 
beyond its original purpose, and lack of user control for 
privacy preservation

• Users unaware how their private information is put to use. 

• Providers of digital services follow the “lock-in” principle

• Distortions

• Serious gaps in security, privacy, trust, and usability;

• Troubling trade-offs, between privacy and security, 
between usability and security.
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Identity in the Digital Age
 Identity = Unique identifier for a unique person (legal or physical)

 Person = Until now, defined by its physical characteristics

 Today's true identity: defined by one's relationships

You

Internet 
Shopping

Tax 
authorities

Credit card
transactions

eGov
Services

Health
Insurance

• Relationships are private = only you should decide who knows

Your bank



The “INDI” digital identity is :

• Self-created by the individual;

• Self-managed throughout its life cycle;

• Presented to relying parties (entities or other individuals) 
partly or wholly, depending on interaction requirements 
and trust relationships established;

• Verifiable against varied and variable data sources chosen 
by the individual and trusted by the relying party.
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Business Models for INDI Operators

User’s 
Operator

User’s 
Operator

Service’s 
Operator
Service’s 
Operator

ServiceService

INDI

B2B interfaces and 
contracts towards services

End user interfaces and 
contracts towards users

USER 
DOMAIN

RELYING PARTY
DOMAIN

User in Control
Compliance and compatibility

between operators

DATA SOURCE DOMAIN

Data Source’s 
Operator

Data Source’s 
Operator



Towards the implementation of
a viable multi-corner model

• Functional architecture for inter-operator relations to be put in place, 
tested and fine-tuned. 

• Individual users enabled to create their identities, navigate and trade 
from a position of strength as regards control of their identities and 
personal data. 

• Relying parties and data sources to feed a new generation of services 
channelled through the certified operator structure. 

• Independent certifying and monitoring mechanisms. 

• High volumes of users enrolled, contact points deployed and 
transactions enacted. 
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Roadmap - Development
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Case
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Put User into Control

Easy integration of PETs

Advance Regulations for Data Protection

Develop a Privacy-focused Business Model

PILOT Activity

Architecture for inter-operator relations

WEF



Thank you

.
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