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	Abstract:
	With the popularity of smart health devices, security issues such as data tampering and information leakage are becoming more and more serious. Currently, lacking mining and testing tools for vulnerability, which are directly applied to health device, making the situation worse. In order to deal with the situation, detecting and fixing the vulnerability in advance become more essential. Meanwhile, how to evaluate the robustness of emerging numerous AI-based health solutions is also an important work to investigate. This status report shows the recent work on health device vulnerability collecting and the plan for next steps.



Review of the background
Sharp increasing in health demand of aging population and worldwide medical resources shortage, provides a great market opportunity for the development of smart health equipment. The widespread use of smart health devices will generate a large amount of health data for more professional and effective analysis, further promoting the advancement of the health field. However, with the application of smart health equipment worldwide, its security issues have become increasingly prominent. At present, major organizations and enterprises pay close attention to applications and ignore security issues. 
In addition, there are no effective means to discover and fix vulnerabilities, which may affect the widespread application of smart health devices. The development of AI, such as machine learning, provides the necessary conditions for solving the security problems of smart health devices. In this way, using AI to establish a set of vulnerability mining and testing tools can effectively solve the security problems of smart health device to promote its development worldwide.

Update for collecting health device vulnerabilities
Roche Accu-Chek inform II instrument、Roche Accu-Chek Inform II Base Unit/Base Unit Hub and CoaguChek/cobas h232 Handheld Base Unit are hand-held blood test medical devices from Roche, Switzerland. They have vulnerabilities on permissions, access control, command execution, etc.
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Several pacemaker products from Abbott Laboratories have vulnerabilities like unauthorized access, encryption error of sensitive data, product access limits, etc.
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ZOOM LATITUDE PRMs is a portable heart rhythm management system for Boston Scientific that communicates with implantable pacemakers and defibrillators. It has vulnerabilities on hard-coded encryption, encryption error, etc.
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MEDHOST Connex is a medical device of MEDHOST Corporation of the United States, which has vulnerabilities like hard-coded password bypass and sensitive information leakage. An attacker could use this vulnerability to obtain or modify sensitive and financial information of patients.
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Drager Infinity Delta and others are medical monitor devices from Germany's Drager. There are security vulnerabilities in several Drager products. An attacker could use this vulnerability to obtain information such as the patient monitor address and wired network configuration.
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Smiths Medical Medfusion 4000 Wireless Syringe Infusion Pump, which has a buffer overflow vulnerability, is a syringe infusion pump from Smiths Medical, UK. A remote attacker could exploit this vulnerability to execute arbitrary code on the target device.
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NEMA DICOM is a set of medical digital image transmission protocol standards. An input validation error vulnerability exists in the DICOM Part 10 File Format from NEMA DICOM Standard 1995 to 2019b. The vulnerability come from a network system or product that does not properly validate the input data.
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In addition, we collect the vulnerabilities including Fujifilm CR-IR 357 FCR Carbon X, a Fujifilm film imaging device from Fujifilm, GEInfinia/Infiniawith Hawkeye4, a medical imaging device from General Electric (GE), and a scanning camera for the medical industry in the US General Electric Company, as well as vulnerabilities of other devices like GE Healthcare Millennium MG, NC, and MyoSIGHT.
Current vulnerability information collection source
· CVE: http://cve.mitre.org/index.html
· CNVD: http://www.cnvd.org.cn/
· CNNVD: http://www.cnnvd.org.cn/
· Anquanke: https://www.anquanke.com/vul
Planned next steps
· Continue to collect information on health devices vulnerability
· Build a health device vulnerability library
· Based on the established vulnerability library, organize experts to discuss, analyse and summarize health device security assessment algorithms and benchmark principles
· Development of health device safety assessment and benchmark platform
· Validation of the platform
· Draft and issue a call for participation
· Cooperate with experts to investigate the methods for AI-based health solutions robustness evaluation
· Collect inputs from the regulatory group on relevant requirements for security and robustness
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Name
CVE-2018-18565

CVE-2018-18564

CVE-2018-18563

CVE-2018-18562

CVE-2018-18561

Description

An issue was discovered in Roche Accu-Chek Inform IT Instrument before 03.06.00 (Serial number below 14000) and 04.x before 04.03.00 (Serial Number above 14000), CoaguChek Pro 11 before
04.03.00, CoaguChek XS Plus before 03.01.06, CoaguChek XS Pro before 03.01.06, cobas h 232 before 03.01.03 (Serial number below KQ0400000 or KS0400000), and cobas h 232 before
04.00.04 (Serial number above KQ0400000 or KS0400000). A vulnerability in the software update mechanism allows authenticated attackers in the adjacent network to overwrite arbitrary files on
the system through a crafted update package.

An issue was discovered in Roche Accu-Chek Inform IT Instrument before 03.06.00 (Serial number below 14000) and 04.x before 04.03.00 (Serial Number above 14000), CoaguChek Pro II before
04.03.00, and cobas h 232 before 04.00.04 (Serial number above KQ0400000 or KS0400000). Improper access control allows attackers in the adjacent network to change the instrument
configuration.

An issue was discovered in Roche Accu-Chek Inform IT Instrument before 03.06.00 (Serial number below 14000) and 04.x before 04.03.00 (Serial Number above 14000), CoaguChek Pro II before
04.03.00, CoaguChek XS Plus before 03.01.06, CoaguChek XS Pro before 03.01.06, cobas h 232 before 03.01.03 (Serial Number below KQ0400000 or KS0400000) and cobas h 232 before
04.00.04 (Serial Number above KQ0400000 or KS0400000). Improper access control to a service command allows attackers in the adjacent network to execute arbitrary code on the system
through a crafted Poct1-A message.

An issue was discovered in Roche Accu-Chek Inform IT Base Unit / Base Unit Hub before 03.01.04 and CoaguChek / cobas h232 Handheld Base Unit before 03.01.04. Weak access credentials may
enable attackers in the adjacent network to gain unauthorized service access via a service interface.

An issue was discovered in Roche Accu-Chek Inform IT Base Unit / Base Unit Hub before 03.01.04 and CoaguChek / cobas h232 Handheld Base Unit before 03.01.04. Insecure permissions in a
service interface may allow authenticated attackers in the adjacent network to execute arbitrary commands on the operating system.
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CVE-2017-12716 Abbott Laboratories Accent and Anthem pacemakers manufactured prior to Aug 28, 2017 transmit unencrypted patient information via RF communications to programmers and home monitoring units. Additionally,
the Accent and Anthem pacemakers store the optional patient information without encryption. CVSS v3 base score: 3.1, CVSS vector string: AV:A/AC:H/PR:N/UL:N/S:U/C:L/I:N/A:N. Abbott has developed a
firmware update to help mitigate the identified vulnerabilities.

Abbott Laboratories pacemakers manufactured prior to Aug 28, 2017 do not restrict or limit the number of correctly formatted "RF wake-up" commands that can be received, which may allow a nearby attacker
to repeatedly send commands to reduce pacemaker battery fife. CVSS v3 base score: 5.3, CVSS vector string: AV:A/AC:H/PR:N/UL:N/S:U/C:N/:N/A:H. Abbott has developed a firnware update to help mitigate
the identified vulnerabilities.

The authentication algorithm in Abbott Laboratories pacemakers manufactured prior to Aug 28, 2017, which involves an authentication key and time stamp, can be compromised or bypassed, which may allow a
nearby attacker to issue unauthorized commands to the pacemaker via RF communications. CVSS v3 base score: 7.5, CVSS vector string: AV:A/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H. Abbott has developed a
firmware update to help mitigate the identified vuinerabilities.





image4.png
Name Description
v

017-14014 Boston Scientific ZOOM LATITUDE PRM Model 3120 uses a hard-coded cryptographic key to encrypt PHI prior to having it transferred to removable media. CVSS v3 base score:
AV:P/AC:L/PR:N/UL:N/S:U/C:H/I:N/AN.

CVE-2017-14012 Boston Scientific ZOOM LATITUDE PRM Model 3120 does not encrypt PHI at rest. CVSS v3 base score: 4.6; CVSS vector string: AV:|

.6; CUSS vector string:

/AC:L/PR:N/UL:N/S: U/C:H/L:N/AN.
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Name
CVE-2017-11743

CVE-2017-11614

Description
MEDHOST Connex contains a hard-coded Mirth Connect admin credential that is used for customer Mirth Connect management access. An attacker with knowledge of the hard-coded credential and the ability to
communicate directly with the Mirth Connect management console may be able to intercept sensitive patient information. The admin account password is hard-coded as $K8ting throughout the application, and
s the same across all installations. Customers do not have the option to change the Mirth Connect admin account password. The Mirth Connect admin account is created during the Connex install. The plaintext
‘account password is hard-coded multiple times in the Connex install and update scripts.

MEDHOST Connex contains hard-coded credentials that are used for customer database access. An attacker with knowledge of the hard-coded credentials and the ability to communicate directly with the
database may be able to obtain or modify sensitive patient and financial information. Connex utilizes an IBM i DB2 user account for database access. The account name is HMSCXPDN. Its password is hard-coded
in multiple places in the application. Customers do not have the option to change this password. The account has elevated DB2 roles, and can access all objects or database tables on the customer DB2
database. This account can access data through ODBC, FTP, and TELNET. Customers without Connex installed are still vulnerable because the MEDHOST setup program creates this account.
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CVE-2018-19014 Drager Infinity Delta, Infinity Delta, all versions, Delta XL, ll versions, Kappa, il version, and Infinity Explorer C700, all versions. Log files are accessible over an unauthenticated network connection. By
accessing the log files, an attacker is able to gain insights about internals of the patient monitor, the location of the monitor, and wired network configuration.

9012 Drager Infinity Delta, Infinity Delta, all versions, Delta XL, all versions, Kappa, all version, and Infinity Explorer C700, all versions. Via a specific dialog it is possible to break out of the kiosk mode and reach the
underlying operating system. By breaking out of the kiosk mode, an attacker is able to take control of the operating system.

9010 Drager Infinity Delta, Infinity Delta, all versions, Delta XL, all versions, Kappa, all version, and Infinity Explorer C700, all versions. A malformed network packet may cause the monitor to reboot. By repeatedly
sending the malformed network packet, an attacker may be able to disrupt patient monitoring by causing the monitor to repeatedly reboot until it falls back to default configuration and loses network
connectivity.
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CVE-2017-12726 A Use of Hard-coded Password issue was discovered in Smiths Medical Medfusion 4000 Wireless Syringe Infusion Pump, Version 1.1, 1.5, and 1.6. Telnet on the pump uses hardcoded credentials, which can be
used if the pump is configured to allow external communications. Smiths Medical assesses that it is not possible to upload files via Telnet and the impact of this vulnerability is limited to the communications
module.

017-12725 A Use of Hard-coded Credentials issue was discovered in Smiths Medical Medfusion 4000 Wireless Syringe Infusion Pump, Version 1.1, 1.5, and 1.6. The pump with default network configuration uses hard-coded
credentials to automatically establish a wireless network connection. The pump will establish a wireless network connection even if the pump is Ethemet connected and active; however, if the wireless
association is established and the Ethemet cable is attached, the pump does not attach the network stack to the wireless network. In this scenario, all network traffic is instead directed over the wired Ethernet
connection.

CVE-2017-12724 A Use of Hard-coded Credentials issue was discovered in Smiths Medical Medfusion 4000 Wireless Syringe Infusion Pump, Version 1.1, 1.5, and 1.6. The FTP server on the pump contains hardcoded credentials,
which are not fully initialized. The FTP server is only accessible if the pump is configured to allow FTP connections.

CVE-2017-12723 A Password in Configuration File issue was discovered in Smiths Medical Medfusion 4000 Wireless Syringe Infusion Pump, Version 1.1, 1.5, and 1.6. The pump stores some passwords in the configuration file, which

are accessible if the pump is configured to allow external communications.

CVE-2017-12722 An Out-of-bounds Read issue was discovered in Smiths Medical Medfusion 4000 Wireless Syringe Infusion Pump, Version 1.1, 1.5, and 1.6. A third-party component used in the pump reads memory out of bounds,
causing the communications module to crash. Smiths Medical assesses that the crash of the communications module would not impact the operation of the therapeutic module.

CVE-2017-12721 An Improper Certificate Validation issue was discovered in Smiths Medical Medfusion 4000 Wireless Syringe Infusion Pump, Version 1.1, 1.5, and 1.6. The pump does not validate host certificates, leaving the
pump vulnerable to a man-in-the-middle (MITM) attack.

CVE-2017-12720 An Improper Access Control issue was discovered in Smiths Medical Medfusion 4000 Wireless Syringe Infusion Pump, Version 1.1, 1.5, and 1.6. The FTP server on the pump does not require authentication if the
pump is configured to allow FTP connections.

CVE-2017-12718 A Classic Buffer Overflow issue was discovered in Smiths Medical Medfusion 4000 Wireless Syringe Infusion Pump, Version 1.1, 1.5, and 1.6. A third-party component used in the pump does not verify input buffer
size prior to copying, leading to a buffer overflow, allowing remote code execution on the target device. The pump receives the potentially malicious input infrequently and under certain conditions, increasing the
difficulty of exploitation.

CVE-2016-8358  An issue was discovered in Smiths-Medical CADD-Solis Medication Safety Software, Version 1.0; 2.0; 3.0; and 3.1. The affected software does not verify the identities at communication endpoints, which may
allow a man-in-the-middle attacker to gain access to the communication channel between endpoints.

CVE-2016-8355  An issue was discovered in Smiths-Medical CADD-Solis Medication Safety Software, Version 1.0; 2.0; 3.0; and 3.1. CADD-Solis Medication Safety Software grants an authenticated user elevated privileges on the
SQL database, which would allow an authenticated user to modify drug libraries, add and delete users, and change user permissions. According to Smiths-Medical, physical access to the pump is required to
install drug ibrary updates.
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Description
1687 An issue was discovered in the DICOM Part 10 File Format in the NEMA DICOM Standard 1995 through 2019b. The preamble of a DICOM file that complies with this specification can contain the header for an
executable file, such as Portable Executable (PE) malware. This space is left unspecified so that dual-purpose files can be created. (For example, dual-purpose TIFF/DICOM files are used in digital whole slide
imaging for applications in medicine.) To exploit this vulnerability, someone must execute a maliciously crafted file that is encoded in the DICOM Part 10 File Format. PE/DICOM files are executable even with the
.dcm file extension. Anti-malware configurations at healthcare facilities often ignore medical imagery. Also, anti-malware tools and business processes could violate regulatory frameworks (such as HIPAA) when
processing suspicious DICOM files. Credit for the discovery of this vulnerability goes to Markel Picado Ortiz (d00rt) of Cylera Labs.





