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1. Challenges of authentication in loT era

VS VS
Password-based Certificate-based Biometric-based
Account Certificate person
What you know What you have Who you are
Vulnerable to attacks, Inconvenient, High security level,

high interruption rate privacy problem low interruption rate
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2. Establishment of IFAA

2 = B o

Strong requirements
for standardization

Person based authentication

| I__/\/\‘ B BRI & B8 5 10 IAIEBX B2

Internet Finance Authentication Alliance

o In order to satisfy the development of industr
Account based authentication chain and meet ’c};]e requiremZnts of financial !
security, Ant Financial Services Group and
industry chain partners established Internet
Financial identity Alliance (IFAA) in June 2015.




B B M & B 5 10 A IEEX BR

Internet Finance Authentication Alliance

| T=/\/\
IFAA Full-Value-Chain Ecosystem

Global leader member organizations collaborate to

innovate authentication scenarios, develop biometrics-based standards, and deliver financial-grade
interoperable authentication solutions .
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4. IFAA Organizational Structure

the highest authority and decision-
making body ;

none of its resolution shall be valid

unless approved by the affirmative vote

of at least two-thirds of representatives

present at the meeting

standing decision-making
body when the IFAA

General Assembly is not

in session

The Secretariat

Work on
deliverables in
working groups

«Focus on the one-to- «Focus on the identification «Focus on the innovative *Test and certify the *build the underlying
one passwordless framework technology authentication technology devices and TEE security capabilities and
authentication and standard. on wearable and loT solutions with IFAA more reliable terminals
technology and device. certificate. for protecting the

standard.
Passwordless

authentication process

Remote

Testing&Certificat
ion

Wearable and loT Terminal Security

Authentication

Identification
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5. IFAA Technical Overview
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Demonstration of IFAA application

Please watch video ->
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6. Current IFAA application scenarios

Powers Massive Use Cases and Scenarios
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Hebei Certificate Authority Co.,Ltd. o Shanghai Electronic Certificate Authority Center Co,
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7. IFAA Members (200+)
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8. FP-based payment in Alipay

F/-\W
&({@h\h FP Enrolment

Capture FP . Extract FP
image features
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. Securely storage FP
features
T
% FP Verification
Capture FP Extract FP . Scores &
. features . comparison . results
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8. FP-based payment in Alipay

ﬁ Fragmentatiauﬁ

IFAA

Whole chain of security

solution

‘ IFAA authentication std

IFAA TEE std

é

Secure OS

IFAA auth std

Chipsets / sensors
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9. IFAA Achievements Today

Interoperable across leading manufacture’s handsets
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The future of IFAA
Current IFAA The Future of IFAA
Fingerprint Authentication « Multiple Biometric

TEE-based Device Security

- TEE, SE. MCU
Support most of the - « Support global devices

fingerprint and facelD devices - Empower all kinds of
Set up sample apps apps
Smart phone, watch and e loT

Bracelet
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Thank You!

Hongwei Luo
Kevin.lhw@alipay.com
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