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Security requirements for categorized data in vehicle-to-everything (V2X) communication
Summary
Data security is one of the most important works for vehicle-to-everything (V2X) communication. However, in a resource constrained environment such as in-vehicle communication, a lot of resources are consumed protecting data as cryptographic functions are required. This Recommendation categorizes the data used in V2X communication into several types such as object attribute data, vehicle status data, environmental perception data, vehicle control data, application service data and user personal data, and assigns three security levels for categorized data types. Based on these categorized data types and assigned data security levels, this Recommendation provides security requirements for categorized data in V2X communication. 
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[bookmark: _Toc112603929]Recommendation ITU-T X.1383 (ex X.srcd)
Security requirements for categorized data in vehicle-to-everything (V2X) communication

1 Scope
This Recommendation categorizes the data used in vehicle-to-everything (V2X) communication into several types and defines the security level for each categorized data type. Based on these categorized data types in each security level, this Recommendation provides security requirements for categorized data in V2X communication.
2 [bookmark: _Toc112603930]References
[ITU-T X.1641]	Recommendation ITU-T X.1641 (2016), Guidelines for cloud service customer data security.
[ITU-T X.1603]	Recommendation ITU-T X.1603 (2018), Data security requirements for the monitoring service of cloud computing.
[ITU-T X.1372]	Recommendation ITU-T X.1372 (2020), Security guidelines for vehicle-to-everything (V2X) communication.
3 [bookmark: _Toc536277732][bookmark: _Toc536278825][bookmark: _Toc112603931]Definitions
3.1 [bookmark: _Toc112603874][bookmark: _Toc112603903][bookmark: _Toc112603932][bookmark: _Toc391021014][bookmark: _Toc427001894][bookmark: _Toc441158699][bookmark: _Toc461474824][bookmark: _Toc481142364][bookmark: _Toc481142448][bookmark: _Toc481143018][bookmark: _Toc482798982][bookmark: _Toc485712677][bookmark: _Toc486309460][bookmark: _Toc530684018][bookmark: _Toc112603933]Terms defined elsewhere
3.1.1 data desensitization [b-ITU-T X.1217]: A process to hide the sensitive data. 
3.1.2 data lifecycle [b-ITU-T X.1751]: The entire survival process after data are generated, including data collection, data transmission, data storage, data usage (covering data analysis and visualization), data sharing and data destruction. 
4 [bookmark: _Toc112603934]Abbreviations and acronyms
ABS		Anti-skid braking system
BSM		Basic Safety Message
CAM		Cooperative Awareness Message
DoS		Denial of Service
GDPR		General Data Protection Regulation
ICV		Intelligent Connected Vehicle
TLS		Transport Layer Security
V2I		Vehicle-to-Infrastructure
V2D		Vehicle-to-nomadic Device
V2P		Vehicle-to-Pedestrian
V2V		Vehicle-to-Vehicle
[bookmark: _Toc536276649][bookmark: _Toc536277737][bookmark: _Toc536278830]V2X		Vehicle-to-Everything
5 [bookmark: _Toc112603935][bookmark: _Toc534279229]Conventions
This Recommendation uses the following conventions:
The keywords "is required to" indicate a requirement which must be strictly followed and from which no deviation is permitted if conformance to this document is to be claimed. 
The keywords "should" indicate a requirement which is recommended but which is not absolutely required. Thus, this requirement need not be present to claim conformance.
The keyword 'can' indicate an optional requirement which is permissible, without implying any sense of being recommended.
The keywords "should not" indicates a requirement which must be strictly followed and from which no deviation is permitted, if conformance to this Recommendation is to be claimed.
6 [bookmark: _Toc112603936]Data lifecycle in V2X communication
6.1 [bookmark: _Toc112603937]Data lifecycle
Data lifecycle is defined based on the data flow in the relevant organization businesses in a vehicle-to-everything (V2X) communication environment. Based on the actual situation in V2X communication, the data security lifecycle is similar to that presented in [ITU-T X.1641], which includes the stages described below of data collection, data transmission, data storage, data usage, data migration, data destruction and data backup and restoration:
· Data collection: the process of generating new data in the system within the organization and collecting data from the outside. There are two forms of data collection in V2X communication, one is the data generated in various V2X communication business processes and the other is the data collected by related users, partners and other third parties.
· Data transmission: the process in which data flows from one entity to another within the organization. Data transmission in V2X communication mainly involves the realization of data flow between systems and equipment related to V2X communication services.
· Data storage: the process of physical storage or cloud storage of data in any digital format. This stage typically occurs nearly simultaneously with the data collection.
· Data usage: a series of activities conducted by organizations for dynamic data in V2X communication, such as data query, analysis and processing. In this stage, data update and new data production will be involved.
· Data migration: the process of transferring data to external third parties. It includes data display and provision to users in V2X communication. It also includes the process of providing data to each other in cooperation between enterprises and institutions in V2X communication.
· Data destruction: the process to make data permanently or temporarily unavailable by using physical or technical means. Data destruction can come from both cost considerations of the enterprise and external compliance or business requirements. Especially, if there are relevant data retention regulations, it should be considered that service providers should erase or anonymize collected data appropriately so that the data which has reached its retention limit or for which users have no longer given consent cannot be recovered. 
· Data backup and restoration: the process of copying all or part of the data to other storage media to prevent data loss and to recover the original data with the backup data in case of data loss.
6.2 [bookmark: _Toc112603938]Threat analysis
Data in V2X communication, also faces similar security threats and challenges to those defined in [ITU-T X.1603] and [ITU-T X.1641]. Some of these security threats and challenges for data in V2X communication include but are not limited to those presented in Table 6-1.

Table 6-1 – Threats and challenges according to data lifecycle in V2X communication
	Data lifecycle
	Security threats and challenges

	[bookmark: OLE_LINK1][bookmark: OLE_LINK2]Data collection
	a) Data collection without authorization
b) Acquisition interface vulnerabilities
c) Spoofing
d) Tampering and interception
e) Insecure service access
f) Unauthorized administrative access

	Data transmission
	a) Interception
b) Masquerade
c) Eavesdropping
d) Unauthorized access
e) Denial of service (DoS) attack

	Data storage
	a) Data loss and leakage
b) Service unavailability

	Data usage
	a) Data misuse
b) Insider threats
c) System vulnerabilities
d) Eavesdropping

	Data migration
	a) Data misuse
b) System vulnerabilities
c) Misrepresentation
d) DoS attack

	Data destruction
	a) Spoofing
b) [bookmark: OLE_LINK3][bookmark: OLE_LINK4]System vulnerabilities

	Data backup and restoration
	a) System vulnerabilities



7 [bookmark: _Toc112603939]Categorized data in V2X communications
This clause provides the categorization policy for data handled by the V2X communication. The six data categories: object attribute data, vehicle status data, environmental perception data, vehicle control data, application service data, and user personal data are described in clause 7.2.
7.1 [bookmark: _Toc47947055][bookmark: _Toc112603940]Data identification based on V2X communication scenarios
Data handled by the V2X communication can be identified based on an actual communication scenario.  [ITU-T X.1372] categorizes the V2X communication scenarios as follows: vehicle-to-vehicle (V2V), vehicle-to-infrastructure (V2I), vehicle-to-nomadic device (V2D), and vehicle-to-pedestrian (V2P).  This clause describes the relevant communication processes and data of each communication scenario.  
7.1.1 [bookmark: _Toc47947056]Data in V2V communication
[ITU-T X.1372] identifies three V2V communication scenarios; V2V warning propagation, V2V platoon communication and V2V beaconing.  In a V2V warning propagation scenario, a warning message is propagated between vehicles.  In a V2V platoon communication scenario, groups of vehicles exchange vehicle status with each other.  In a V2V beaconing scenario, each vehicle sends its vehicle status information.  Table 7-1 shows data in V2V communication.

Table 7-1 – Data in V2V communication
	Category
	Scenario
	Data

	Vehicle-to-vehicle
	V2V warning propagation
	· Warning message
· Basic safety message (BSM)
· Cooperative awareness message (CAM)

	
	V2V platoon communication
	· BSM
· CAM

	
	V2V beaconing
	· BSM
· CAM


Technical specifications of BSM and CAM are described in [b-SAE J2735] and [b-ETSI – TS 102 637-2] respectively. 
7.1.2 [bookmark: _Toc47947057]Data in V2I communication
[ITU-T X.1372] identified two V2I communication scenarios; V2I warning and V2I information exchange. The V2I warning scenario allows exchanging of warning messages between a vehicle and infrastructures. In V2I information exchange, a vehicle and infrastructure communicate with each other to update traffic information and/or information regarding infotainment services.     Table 7-2 shows data in V2I communication.

Table 7-2 – Data in V2I communication
	Category
	Scenario
	Data

	Vehicle-to-infrastructure
	V2I warning
	· Warning message

	
	V2I information exchange
	· In-vehicle-signage
· In-vehicle-information
· Signal phase
· Time of traffic light information
· Road-surface condition
· Weather condition
· Visible-distance condition
· Road construction information



7.1.3 [bookmark: _Toc47947058]Data in V2D communication
In a V2D communication scenario, a vehicle communicates with nomadic devices such as a smartphone, laptop and navigation system in the vehicle.  [ITU-T X.1372] identifies two V2D communication scenarios; V2D communication by indirect links and V2D communication by direct links. The difference between these scenarios is the way of communication, and both handle the same types of data. V2P communication is considered as a specific case of V2D communication in [ITU-T X.1372].  Table 7-3 shows data in V2D communication.

Table 7-3 – Data in V2D communication
	Category
	Scenario
	Data

	Vehicle-to-nomadic device
	V2D communication by indirect/direct links 
	· Vehicle hardware data
· Vehicle software data
· Device hardware data
· Device software data
· Service platform data
· Application service data



7.2 [bookmark: _Toc112603941][bookmark: _Toc521139229]Data categorization
This clause describes data categorization regarding data handled in V2X communication.
The data in V2X communication is taken into account to meet the related laws and regulations for personal data protection such as the general data protection regulation (GDPR), and the data described in this Recommendation cannot point to information of a specific or identifiable person.
7.2.1 [bookmark: _Toc29229559]Object attribute data
Object attribute data refers to the attributes of the entities in V2X communication, which can be subdivided into three types, that is, the attributes of vehicles, mobile devices and cloud service platforms: 
· The attributes of vehicles data are related to the property of vehicles, such as brand, type, logo, colour. 
· The attributes of a mobile device's data refer to the property related to the mobile device, such as the brand, type, colour. 
· The attributes of service platform data are the property related to the service platform, such as the revision, manufacture and so on. 
7.2.2 [bookmark: _Toc521139230]Vehicle status data
Vehicle status data refers to the status of vehicles which is closely related to the information service in V2X communication. It includes the operating states and parameters of these systems, such as the automotive powertrain system, chassis system, automotive safety system, body system, vehicle comfort system, and automotive electrical system.
[bookmark: OLE_LINK5][bookmark: OLE_LINK6][bookmark: OLE_LINK11][bookmark: OLE_LINK12]More specifically, vehicle status data includes data information from the vehicle controller (such as pump control signal, air pressure sensor alarm, motor brake wired signal, etc.), transmitter system (such as torque, fuel consumption rate, etc.), cooling system (such as coolant temperature), gearbox system (such as the data of vehicle start, acceleration and acceleration, etc.), safety system (such as airbag status, seat belt usage status, etc.), chassis system (such as data information reflecting the status of vehicle network, steering system, ABS braking, tyre pressure monitoring, etc.), comfort system (such as data of air-conditioning opening, seat adjustment, window system, lighting use, etc.) and the other auxiliary systems.
Based on the description of vehicle running states, vehicle status data can be divided into two types, dynamic status data of vehicles and static status data of vehicles.
· Dynamic vehicle status data is related to the running states of the vehicle systems. Take the state of the air conditioning system as an example, temperature and humidity in the car.
· Static vehicle status data is related to the static status states of the air conditioning systems, such as seat belt usage status and status of air-conditioning, etc. 
7.2.3 [bookmark: _Toc536276658][bookmark: _Toc536277745][bookmark: _Toc536278837][bookmark: _Toc536276659][bookmark: _Toc536277746][bookmark: _Toc536278838][bookmark: _Toc536276660][bookmark: _Toc536277747][bookmark: _Toc536278839][bookmark: _Toc536276661][bookmark: _Toc536277748][bookmark: _Toc536278840][bookmark: _Toc521139231]Environmental perception data
Environmental perception data is mainly related to the external environment of vehicles, including data information of the external equipment, terminals, pedestrians related to vehicle communication or interaction of information service in V2X communication, including but not limited to speed, traffic light information and road infrastructure in vehicle-vehicle communication. The information gathered by speed radars and cameras related to road infrastructure, the direction of driving and moving, the state of driving and moving, the speed, distance, the possible related state data of collision or not, and the data related to charging stations (piles) and other equipment acquired for electric vehicles also belong to environmental data.
7.2.4 Vehicle control data
Vehicle control data is related to the control of the vehicle in V2X communication and mainly includes two subtypes, intelligent decision control data and vehicle remote control data:
· Intelligent decision control data is the data of control instructions related to auto-driving or intelligent assistant driving. The data is based on the processing of the environment perception and intelligent decision-making systems and are used to realize the data of intelligent control behaviour of vehicles, such as brake or drive by wire, automatic gear shifting and integrated chassis control.
· Vehicle remote control data refers to the remote operation instructions to vehicles through apps, service platforms, etc. and the data includes the data on remote door lock/unlock, remote control air-conditioning, remote windows operations and lights, etc.
7.2.5 [bookmark: _Toc521139233]Application service data
Application service data is related to the application of information interaction in V2X communication. It refers to the data related to information services in V2X communication besides object attribute data, vehicle status data, environmental perception data, vehicle control data and user personal data, including but not limited to information and entertainment data, traffic safety management and control data, and vehicle-related service data, etc.:
· Information and entertainment data is related to entertainment services provided in V2X communications, such as the multimedia download, website browsing and broadcast subscription of a certain population, as well as weather forecast, etc.
· Traffic safety management and control data are related to traffic safety and traffic management, such as road traffic safety early warning, emergency rescue, vehicle remote monitoring and management, etc.
· Vehicle-related service data is related to after-market services in V2X communication such as vehicle maintenance, second-hand vehicle management, financial insurance and related e-commerce. For example, the maintenance frequency of certain types of automobile parts under a certain automobile brand belongs to vehicle-related service data.
7.2.6 [bookmark: _Toc521139234]User personal data
[bookmark: OLE_LINK7][bookmark: OLE_LINK8]User personal data refers to the personal information concerning the user, which is used and/or generated in the V2X communication. This clause does not discuss the classification and protection of user personal data. 
Therefore, if the data listed in Table 7-4 as an example corresponds to the user personal data in privacy related laws and in regulations such as the GDPR, then the categorization policy is overridden by that regulation. 
7.3 [bookmark: _Toc112603942]Data security levels
Based on the consideration combined with the data security objectives, the importance of the data, and the impact of the possible security events, each data category can be classified into 3 levels: Level 1 (less protected data), level 2 (moderately protected data) and level 3 (highly protected data). Confidential data only refers to the confidential data from enterprises related to V2X communication, and the user's personal information is not involved here.
Level 1 (less protected data) contains data that is publicly available data in V2X communications such as the software version of the V2X platform.
Level 2 (moderately protected data) contains data that is required to be protected with security measures, such as the vehicle data acquired in V2V communication, login account and password of V2X communication. 
Level 3 (highly protected data) contains data that is required to be more strongly protected than Level 2 (moderately protected data) in V2X communications, such as the financial transaction information in V2D communication, key performance data of a vehicle and identity authentication information of V2X communications.
Table 7-4 provides detailed information on data security levels and examples in V2X communications.
Table 7-4 – Examples of data security levels in V2X communication
	Data category in V2X communications
	Data security level in V2X communications
	Examples

	[bookmark: _Hlk536274083]Object attribute data
	Attribute data of vehicle
	Level 1
	The brand, type, logo, colour of a vehicle.

	
	
	Level 2
	Performance parameters of a certain type of vehicle.

	
	
	Level 3 
	Specific hardware and software configuration data of a certain type of vehicle.

	
	Attribute data of mobile device 
	Level 1
	The brand, type, logo, colour of a mobile terminal.

	
	
	Level 2 
	Equipment status data related to some important functions in V2X communication.

	
	
	Level 3
	The critical performance parameters and configuration information of a type of mobile device.

	
	Attribute data of cloud service platform

	Level 1 
	The type and name of a cloud service platform.

	
	
	Level 2 
	The information of hardware, operating system or application software.

	
	
	Level 3
	The critical performance parameters and configuration information of a service platform.

	Vehicle status data 
	Dynamic vehicle status data
	Level 1
	The state of an air-conditioning system.
Inside temperature of vehicles. 

	
	
	Level 2
	Running state of an airbag and air belts, etc.
Data perceived by sensors within a vehicle and closely related to important vehicle handling, such as tire pressure.

	
	
	Level 3
	Core running technical indicators of a vehicle
Data received by sensors within a vehicle and closely related to critical vehicle handling, such as data from collision sensors.

	
	Static vehicle status data
	Level 1
	The frequency of use of an air-conditioning system in a certain time.

	
	
	Level 2
	Average fuel consumption of a vehicle.

	
	
	Level 3  
	The confidential data of the vehicle system.

	Environmental perception data 
	Vehicle external environmental perception data
	Level 1
	Road type (expressway or country road or sidewalk), road condition (intact or wet or slippery), road speed limit, distribution and status information of signal lights, status information of signal lights, road congestion, traffic accidents, etc.

	
	
	Level 2 
	In the vehicle-vehicle communication scenario, the information after desensitization of nearby vehicles, such as the physical location, longitude and latitude, update time, driving speed, forward direction, lane change information.
In the vehicle-pedestrian communication scenario, the data after desensitization such as the location, distance, speed and motion state of the approaching pedestrians, and the possibility of collision.

	
	
	Level 3
	In vehicle-vehicle communication scenarios, data information of adjacent vehicles in a certain period of time after desensitization, such as travel route, location, time, parking information, etc.

	[bookmark: _Hlk536274125]Vehicle control data
	Intelligent decision control data
	Level 1
	Sound data for backing tips in backing assistance.

	
	
	Level 2
	In the lane-keeping application of the intelligent assistant driving system, when the vehicle tends to deviate from the driving lane, the warning command data such as steering wheel jitter, dashboard red light or green light indication are sent.

	
	
	Level 3
	The confirmation instructions of Intelligent Parking System in automatic parking.

	
	Vehicle remote control data
	Level 1
	General reading data related to remote monitoring of V2X communication

	
	
	Level 2
	Instruction to remote start the vehicle or start up the steering of vehicles.

	
	
	Level 3
	Implementing instructions related to remote control of multiple vehicles, such as fleet, through the service platform of V2X communications.

	Application service data
	Information and entertainment data
	Level 1
	Data of radio broadcast

	
	
	Level 2 
	Browsing records of online shopping after desensitization

	
	
	Level 3
	Speech and video recordings after desensitization in information service applications

	
	Traffic safety management and control data
	Level 1 
	Road traffic congestion warning, real-time traffic accident warning data, etc.

	
	
	Level 2
	Vehicle collision warning data due to vehicle parking in front of vehicle in queue

	
	
	Level 3
	Remote monitoring data of road traffic vehicles.

	
	Vehicle-related service data
	Level 1 
	After desensitization, the usage behaviour data of the entertainment system related to the use, operation and other information of the vehicle entertainment system are recorded.

	
	
	Level 2
	After desensitization, the vehicle behaviour data related to the vehicle driving behaviour.

	
	
	Level 3
	Data after desensitization, such as car owner's personal preferences and behaviour habits based on vehicle travel time, route, location, and information and entertainment system's use behaviour data, or core vehicle parameters based on vehicle's own state and environment perception data, etc.

	User personal  data
	N/A
	N/A
	N/A


The contents of Table 7-4 are described as follows:
1）N/A: not applicable
2）The data after desensitization described in Table 7-4 cannot directly or indirectly identify or indicate the personal information of persons, after being processed by anonymous fuzzy and other technical means. Data desensitization methods include but are not limited to anonymity, de-identification, diversity, data suppression, data disturbance, differential privacy, etc. The organization related to V2X communication should take appropriate data desensitization measures based on the comprehensive consideration of data subject characteristics, data sensitivity level, and data operation requirements.
8 [bookmark: _Toc112603943]Security requirements
This clause provides the basic security requirements, intermediate security requirements and advanced security requirements which strictly correspond to level 1-3 data.
8.1 [bookmark: _Toc112603944]Security requirement level
Based on the classification for categorized data, security methods or measures for each level are stated. There are three security levels of security requirements can be adopted: the basic security requirements, the intermediate security requirements and the advanced security requirements. Generally, the basic security requirements are taken to protect level 1 (less protected data), and the intermediate security requirements are taken to protect level 2 (moderately protected data), and the advanced security requirements are taken to protect level 3 (highly protected data).
Enterprises also can choose the security measures according to their own situation or the confidentiality of the data.

Table 8-1 – Security requirements according to security level of V2X communication data
	Security level of V2X communication data
	Level of security requirements

	
	Basic
	Intermediate
	Advanced

	Level 1 (less protected data)
	*
	N/A 
	N/A

	Level 2 (moderately protected data)
	*
	*
	N/A 

	Level 3 (highly protected data)
	*
	*
	*


* : covered;
N/A: not applicable.
8.2 [bookmark: _Toc112603945]Basic security requirements
(1) Data collection
· Data in V2X communications should be classified according to the combination of the data security objectives, the importance of the data and the impact of the possible security events. 
· The principle of minimization should be followed in the process of data collection. Only data related to business functions can be collected. 
· The collected data should be classified and managed according to the data classification and classification methods described in clause 6 and clause 7.  Different security measures should be formulated and implemented for different levels of data.
(2)  Data transmission
· The overall security requirement of data transmission in V2X communications should not be lower than that of general communication network.
· According to different data categorizations, business processes and security risks of V2X communication scenarios, different data transmission security strategies and measures should be adopted.
· The security protocols such as transport layer security (TLS) should be used to ensure the security of data transmission in the communication scenarios between the vehicle and other entities.  
· Should be able to detect that the data was corrupted during transmission.
(3)  Data storage
· For data stored in the vehicle terminals and service platforms, data encryption mechanisms should be adopted in the V2X communication related equipment and systems.  The parameters such as the algorithm, strength, and mode of cryptography should be supported by an optional configuration.  
· It should be able to ensure the security of cache data in the service platform or vehicle system. It should encrypt the data stored in the cache system.
· For data stored in the vehicle terminals and service platforms, data access control mechanisms should be adopted to prevent unauthorized access, modification and deletion, and cross-domain information access.
· It should be able to verify the integrity of the data in the storage process to prevent data from being tampered with, deleted and inserted. User warning information should be provided when the integrity of data is destroyed.
(4) Data usage
· The data should be processed within the scope of authorization, limited to the minimum range of business needs.
· The use of data should be authorized and verified.
· The purpose and scope of data usage should meet the requirements of relevant national laws and regulations.
· During data analysis and mining, the source data and mining results should be signed to prevent data from being maliciously deleted, tampered with, or unrestricted abuse.
· For the data transfer or export between the Internet of vehicles devices, systems and platforms, management and technical measures should be adopted to ensure security.
(5) Data migration
· Security capability assessment should be conducted before data migration to ensure the safety of data migration.
· The continuity of business and application should be ensured when data is migrated between different data devices.
· It should establish a migration scheme, assess its feasibility and associated risks, then develop risk control measures accordingly as preparations for data migration.
(6) Data destruction
· A data destruction strategy and management system should be established to clarify the object and process of destruction. The examination and approval mechanism for data destruction should be established, and the relevant supervisory role for destruction should be set up to supervise the destruction process.
· Measures should be provided to clear the data which has reached its retention limit or when users no longer give consent should be destructed immediately.
· Measures should be provided to help clear the data left over from data migration or business. 
· Measures should be provided to remove all copies of backup data.
(7) Data backup and restoration
· Data backup and recovery mechanisms should be established before data migration.
· Local data backup and recovery should be provided.
· A regular full data backup mechanism should be established, and the recommended time cycle should not be less than once a week.
· The backup data should have the same access control rights and secure storage requirements as the original data.
8.3 [bookmark: _Toc112603946]Intermediate security requirements
The intermediate security requirements is a set of supersets of the basic security requirements. Based on requirements of the basic security requirements in each data lifecycle phase, the following requirements are added:
(1) Data collection
In addition to meeting basic security requirements, the following requirements should also be met:
· During the collection of level 2 data, the original data should be backed up to avoid data omission and loss.
· Identification mechanisms should be adopted to ensure the authenticity of data collection. 
· Data verification mechanisms should be adopted to ensure the integrity of data collection.
(2) Data transmission
In addition to meeting basic security requirements, the following requirements should also be met:
· The data transmission of the core service platform of automobile and Internet of vehicles should adopt private network or virtual private network communication to realize isolation from Internet.
· In V2V/V2I communication, it should have a trusted identity certificate, which can verify the identity of the data transmission node, and the authentication information should not disclose privacy information.
· The vehicle should be able to identify the illegal connection requests from cellular networks to filter malicious packets.
· For level 2 data, such as remote control instruction data, the reliability of the data source should be verified to ensure that the data is not forged. 
(3) Data storage
In addition to meeting basic security requirements, the following requirements should also be met:
· It should be able to verify the integrity of the data in the storage process to prevent data from being tampered with, deleted and inserted, and necessary restoration measures should be provided when the integrity of data is destroyed.
· The identification information should be set for the data files stored in the intelligent connected vehicle (ICV), service platforms and applications to avoid the use of such files in unauthorized devices and systems.
· For caching system of the service platform in V2X communication, specific operational records should be kept to protect the cashed level 2 data.
· The whole process of data log management should be established to prevent data repudiation threats. 
(4) Data usage
In addition to meeting basic security requirements, the following requirements should also be met:
· For data query of level 2 data, the operations, such as query, external display and statistics, fuzzy processing should be carried out.
· The usage of level 2 data should be audited and an audit log should be generated.
(5) Data migration
In addition to meeting basic security requirements, the following requirements should also be met:
· The migration plan should be developed, its feasibility and related risks should be evaluated, and then the corresponding risk control measures should be formulated to prepare for data migration.
(6) Data destruction
In addition to meeting basic security requirements, the following requirements should also be met:
· It should be ensured that the storage space of resources related to V2X communication, such as files, directories and database records, is not released or reallocated to other users until these resources are completely cleared.
· For the on-board terminal, in order to prevent data leakage due to replacement of vehicle components, it should be able to provide the function of erasing the data of vehicle terminal, so as to ensure that the erased data of the vehicle terminal cannot be recovered.
(7) Data backup and restoration
In addition to meeting basic security requirements, the following requirements should also be met:
· For local or remote backup data, full data should be backed up at least once a week, and incremental backups should be backed up at least once a day. In addition, a multi backup mechanism should be established.
· Backup data should be encrypted stored.
8.4 [bookmark: _Toc112603947]Advanced security requirements
The advanced security requirements is a set of supersets of the intermediate security requirements. Based on requirements of the intermediate security requirements in each data lifecycle phase, all the following requirements should be adopted.
(1) Data collection
· The protection requirements are the same as those of the intermediate security requirements.
(2) Data transmission
In addition to meet the security requirements of the intermediate security requirements, the following requirements should also be met:
· It should be able to detect data integrity damage during transmission and take necessary measures to recover data when integrity damage is detected.
· For confidential data of L3 level, mutual authentication should be adopted to deal with the threat of tampering and data leakage caused by identity impersonation of external entities. 
(3) Data storage
In addition to meet the security requirements of the intermediate security requirements, the following requirements should also be met:
· The hardware security encryption storage scheme should be adopted to ensure the confidentiality of confidential data of vehicles, service platforms, intelligent mobile terminal applications and roadside infrastructure.
· It should be able to verify the integrity of the data in the storage process to prevent data from being tampered, deleted, and inserted, and necessary restoration measures should be provided when the integrity of data is destroyed.
(4) Data usage
In addition to meet the security requirements of the intermediate security requirements, the following requirements should also be met:
· The approval of secondary operation authority should be carried out by multi person authorization mode.
· Data correlation isolation should be conducted to prevent data leakage due to data association analysis for the data in different systems, platforms or applications. 
· Dynamic desensitization should be supported in the use of confidential data. 
(5) Data migration
The protection requirements are the same as those of the intermediate security requirements.
(6) Data destruction
In addition to meet the security requirements of the intermediate security requirements, the following requirements should also be met:
· Should provide means to prevent the recovery of destroyed data.
(7) Data backup and restoration
In addition to meet the security requirements of the intermediate security requirements, the following requirements should also be met:
· Security authentication measures, such as identity authentication, should be provided to ensure that local and remote data backup and recovery operations can only be performed with the knowledge or control of authorized users.


[bookmark: _Toc112603948]Bibliography

 [b-SAE J2735]		V2X Communications Message Set Dictionary, (July 2020).

[b-ETSI - TS 102 637-2]		Intelligent Transport Systems (ITS); Vehicular Communications; Basic Set of Applications; Part 2: Specification of Cooperative Awareness Basic Service, (March 2011).

[b-ITU-T X.1217]		Recommendation ITU-T X.1217 (2021), Guidelines for applying threat intelligence in telecommunication network operation.

[b-ITU-T X.1751]	Recommendation ITU-T X.1751 (2020), Security guidelines for big data lifecycle management by telecommunication operators. 


_____________________

