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ITU-T Study Group 17 is pleased to update ITU-T SG16, CITS, ISO TC22/SC31, ISO TC204, and UNECE WP.29 on its work on security aspects of intelligent transport system (ITS) and seeks agreement for collaboration.
During SG17 meeting in August/September 2022, the following updates were made to Recommendations and new work items related to ITS security for your consideration (more details available in the Annexes and Attachments). 
Consented Recommendation:
· ITU-T X.1377 (ex. X.ipscv) “Guidelines for an intrusion prevention system for connected vehicles”
Determined Recommendations:
· ITU-T X.1380 (ex. X.edr-sec) “Security guidelines for cloud-based data recorders in automotive environments”
· ITU-T X.1381 (ex. X.eivn-sec) “Security guidelines for Ethernet-based in-vehicle networks”
· ITU-T X.1382 (ex. X.fstiscv) “Guidelines for sharing security threat information on connected vehicles”
· ITU-T X.1383 (ex. X.srcd) “Security requirements for categorized data in vehicle-to-everything (V2X) communication”
New work items:
· New work item, ITU-T X.evpnc-sec, “Security guidelines for electric vehicle plug and charge (PnC) services using vehicle identity (VID)” 
· New work item, ITU-T Supplement to X.1813- X.sup-cv2x-sec, “Security deployment scenarios for cellular vehicle-to-everything (C-V2X) services supporting ultra-reliable and low latency communication (URLLC)” 
It would be highly appreciated if you could continuously collaborate with SG17 through its Question 13 on ITS security. 
Annex:
· Information on new work items: X.evpnc-sec and X.sup-cv2x-sec
Attachments (5):
· Consented Recommendation X.1377 
· Determined Recommendation X.1380 
· Determined Recommendation X.1381 
· Determined Recommendation X.1382 
· Determined Recommendation X.1383 


Annex
New work items X.evpnc-sec and X.sup-cv2x-sec
1. ITU-T X.evpnc-sec “Security guidelines for electric vehicle plug and charge (PnC) services using vehicle identity (VID)”
Scope
This draft Recommendation proposes an authentication model for electric vehicle plug and charge service using decentralized identity and provides security guidelines for it. It identifies security threats and requirements for electric vehicle plug and charge service considering stakeholders comprising original equipment manufacturer (OEM), electric vehicle owner, charging station operator (CSO) and electric mobility service provider (EMSP).
Summary 
Plug and charge is identification mode and service where the customer just has to plug their vehicle into the electric vehicle supply equipment and all aspects of charging are automatically taken care of with no further intervention from the driver. This work item proposal focuses on the service model that uses a decentralized identity to authenticate electric vehicles and owners in the process of charging and billing using plug and charge service, while the ISO 15118 standards describe an authentication method between electric vehicle and charging equipment using X.509-based PKI certificates. 
This proposed service model has an advantage of allowing various entities regarding electric vehicle plug and charge service to generate and control their own vehicle identity without depending on a specific service provider. Moreover, this Recommendation can provide flexibility for entities to participate in the business, since each service entity does not need to implement complex PKI systems. This draft Recommendation briefly describes the security guidelines for the electric vehicle plug and charge service using vehicle identity. It identifies threats to the model and provides security requirements.
2. ITU-T Supplement to X.1813 - X.sup-cv2x-sec “Security deployment scenarios for cellular vehicle-to-everything (C-V2X) services supporting ultra-reliable and low latency communication (URLLC)”
Scope
This Supplement is to provide security deployment scenarios to address critical condition and possibility of inefficient service performance for C-V2X services supporting URLLC based on the context of X.1813.
When implementing C-V2X services based on requirements and functions defined in the Recommendation X.1813, it is required that modifications to the existing security deployment scenarios defined in the Recommendation X.1813. Therefore, the scope of this Supplement is to provide possible candidate security deployment scenarios for C-V2X services supporting URLLC based on the context of X.1813. 
Summary
Many types of vertical services are being developed and provided based on IMT-2020 network. For these vertical services, the Recommendation X.1813 specifies security requirements for operation of vertical services supporting URLLC in IMT-2020 private network. It identifies threats and risks which arise when providing vertical services supporting URLLC in IMT-2020 private network and describes security deployment scenarios of IMT-2020 private network for operation of vertical services supporting URLLC.
However, the deployment scenarios defined in X.1813 are not enough to be adapted to C-V2X environment where vehicle is moving and connected to public/private 5G network.
With regards to C-V2X services, meeting low latency in URLLC is a critical condition for C-V2X services. Network security problems regarding URLLC may cause not only inefficient service performance but also critical accidents for passengers. 
This Supplement is to highlight and share the security deployment scenarios for C-V2X services supporting URLLC based on the context of X.1813. 
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