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A brute-force 
approach
• Black-box problem and 

regulatory compliance

• No sustainability nor green AI

• Training costs

• Over-parametrization problem
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An alternative: Levering 
domain knowledge
Integration of  validated models 
from Behavioral Economics (BE) 
into ML architectures improves 
predictive performance, reduces 
computational costs, and 
enhances model explainability. 



Protection-Motivation Theory 
(PMT)

Threat appraisal

• Perceived severity: The individual’s assessment of how serious the 
consequences of a cyberattack would be.

• Perceived vulnerability: The individual’s assessment of the 
likelihood that they will experience a cyberattack.

Coping appraisal

• Response efficacy: The perceived effectiveness of the protective 
behavior

• Self efficacy: The individual’s confidence in their own ability to 
successfully implement the protective measures.

• Response costs: The perceived costs (financial, time, effort) of 
implementing the protective behavior.



Behavioral experiment in cybersecurity



Behavioral experiment in cybersecurity



Bayesian networks
A Bayesian Network (BN) is a probabilistic graphical model that 
represents a set of variables and their conditional dependencies 

through a directed acyclic graph.

Network structure 

A directed acyclic graph defines the qualitative 
relationships between variables. 

Each node represents a random variable, and directed 
edges(arrows) between nodes represent direct 
probabilistic dependencies. 

If there is an edge from node X to node Y, we say that X 
is a parent of Y.

Conditional probability distributions 

For each node 𝑋𝑋𝑖𝑖 in the network, there is an 
associated conditional probability function

 𝑃𝑃 [𝑋𝑋𝑖𝑖 | 𝑃𝑃𝑎𝑎𝑟𝑟𝑒𝑒𝑛𝑛𝑡𝑡𝑠𝑠 (𝑋𝑋𝑖𝑖)]

that quantifies the relationship between the variable 
and its parent variables.



Pure ML model
Tree Augmented Network 

(TAN)

The network structure is inferred directly 
from the training data, without 
incorporating prior behavioral 

knowledge.

PMT-based model 
Behavioral economics-informed 

network.
Integrating validated behavioural 

economics theory directly into the network 
architecture.



Pure ML model
Tree Augmented Network 

(TAN)

PMT-based model 
Behavioral economics-informed 

network.

• Accuracy: 61%
• Application of  structure learning algorithm  

with O n2log n complexity for n variables.

• Black box model.

• Accuracy: 72% (increase of 11 pp)
• Reduction of training time: no need of 

structure learning algorithm.  

• Explanaible model.



Other works in progress

Similar results found in ongoing research 
projects of the team with behavioural data 
and other AI classical and quantum models.

• Unsupervised models

o Segmentation models 

• Supervised models

o Neural networks
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