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Internet voting is aged, but it is not old. The challenge is making it governable, recoverable, and

trustworthy.
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THE PROPOSAL IN ONE VIEW(1/2)

Built for the least digitally confident voter

No rocket science — a realistic security posture: end devices may be compromised, but compromise will be very hard to hide and very easy to recover.

Assume devices can lie Supervised Booth Voting: Simple Voter Journey

Detection and recovery are designed in: Wh ; ol
independent vote choice verification and o L L
o 0

supervised re-voting, not blind trust in the client.

. ¥ 9
Keep the voter path simple G I
Internet voting has a huge attack surface; a b4 » ) < ’
complex voter-facing system defeats its own g

purpose. Complexity is at the server level, not the

voter interface Show ID Face + If Prior Vote Cast Vote Get Receipt +
Arrive at Booth Liveness Check Exists Verify
Officer checks = | Offi lai ‘ Choose Ianguage / ‘
eligibility Quick live il g accessibility options Optional booth
verification re-vote or resolves | erification
B dispute L

Include the excluded first
Designed for citizens held back by literacy, .

- g o - . & ‘ ‘ 1 Simple for the voter.

disability, ~ connectivity, ~mobility, or social Behind the it (L s b= B Simpleforthevoter.

disadvantage scenes -e “'Q status check ) P pp
ge. ’ in the background.
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THE PROPOSAL IN ONE VIEW (2/2)

The high level architecture

No rocket science — a realistic security posture: end devices may be compromised, but compromise will be very hard to hide and very easy to recover.

I High-Level Architecture of Al-Assisted Internet Voting with Permissioned Ledger and QR Verification | - -
B g g I How to read this architecture
| ; _ ey | - The voter sees only the app/kiosk
I Remote Voter App | [ Poliing-Booth Kiosk icsisieaveniciti 0 i and receipt check; identity, Al, and
| (Web / Mobile) J L (Supervised) policy-restricted re-vote path | ’ Lo
Woisiinteitace - \ s:]an Sessk;n/ t hsupervise/d t I ledger controls run behind the
authenticate / casl authenticate / cas : interface.
:Layer QR receipt, vote status A/ votgst;tat?: l/ppta'rint P et ( Official Verifier Kiosk :
] check receipt status icial Verifier Kios
| l Voting Frontend / API Gateway J | Kiosk-only sealed choice confimnation | | - Face matching happens upstream in
l----------l---------h----Tl-4h"-/:-/ﬂ--d---------------dh--‘h--‘ the Al Service; the Fabric |edger does
authentication reques allow / deny / flagge . . .
o not perform biometric matching.
g Al Face Authentication & | 1D/ OTP verification. Identity / OTP
Al Authentication and submit %utlflletnticaled De-duplication Service | PrO\‘I,ider sealf;d chtqice - The ledger stores election-scoped
= icati allo i i Beanteat .
De-duplication Layer Insigifece tiliveness ERAISS ™ verification result s serials, encrypted vote payloads,
biometric matching occurs upstream: . .
the ledger does not perform face matching private data, and receipt anchors —
= i ipt/ led payload i i i ivi
l Ledger Access / Fabric Gateway }: verify receipt / open sealed payloa :‘1Dot raw biometrics or plaintext civil
icqi . : , - close poll / tally / S.
Permss[oned Ledger submit cast using election-scoped serial 1 publish receipt anchors apply stat%ses/ pxblish
and Audit Layer and results anchors 1 .
v The QR receipt checks status through

statechan-01 ‘
Raft/ SmartBFT
deployment profile

\ 4 y -
ivat
Permissioned Voting Ledger ’ balot_(Private Data Collections [Public Receipt Status BoardJ [ElectionAdmin] the official verifier path; it is not a
ballot

Hyperledger Fabric votes_pdc: private vote payload public status only . .
ECI / Opposition / Civil Society trustees voter_roll_pdc: voter-roll presence reference current / superseded / invalid & Tally Tools portable proof of candidate choice.

+ registry | booth_pdc: booth / device / window metadata

no plaintext civil ID on-chain data Public: receipt anchors, result anchors, status
three-trustee govemance, configurable endorsement Private: vote payload, voter-roll reference, booth/device metadata
policy; read-only cross-trustee audit Kiosk-only: sealed choice confirmation

o) | I TUKALEIDOSCOPE
One service flow: voter interface - Al de-duplication > audit ledger (paper, Figure 1)
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Al MODULE - LIVE UNIQUENESS

You against you

At the gate, the only person who can block you is your own earlier vote: every live face is checked against everyone who has already voted — in
milliseconds.

Cast no prior match - ballot proceeds, embedding joins

Live capture gallery
voter present, camera

frame

FAISS search

election-day gallery

Liveness gate
server-side checks

» 512-D embedding

InsightFace - Triton

» »

Flag match already marked voted - duplicate stopped

Service-Level Al Verification Architecture: Liveness, Triton, and FAISS for Election-Scoped De-duplication Re-vote lawful supersession - supervised booth recovery

gll.\I':EIIJI'I! [ Remote voter device ] [ Supervised booth terminal ]
web / mobile client officer-assisted kiosk client
CHANNELS duplicate or ambiguous 2-4 downscaled stills + officer adjudication and
match -> supervised booth short action prompt permitted re-vote
: " R
BAND 2: few-frame liveness capture N oot P few-frame liveness capture 'e:ngc}‘ee d[ :';IE:: %I fst:bled
PUBLIC BIOMETRIC ; Service (LVS ’ o i # o
GATEWAY pass / fail / retry / escalate b e Entry p)oint b, pass / fail / retry / adjudicate Sesaitoon W h at ke e ps lt h o n e st
s d or adjudicat
liveness request session-scoped outcome = gtoecsievalti]t; 3(}'12 r::ye . . . . .
S - Gallery built on the fly — no Aadhaar or EPIC photo registries behind it.
Protected Al Service Tier
e nearest Published Al Polcy Snapshot - Deployed threshold t? = 1.322 = 0.1% false-match operating point.
BAND 3: Liveness + | aligned [ Triton Embedding FAISS FAISS Similarity | match+ ( workflow / embedding dimerson =512
PROTECTED | Preprocessing | ¢ LD »| Aggregator [F™**l  Service dstance | policy Engine throshod 12~ 1322 Li is decided ide bef ballot i ted
Al SERVICE e e InsightFace buffalo_| 5150 | LS GPUIndexFlatl2 | intemak- ey =89 index type = GPU IndexFlatL2 - LIveness IS decided server-siae perore any ballot IS accepted.
uality checks TR front-end internal-only search tier | Match + serverside decision only canonical policy hash published
TIER quality 512-D similarity
ter sonszaped tamper.evident and - Raw biometrics never leave the encrypted off-chain domain.
IngestBatch outcome i
enqueube ‘ﬂid authegtiqa(.ed
BAND 4: e =iy Important symbols
IS’BEI'::AYGIF\'ND Async Update enetited Encrypted Downseeamvotel| 10 e lerieaton Sevoe
) Worker - Embedding Store layer boundary 72 = squared-L2 decision threshold
ggmst;gYEAM buffered ingest / batch updates e off-chain encrypted embeddings election-scoped serial only S = batiﬂes:ion “_as'do 's“; : query I T I(ALE I D PE
= index upaate
serial = election-scoped downstreampvoter handle

raw facial images discarded after processing

Al verification architecture (paper, Figure 3)

no biometrics on-chain

GENEVA2026



16™ ITU ACADEMIC CONFERENCE

LEDGER MODULE - DISTRIBUTED AUDIT

Trust against trust

No single institution can rewrite the record: the election authority, the opposition and civil-society trustees co-govern the audit trail.

Three-Trustee Governance Architecture for Fabric-Based Internet Voting Encrypted payloads

Ballot content sealed under a joint election key;

ECI Trustee Opposition Trustee Civil Society Trustee
MSP: ECIMSP MSP: OppMSP MSP: CivilMSP sensitive data in private collections.
_ (9., org Admin + cA §.. Org Admin + CA (9. OrgAdmin+CA | .
(issue identities) N 2 (issue identities) o Rey (issue identities) Latest vote wins
I - Treaconly by~ % Dy Il A supervised re-vote supersedes the earlier
| Peer Node(s) | B Peer Node(s) | : B Peer Node(s) ba!lot; history stays auditable, never counted
(endorsement + ledger) <] (endorsement + ledger) | ... ) (endorsement + ledger) twice.
‘ ~“.~~~~ ‘s é
g read-only . . .Read'only % : read-only Verification receipt
Ops & Audit Console [~ Fabric Ordering Service (RAFT/SmartBFT) % Ops & Audit Console The QR code tells you your ballot choice under
(L] (read-only monitoring) | Read-Only e by i Read-Only |I (read-only monitoring) ECl-supervised kiosks — it is not portable proof
: of your choice.
( Channel: statechan-01 . . . .
I I Nothing biometric on-chain
Endorsement: Configurable multi-trustee endorsement policy Private Data Collections MSP = identity provi o - _chai
e = y provider domain; Faces and embeddings stay off-chain and
across ECIMSP / OppMSP / CivilMSP (profile-dependent) votes_pdc / voter_roll_pdc / booth_pdc | Trustee = independent operator . :
[ *Note: Certain profiles use stricter rules than simple 2-of-3.* : : enc.ryllpted, the ledger sees only election-scoped
serials.
) Separation of duties: Admin # Endorse # Audit )
> Cross-org transparency: trustees have read-only access to other parties’ nodes ) =
Three-trustee Hyperledger Fabric network - 2-of-3 endorsement (paper, Figure 4) @ I T u I(AI-EI DOSCO PE
N GENEVA2026
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EVIDENCE - NOT IN THE AIR

Benchmarked at India scale

Component benchmarks anchored to a real large-electorate scenario — Uttar Pradesh phase-day demand — not to convenient laboratory numbers.

2.67x faster 9,987 queries/s

InsightFace processed 1,920 faces in 29 minutes versus 77 for FAISS de-duplication against a 1,000,000-vector gallery with 0%
FaceNet512 — and caught 8 faces the baseline missed. deadline failures.

14,933 queries/s 690-760 tx/s

Sharded three-replica FAISS at near-peak load — failure rate Fabric Raft RecordVote under election-linked load — above the

0.0067%. 334-512 tx/s derived for Uttar Pradesh’s heaviest phase day.

Claim discipline: benchmarked-prototype results on telecom-grade hardware — evidence for phased pilots, not a statutory deployment. =

code and benchmarks: github.com/himanjim/PhDIITPatna @ IT UI(ALEIDOSCOPE
N GENEVA2026
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EXTENSION - COMPANION STUDY

Utopia, with controls

Access should not depend on owning a device: a vetted, non-partisan volunteer can host a local access point — while the system, not the volunteer,

stays in control.

Volunteer booth
Accredited, non-partisan operator - trusted premises
enrolled kiosk device - entry document check only

4

System control layer
Final authority on authentication, authorization, audit and
vote handling — never the volunteer

4

ECI-controlled point
Supervised verification (Client B) and all disputes stay with
the Election Commission

Physical Layout of an Accredited Volunteer Polling Booth:
Privacy, Process Recording, Queue Management, and Controlled Device Use

I
I
e Locked B @ 1
,ﬁ—j Booth rules Volunteer operateor / | sorage / [— Sanitisation / |
Notice e document-chec! kpoint | ‘ypplies devnc;-ocilne‘amng Singclle process- i
ccreditation + booth rules q . i i recording camera
board, Dot e it ioglranica Session-start {,o,m Client A Privacy Enclosure g i
; I
2 . = = “Assissane / i : : Process recording
Larger combined notice board with R Client A voting station e |
Entry voter-facing instructions and . Lalloictin® Privacy side panel °"tzséﬁg %l;n/acy |
rules “volunteer may / may not do” ( ) No recording inside this zone Y :
. Entire booth |
Oherat & covered e)icept | SRR !
erator ientA |} rivacy enclosure
Volunteer Operator Desk wfit dralws ‘VO“."GI fScreen privacy : i ST g :
Volunteer operator seat and desk i rom line erminal aces away I -Controlle:
i - initial dogumem-check point, A:::ﬁgc:?’ of sight .from entry : ! Booth |
Waiting / Waiting and session-start privat screen \ i Client Blver fcationtl
Help ends before Exit I Client B verification,
queue Queue Zone a’l)Jdio setup, / Path !'1 Ireceipt-status dlsputes,:
Priorit accessibility Voter Touch / 11 revotedisputes, |
L adjustments, position headphones One-way "1t exception handling
access d it o e movement [
No crowding near IS e il Clear accessibility i i !
privacy zone elp clearance feasible | R
[ I
Pri | External
A Exit I ECI-Controlled
esc[;]lfxgit;tl:e /ath One-way ! D‘(enflcagon Ih
P Ordinary voter path movement | ispute Bootl
Wwhere feasible !
I
I

Physical layout of an accredited volunteer booth: privacy zoning, controlled sightlines, off-site verification (ICEGOV paper,

Figure 3)

Pilot concept only:
explicit legal enablement.

community-operated booths remain riskier than state-operated assisted models and require

I'TUKALEIDOSCOPE
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CONTRIBUTION

Not internet voting at any cost

A recoverable, benchmarked, governance-aware digital public service architecture for inclusive voting.

Al

Live uniqueness

One person, one final vote —
enforced at voting time by liveness
and FAISS de-duplication, with no
photo registry behind it.

Ledger

Distributed audit

Three trustees co-sign an encrypted,
append-only record with latest-vote-
wins recovery and currentness
receipts.

Governance

Inclusion and trust

Designed for the least confident
voter: supervised recovery, volunteer
access points, and claims that stay
inside the evidence.

“A vote that is easy to cast, hard to fake, and possible to repair.”

e\
D
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