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About us

A global leader in Al research
and innovation

Based in Toronto, Canada, Vector is a globally-
renowned Al Institute that empowers researchers,
businesses and governments, to develop and adopt
Al responsibly.

Our Mission: Bridging cutting-edge Al research with
real-world application.
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The Translation Gap

High-level RAlprinciples are
abundant and governance
frameworks exist, but verifiable
engineering controls and

auditable evidence remain scarce .

GenAladoption routinely

outpaces safeguards.

The Governance Gap in Generative Al

Fragmented Evaluation

Bias and toxicity benchmarks are
mature — but privacy, deepfakes,
media integrity, provenance, and
system-level reliability receive far

less systematic attention.

Static Probes Understate
Risk

Static single-task evaluations
ignore real world risks like
contextual reasoning, adaptive
adversaries, and dynamic tool
integration , which is critical in
more recent multimodal and

agentic systems.
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LITERATURE SYNTHESIS

Trends in Responsible Al (RAI) publications
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Structured review literature (Nov
2022-Dec 2025) across ACM, IEEE,
arXiv, SpringerLink, ScienceDirect
and more with snowballing to
mitigate omission bias.

Since 2022, literature has expanded
sharply yet bias and toxicity
dominate while deepfakes,

sustainability, and system-level risk

remain thin.
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EVIDENCE MINDSET

Risk = Controls = KPIs > Audit Artifacts

Each risk layer maps to concrete engineering controls, measurable KPls, and reportable evidence for lifecycle assurance.

Layer Risk Controls KPIs
Diversity, Under/over-representation; stratified sampling, augmentation, Subgroup coverage; label QA; SPD/EOpp gaps;
Data . . : !
Representativeness| audited synthetic data drift alerts
Model Explainability, Black-box risk; design-for-interpretability; XAl + uncertainty Attribution stability; explanation sufficiency;
Transparency surfaces; decision tracing trace-log coverage
. Leakage, . - . . . . .
Privacy A Membership inference, DP training, membership audits MI attack AUC; extraction rate; DP ledger
Memorization
Ops & Sec Supply-chaln, Indirect prompt injection; unsafe tool use; allow -lists; sandboxing; Blocked vs executed calls; SBOM coverage
Tooling provenance; SBOM
Monitoring, . . Safety delta/release; MTTR; incident
Deploy Incidents Safety drift, canary evals, red-teaming, IR playbooks count/severity: disclosure SLA
. L . Fabricated text/citations; voice/face cloning; RAG-verify; Fact-check hit rate; synthetic-det precision/recall;
Misinfo Media integrity .
watermarking; C2PA provenance watermark robustness
Regulatory Environmental Efficiency (quantization/distillation/sparsity); energy reporting Energy/token or epoch; CO2 est.; efficiency gain

sustainability

*condensed version of the full table in Responsible Generative Al in Practice: A Governance-Aligned Review of Methods, Benchmarks, and Policies (S. Raza et al, 2026)
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BENCHMARK LANDSCAPE

Comparative assessment of existing benchmarks

Risk Dimensions

Bias and discrimination

Security & Robustness

Deepfakes and Media Integrity

System-level Failure

Metric Validity / Documentation
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Major Governance Frameworks

Misinformation and Disinformation

Red Teaming and Adaptive threats

Governance alignment

Framework Yr Scope Key Provisions

EU AI Act [11] 24 Bind. Risktiers; GenAl transparency; deepfake disclosure;
conformity assessment

NIST AIRMF [12] 23 Vol. Govern—-Map-Measure-Manage lifecycle; risk
profiles; trustworthiness

ISO/IEC 42001 [13] 23 Cert. Al management system; risk treatment; audit-ready

documentation
OECD Al 24* Vol. Human-centred values; transparency; robustness;
Princ. [14] accountability

EO 14110 (US) [15] 23 Dir. Dual-use safety testing; red-teaming; AI content
watermarking

Canada AIDA [16] 22 Prop. High-impact designation; algorithmic impact
assessments; audits

China GenAI[17] 23 Bind. Content labeling; training data governance;
pre-release security

G7 Hiroshima [18] 23 Vol. Code of conduct for advanced A, risk management;
watermarking

*Updated from 2019. Scope: Bind.=Binding, Vol.=Voluntary,
Cert.=Certifiable, Dir.=Directive, Prop.=Proposed.
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BENCHMARK LANDSCAPE

Comparative assessment of existing benchmarks
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Risk Coverage Rubric

Each dimension scored s_d(B) € {0, 1, 2} (none / partial / strong).

Normalized coverage: S(B) € [0, 1].

score S(B) € [0,1].

Table 2 — Comparative assessment rubric for Al safety
benchmarks (0 = none, 1 = partial, 2 = strong). Normalized

Benchmark Cl C2 C3C4C5C6C7C8CY CIO|Score
RealToxicityPrompts 02 00 0O0O0O0T1 0015
SafetyBench 1 1 1.0 00 0 0 1 1]025
MM-SafetyBench 1 1 1.0 1 0 0 0 1 1]030
SALAD Bench 1 1. 1.0 00 0O 1 11025
HarmBench o1 100001 1 01020
Rainbow Teaming 1 12100 1 2 1 1]050
ALERT 01 10000 2 1 11030
HELM 1 11100 0 0 1 11030
PrivLM Bench 00 0 0 0 2 00 1 11020
PrivacyLens 00 0O0O0OZ22001 01015
MLCommons Al Safetyv0.5 1 1 1 1 0 0 0 1 1 1]035
SHIELD 00 1 0 20001 01020
BEADs 1102 0000 1 01025
MFG for GenAl 1 01 1.0 001 0 01020
XSTest 000002011 01020
DecodingTrust I 1 1.0 0 1 O 1 1 11035
TrustLLM 1101 01 1 0 1 01030
BIG bench I 1 1.0 0 0 1 0 0 01025
Risk Taxonomy 1 11001 0 1 1 2040
TrustGPT 1 1.000O0O0O0OT1 01020
HumaniBench 21 01 01 1 0 1 11040

Table 3 — Governance alignment crosswalk. v = supported,
A = partial, — = none.

A E=oS
© = 2|
o E 5 emas QE
) Em& <@z @E S
Requirement KN S2UBIK<ITAEST
NIST Privacy/Security - —A - = AAAYV AA
EU AI Act: Robustness —AAANAV AN - AA
Record-keeping/Transparency [— A A A — A AV AV A
Deepfake Risk -—A - - = - = =V -
Adversarial Realism - —A-AV V - - AN

No benchmark scores above zero on more than 5 of 10

dimensions. Media integrity, system-level failure and privacy risk
dimensions each receive strong coverage from at most 2
benchmarks. Only Rainbow Teaming and MLCommons

benchmarks show partial regulatory traceability.
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PRACTICAL ROADMAP FOR PRACTITIONERS

Five Action -Mapped Priorities (P1 —P5)

P1: System-Level & Multi -Agent Failures

1

Add end-to-end tool-enabled task graphs;evaluate recovery, abstention, and escalation latency; publish reproducible incident postmortems.
2 P2: Privacy & Provenance by Design

Embed membership/extraction audits, DP accounting, and provenance logs; pair results with licensing and consent evidence.
3 P3: Multimodal Deepfake Risk

Include cross-modal spoofing and C2PA-style provenance checks;report detector robustness under adaptive attacks and distribution shift.
4 P4: Adaptive Red -Teaming

Move from fixed suites to seeded, evolving evaluations with hidden items and unannounced shifts; publish risk coverage matrices.
5 P5: Sustainability Alongside Accuracy

Report energy/emissions per 1k tokens with efficiency ablations (quantization, distillation), co-reported with robustness and calibration.
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CONCLUSION

Key Takeaways

Treat Responsible GenAl evaluation as an assurance workflow, not a leaderboard exercise;

“Audit-ready” means traceability: risks mapped to controls, KPIs and versioned artifacts (logs, cards, red-team traces, incident
records);

e Bias and toxicity evaluation is comparatively mature, but privacy, media integrity/deepfakes/provenance and system-level
reliability remain under-covered;

e  Static, single-task probes can materially understate risk for multimodal and tool-using/agentic systems;

The Path Forward
e Explore generative Al oriented Explainable Al methodologies

e Investin evaluation infrastructure (testbeds, replayability, tamper-evident records) and so results are reproducible and
monitorable over time; and

e Use the P1-P5 roadmap to close the biggest gaps and align evidence to NIST Al RMF, EU Al Act and ISO/IEC 42001 for pre-
release gating and post-market monitoring.
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Thank You!

For more information
shweta.khushu@vectorinstitute.ai

General Inquiries:
info@vectorinstitute.ai
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