15™ITU ACADEMIC CONFERENCE

TN
ITUKALEIDOSC PE

NEW DELHI2024
‘\

Innovation and digital transformq)tl 0.
for a sustainable world

Investigating Agrlcultu
from Cybersecurity Per: Spec

21-23 October 2024
New Delhi, India



15™ITU ACADEMIC CONFERENCE

Kosuke Tanizaki?

(Coauthors: Keisuke Furumoto?, Kohei Masumi?,
Trong-Minh Hoang?, Yoshiaki Shiraishi! and Takeshi Takahashi?)

1: Kobe University, Japan
2: National Institute of Information and
Communications Technology, Japan
3: Posts and Telecommunications Institute of Technology, Vietham

Session 8.1

ITUKALEIDOSCOPE

NEW DELHI2024




15™ITU ACADEMIC CONFERENCE
Outline 2

“*Introduction

“*Creating taxonomies of agricultural loT
“*Investigation of emerging threats

“*Investigation of potential threats

“*Current standards as potential countermeasures

+» Contribution and recommendations
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Contribution A

‘*Security issue of agricultural l1oT

* There is lack of comprehensive research focusing on security of 10T devices

—)

This work provide a large-scale study
on the security of agriculture IoT devices

4

4 )

« Developing a taxonomy of 175 agricultural 10T devices

« Conducting a large-scale survey using Shodan’s observation network
\_ J
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Introduction

Agricultural IoT is a combination of edge
devices, network devices, and elements
such as the cloud and WAN

|

Increase efficiency, improve quality,
and reduce labor

|

Agricultural 10T will gain popularity

€ Smart Farm Configuration

Q @ Cloud, WANSs, LANS, etc.

Network devices
!=UUUU| Gateway, switch, router,

remote [/0, etc.

—

; & ‘ﬁ Edge devices and controllers

IoT devices, sensors,

))) cameras, controllers,
drones, tractors, etc.
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Taxonomy for agricultural loT 6
*Purpose

 To investigate the vulnerabilities in practical scenario
“*Method

« We divide the survey product into devices and system/service,
then divide them again into smaller categories

“*Range of the investigation:

* Focus on devices in the farming event called Japan Agri Innovation in 2023
* Products that are showed on the websites of exhibitors are included too
»In total, 175 products was included
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Taxonomy for agricultural IoT device

[ Agricultural 10T devices J
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Agricultural IoT devices

Picture/video Driveman IPC-T10G, iXAM Vision ® Sensorm, 2 others
Temperature/THumidity Loghee, MIHARAS, THC-T 2101, 8 others
Stand-alone Sensor
Water level aquamonitor, MIHARAS, FA-PLO3A
Soil composition MIHARAS, Hydra Probe 11, SLT5006
Sensors Tractor ADAM V8, MP2000-X Compactor, MC1000 Compactor
Land Mobility ]<
Lawn mower Z4210, TM-2000, RCMoD0, BIT05, 4 others
Built-in devices
Agrochemical spray H AC101, EA-30XP, M500, Nile-JZ., Hawk V2, 13 others
Drone Transportation morito 15, PF2-AE Delivery, 2 others
Helicopter shot ANAFT USA, Mavic3, SOTEN, 6 others
Environmental control = AERO BEAT, GE3000, PROFinder IV
Controller Nutrient control — ONDINE HYDRO CONTROLLER, AQUA-S, SH-2000, 2 others
Lighting control — AL-S02, DE-SCP-01, MT1-08M, MT2-12M
Switch |—| MOXA EDS-405A-T, DIS-200G-12PSW, N5860-485C, TL-SG2210P
Network device Gateway H EnOcean-ZETA Gateway, UC-8112-ME-T-LX1-CG, Amazon API Gateway, UG65
Remote 1/0O H ioLogik E1210, WISE-4610, CONPROSYS nano

Taxonomy for agricultural 10T devices
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Taxonomy for agricultural IoT systems and services

[ Agricultural 10T systems and services ]

a Systems N O . Services N

3 (@)\- ‘DIARY
Rl E’E S
'--..|'E|...-*

Production management Water level control Positioning observation

Agricultural diary

/ 8
)

KGrovvth evaluation Environmental monitorirg/ KEquipment management Management suppoy
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Taxonomy for agricultural loT systems and services

Smart farm system and service

Production management FarmLink, xarvio, EYESEN, 4 others

Nutriculture EcoNoWa, NUTRIBOT, EASYFARM
Hydroponics Growth eye, ONDINE VH, Lino Farm
Growth evaluation GrowthWatcher, Hosai Scale
System Measures against vermin Al Bird Harm Prevention System, Matagikko
Water level control WATARAS, Paddy farmo, MIMAWARIKUN, 2 others
Environmental monitoring Agriware, supotta, house farmo, agri log, 2 others

Positioning observation FJD ALO1 3D Land Leveling System, SLAS, CLAS
Equipment management ASSISNET SERVICE, SEEMeter
Service
Management support Area Power, Vegepalette, Agriase
Agricultural diary AGRIHUB, FarmNote
Taxonomy of smart farm systems and services ITUKALEIDOSCOPE
\ /| NEW DELHI2024
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Investigation of emerging threats "

*Purpose
 To identify security risks and network vulnerabilities

+*Method:

* We used Shodan* to search for device types, versions, locations,
|IP addresses, and open ports

* A high number of hits indicates the product's widespread use,
large user base, and high-security importance in agriculture

“*Range of the investigation:

 All device searchable by Shodan
« 175 products exhibit at AGRI NEXT

*Shodan. "Shodan: The search engine for internet-connected devices.", =
https://www.shodan.io/, Accessed on May 9, 2024.
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Shodan

IP Address s

« Shodan is a security search engine that
allows you to search for Internet-connected ® Genera rioion Lty
devices and services o 5
 Information on publicly available devices e Amae
such as webcams, servers, and routers is —
collected and used for security diagnosis odseves B2
and vulnerability identification -

Amazon Technologies Inc

« We search the agricultural 10T in Shodan to = —
determine its location, open port numbers, st Response Information
etc., to see if it is vulnerable
3 Web Technologies

& o @ soctsis
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Result of investigation (Emerging threats)j

13

N/
“*Shodan search result
Product Country Purpose description Devices Hit'®
Temperature, c % d ; :
e Three types of agricultural IT sensors for paddy fields, fields,
Sensor A Japan Humidity, 2
and weather. Users can upload measurement data to the cloud.
Water level
: i Service for storing sensor data. Graph display and
Service A Korea Application : ; : 8
PP Excel file downloads are provided for the user.
A water level management system comprises a water level
water level iz
System A Japan sensor, supply gate, and cloud infrastructure. 1
control : 3
It enables remote water management for paddy fields.
. A smart remote control system comprises sensors, controllers,
Production A
System B Korea and a cloud infrastructure. It enables the user 5
management . ;
to monitor sensor data and view camera footage.
: This cultivation management support system enables the user to
. Production . i sae
System C | United States AR observe changes in crop growth and uneven growth within fields 19
8 by acquiring imagery from satellites and analyzing it using AL

(@ They are the same product type but are associated with different IP addresses.

The results showed that most of the products were not hit by the Shodan search

as only 31/175 products were returned as hits.

ITUKALEIDOSCOPE

NEW DELHI2024



15™ITU ACADEMIC CONFERENCE
Investigation of potential threats 14

**Use case of solar power plant
Focused on network devices commonly used in agriculture as well

* The official diagram includes specific product names
» Collected products with similar functions from the same vendor

Conducted a vulnerability investigation of the collected
products using Shodan and NVD, as previously described

D@

WAN Control center

g Tq Network devices commonly

= [Eoooo)] used in agriculture as well

Remote [/0 Gateway Switch
l

1 | | |
BT W Ol s

Sensors String inverter Solar panels
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Result of investigation (Potential threats) 15

+*Shodan search and NVD result

Product Shodan(aP CVEs™® Overview of CVE

- Certificate and password management vulnerabilities.

- Cross-site scripting (XSS) vulnerability in the diagnostic ping function

of the switch’s management web interface.

Switch -+ 4+ - GoAhead web server on the switch can cause a remote authenticated user

to cause a denial of service (reboot) via a crafted URL.

- The switch’s admin web interface allows remote authenticated users to bypass
the read-only protection mechanism using Firefox with a web developer plugin.
- Vulnerability to execution with unnecessary privileges could allow an attacker

Gatewa 13 1 . .. . ..
Y with user-level privileges to gain root privileges.
- Users are restricted to using short pass.
- Passwords are transmitted in a format that is not sufficiently secure.
- The web application does not sanitize input, enabling script injection or
Remote I/O 9 4 PP P SREEPRE

code execution by attackers.
- Web applications may not adequately verify that the request was provided by a

valid user (CROSS-SITE REQUEST FORGERY).

(@) Number of devices hit by Shodan.
(b) Number of CVEs related to products in (a). e
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Result of investigation (Potential threats) 16

+*Web GUI threats found in Shodan

Login screens were
accessible from the outside

|

« EXxposure to unauthorized

access
« Create potential for further

exploitation

Web GUI (C)
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Standardization related to Agriculture 17

Standards

Year

Description

The IoT Cybersecurity
Improvement Act

SB-327

Cybersecurity Act

EU Cyber Resilience Act

Product Security and
Telecommunications
Infrastructure Act 2022

ETSITS 103 645 V2.1.2

ISO/IEC-27400

2020

2020

2019

2022

2022

2020

2022

This bill requires the National Institute of Standards and Technology (NIST) and the Office of Management and Budget (OMB) to take
specified steps to increase cybersecurity for Internet of Things (1oT) devices. I0T is the extension of internet connectivity into physical
devices and everyday objects.

SB-327 mandates that manufacturers of connected devices equip them with "reasonable security features" that are appropriate to the
nature and function of the device. These features should protect the device and any information contained within it from unauthorized
access, destruction, use, modification, or disclosure.

ENISA, the EU Agency for cybersecurity, will have a key role in setting up and maintaining the European cybersecurity certification
framework by preparing the technical ground for specific certification schemes. It will be in charge of informing the public on the
certification schemes and the issued certificates through a dedicated website.

The proposal for a regulation on cybersecurity requirements for products with digital elements, known as the Cyber Resilience Act,
bolsters cybersecurity rules to ensure more secure hardware and software products.

The bill establishes security standards for products that can be connected to the Internet, including smart devices and IoT devices.
Among other things, it includes a ban on default common passwords and an obligation to provide information on product security.

This specification sets forth the security standards required for 10T devices. Specifically, these include prohibiting default passwords,
encryption to protect data, and providing security updates.

This standard provides a framework for security controls in the design, development, and operation of 10T systems. This includes risk
assessment, security control selection, and security incident response.
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Standardization related to Agriculture 18

Standards Year

Description

CSA IoT Security Controls

Framework v2 2zl

GSMA loT Security

Guidelines 2o

ETSI EN 303 645 V2.1.1 2020

NISTIR 8259A 2020

ENISA Baseline Security

Recommendations for loT 2

Securing the Internet of

Things for Consumers 2Bl

CSA loT Security Controls Framework v2 is a framework for managing the security of enterprise 0T systems. In version 2, controls
have been technically clarified and new domain structures, legal controls, and security tests have been introduced. Simplified device
types also facilitate the distribution of controls. An accompanying guide explains how to use the framework and provides detailed
instructions to help evaluate and implement I0oT systems.

The GSMA IoT Security Guidelines provide detailed recommendations for the secure design, development, and deployment of 10T
services. They cover a broad scope, including networks, services, and endpoint ecosystems, and address security issues, attack
models, and risk assessments. Specific real-world examples are also provided.

ETSI EN 303 645 V2.1.1 is a standard that sets security standards for consumer 10T devices. Key requirements include prohibition of
default passwords, mandatory security updates, and data encryption. It also requires security incident notification, vulnerability
management, and continuous security monitoring. This will enhance the security of 10T devices and improve consumer data protection
and privacy.

This publication defines an Internet of Things (1oT) device cybersecurity capability core baseline, which is a set of device capabilities
generally needed to support common cybersecurity controls that protect an organization’s devices as well as device data, systems, and
ecosystems.

The loT Security Proposal aims to improve 0T security and coordination among stakeholders through regulatory harmonization,
security awareness, development of development lifecycle guidelines, consensus on interoperability, provision of economic incentives,
establishment of lifecycle management, and clarification of responsibility boundaries by the European Commission. The goal is to
improve the security of the 10T and coordination among stakeholders.

Securing the Internet of Things for Consumers provides guidelines for enhancing consumer security for I0T devices. It defines security
requirements and best practices for devices and specifies risk management and countermeasures. It also includes advice to help
consumers choose and use devices safely. The goal is to make 10T devices more secure and to enhance consumer privacy and data
protection.
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Current standards as potential countermeasures 19

| N Cloud
Potential countermeasures iT Vulnerabilities in certificate and
s — — ==~ e password management, XSS, CSRF,
EU Cyber Resilience Act, DoS, privilege escalation, etc

ETSITS 103 645 V2.1.2

Infrastruc

------------------------------------------------------------- Attacker

Limitations of current standards
« Existing 10T security standards are applicable but lack specific focus on agricultural 10T

* There is no recommendation for agricultural people to follow the latest appendix
D ‘ ITUKALEIDOSCOPE
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Conclusion 20

s+ Contribution:

 We developed a taxonomy and conducted a security survey of agricultural
loT devices

« Currently, there are few attacks currently, but risks are expected to grow as
smart farming expands

s+ Recommendations

We call for specific 10T security standards and stronger collaboration within
the agricultural sector

*This research result is partly supported by the ASEAN IVO project of NICT [1]

[1] Agricultural 10T based on Edge Computing
https://www.nict.go.jp/en/asean_ivo/ASEAN_IVO_2022_ Project02.html |
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