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88% of cybersecurity breaches 
are caused by human error.

The average cost of a data 
breach was $4.88 Million in 

2024

The average time to identify a 
breach is 194 days.

AI-based cybersecurity 
products was about $15 Billion 

in 2021 and will surge to 
roughly $135 Billion by 2030

55% of organizations plan 
to adopt GenAI solutions for 

cyber security in 2024

48% of professionals 
expressed confidence in their 

organization’s ability to 
execute a strategy for 

leveraging AI in security.

https://www.varonis.com/blog/cybersecurity-statistics ;  https://www.morganstanley.com/articles/ai-cybersecurity-new-era ; https://www.helpnetsecurity.com/2024/04/25/cybersecurity-ai-stats/

https://www.varonis.com/blog/cybersecurity-statistics
https://www.morganstanley.com/articles/ai-cybersecurity-new-era
https://www.helpnetsecurity.com/2024/04/25/cybersecurity-ai-stats/
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Age of Digital Battleground, Need for Securing our Digital Future



Shortage of 

dedicated and 

skilled 
manpower to 

understand and 

analyze security 

events

Enterprises 

employs 

multitude of 

security solutions 

like EDR, NDR, 

SIEM, SOAR, 

UEBA and DLP

Security analysts 

are inundated 

with Millions of 

security event 

logs



Threat Detection 

Contextual interpretation of complex log 

patterns and identification of emerging 

threats

Situational Awareness

Correlation of seemingly unrelated events 

to uncover complex attack patterns

Incident Response

Prioritized alerts based on severity and 

streamlined decision-making 

Operational Efficiency

Reduction in manual log analysis 

workload and automated categorization 

of security events

Need ?



Can GEN-AI help .. ?



Large language models are advanced artificial 

intelligence system trained on vast amounts 

of text data to understand and generate 

human understandable language.

LARGE
LANGUAGE MODELS



GEN-AI for Automated Security Event Response

Multiple Security Solutions
deployed by Organizations



Dataset Collection

Real-world dataset of 1 million security event logs

consumed from ELK (Elasticsearch, Logstash, and

Kibana) stack based on SIEM solutions[1].

[1] Ramoliya, F., Kakkar, R., Gupta, R., Tanwar, S., & Agrawal, S. (2023, December). SEAM: Deep Learning-based Secure Message Exchange Framework For Autonomous EVs. In 2023 IEEE Globecom Workshops (GC Wkshps) (pp. 80-85). IEEE

Data Preprocessing

Extracted relevant fields (event type, severity level,

MITRE technique, description) from the SIEM logs

and than Cleaned dataset via removing sensitive

information (usernames, IP addresses)

Data Splitting

Split the dataset into three subsets: training,

validation and test sets. The training set (70% of the

data) is used to fine-tune the Mistral-7B model.

Implementation Details



Model Selection

Mistral-7B leverages a Sparse Mixture-of-Experts

architecture[2]. It is best 7B large language model

capable of capturing relationships within natural

language data*.

[2] A. Q. Jiang, A. Sablayrolles, A. Mensch, C. Bamford, D.S.Chaplot, D.D.L.Casas, etal., "Mistral 7B,"arXiv preprint arXiv:2310.06825, 2023.
*This research is conducted on April 2024 and it is compared with multiple open source large language model Llama, Mistral, Vicuna, BERT etc.

Model Fine -Tunning

Input to the model consists event type, severity level,

source and textual description of the event and desired

output is concise and interpretable security response

message.

Model Evaluation

Fine-tuned model demonstrated impressive BLEU score

of 0.85 and low perplexity score of 12.7 indicates that

generated responses are highly coherent

Implementation Details



TRINETRA End-to-End Enterprise Cyber Security Solution
Facilitates establishment of security command & control center to monitor end-

points, identify security vulnerabilities & potential gaps, detect anomalies & 

suspicious activities, & helps to mitigate the same

AI-powered digital guardian

Act as vigilant security team that 

never sleeps

Shields every device in 
organization

– From Laptops to servers 

Act as digital surveillance system

Spot malicious activities & 

respond

Prevent Data Leakages

Protects and secure sensitive data

UEM

SIEM

SOAR

UEBA

EDR

DLP

SABC
NDR

SOAR

Unified Endpoint Management (UEM)  |  Endpoint Detection and Response (EDR)  |  Security Information and Event Management (SIEM) |  Security Orchestration and Automated 

Response (SOAR)

User and Entity Behavior Analytics (UEBA)  |   Data Loss Prevention (DLP)  | Network Detection & Response (NDR)  |   Security Audit Benchmark and Compliance (SABC)



Applying GenAI on Generated Security Events



Adaptability

Scalability

Interoperabi
lity

Compliance

Continuous 
Learning

Multi-source 
integration

Explainabili
ty

Way ahead . . .

Need for Thoughtful Implementation and Strategic Effort . . .




