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EXTENDED ABSTRACT

Cybersecurity has safety implications in the Fourth Industrial Revolution [1,2]. To best thwart cyber-attacks, Industry 4.0
must respond at machine speed, which requires automation [3]. On 28-October-2020, various organizations met virtually
for a cybersecurity automation mashup of meetups [4] combining a plugfest with a hackathon with a proof-of-concept to
demonstrate use cases showing the value of automated defense. There were over 40 participants from 7 countries on 5
continents, with representation from government, academia, and industry.

The focus was on the comply-to-connect use case; i.e. don’t allow access unless the connecting device is in compliance
with enterprise policies. A software bill of materials (SBOM) is a formal record containing the details and supply chain
relationships of various components used in building software [5] , and is crucial to the use case. OASIS open command &
control (OpenCz2) is a standardized language for the command and control of technologies that provide or support cyber
defenses [6-10]. OpenC2 was demonstrated to obtain SBOMs and to control security devices based on the analysis of the
SBOMs. CACAO playbooks [11] were used in the workshop to describe scenarios. Applicability to the Open Cybersecurity
Alliance [12], Integrated Adaptive Cyber Defense [13], and Secure Content Automation Protocol [14] was demonstrated.

The workshop was a success. The workshop proved the concept of comply-to-connect, proved that SBOMs can be
created, and that SBOMs can be analyzed for use in the comply-to-connect use case. Interworking was demonstrated in the
plugfest portion of the workshop between many organizations and between ecosystems. The hackathon was a success with
new software created [10] and existing software enhanced, including live coding at the workshop. Keynotes by senior
government and industry officials highlighted the need for automation for speed and scale, the value of SBOMs, the value of
open standards, and the tremendous accomplishments demonstrated at the workshop.

More work is still needed in cybersecurity automation - in research, in standards, in technology, and showing the business
value. The next workshop will be in February 2021.
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