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Another important aspect was the fact that industries and people could shift to the cyberspace.
To me this was thanks to two main factors:
-	the pervasiveness and capacity of the telecom infrastructure
-	the availability of terminals (smartphones -crucial for the lay person- and laptops -indispensable for workers) and the fact that they were already part of people’s habits.
The telecom infrastructure proved to be extremely resilient and capable of accommodating the sharply increase of traffic. �In Italy, the traffic grew in just a few days by 80% and then stabilised (actually we are seeing now a slight decrease, mostly due to the fact that people are using the infrastructure for work and less for … netflixing). Looking at the Italian traffic, mobile grew 30% (peak 44%), instant messaging doubled, video communications increased 8 times, streaming 50% (peak 89%).
At the same time the Network Operators were able to double their backbone capacity and increase their PoP and content servers in a matter of a few days. TIM, one of the Italian operators added 4Tbps of capacity.
It was clear from the traffic usage and content access that the last mile didn’t have problem (where it was available!!!, at the same time it became clear the importance of having VDSL/FTTH and the disadvantage for people living in areas not yet covered) the problems were on the backbones (but they were promptly upgraded) and on the servers (here the problems took longer time to be addressed). Also, there was an increased usage of the big cloud providers, Amazon, Google, IBM, MS, that saw not just additional demand but also were asked to take over the storage and processing that before was managed by private -small- clouds. It was clear that in the data centre area “size” matters.

At the same time we have experienced shortcomings with many industries and workers longing for a prompt come back to the “old times”. The problem is that whilst many activities can be moved to the cyberspace and people can work almost as efficiently (some more some less) in the cyberspace industry processes are defined and optimised for the physical world. Hence they were not adequate/fitting for the cyberspace.
What also became clear was the the Digital Transformation is not a godsend for everybody. People working from home are saving on transportation, have more time and prepare lunch at home. The implication is that transportation providers have seen their services plummeting and having an infrastructure that was optimised for a given traffic they immediately start losing (lots of) money. There is no need to point to airlines that would have gone bankrupt without State support (and anyhow a few went bankrupt, probably more will follow), urban transportation immediately went in the red and stayed there even when the lock-down was lifted since social distancing does not match well with public transportation and people turned to their own means.
In several urban areas day restaurants that had a business in feeding people at the lunch break saw their customers disappear. In Milan, the mayor decided that on September 1st all public servants that so far have been working from home had to resume working at the office BECAUSE that would bring them back to the old lunch habits of eating on the road.

That was some 6 months ago (slightly different time windows applying to different Countries), so we can now take a step back and reflect and what happened and try to guess what will happen over the next few years.

A lesson learnt is that industry can use the cyberspace as a patch in dire situations. In spite of several issues business continued thanks to the cyberspace. However, it also became clear that that was not a Digital Transformation. Most companies they did not embark in a re-thinking of their processes to take advantage of the cyberspace. 
It became clear that managing people at the office is different form managing people at home. In what might seem as a paradox, people felt much more controlled when working from home than at the office. Their every “click” could be monitored, something that was not done at the office where a “macro” monitoring approach (clock in - clock out) was usually adopted.

Speaking to a number of CEOs I got the same point over and over: “we are in the cyberspace but we keep operating as if we were at the brick and mortar office”. This, in some cases turned out to be less efficient (no surprise since processes have been designed for brink and mortar) and far away from reaping the benefits of the cyberspace.

This remains today a major issue and we can expect to see many companies roll back to the old ways of doing business. On the other hand, a few will embrace the new way. In the long term these latter will have a competitive advantage but of course it remains to be seen if the transition period can be sustained.
Technologies, particularly network infrastructures and (big) clouds have demonstrated they can scale gracefully. Other technologies, like AR and VR have shown their potential as well as immaturity. 
VIdeo conferencing has grown exponentially and a few have tried out Virtual Spaces (like iFrame) but they still looks more like gadgets than the real thing. What has been seen is that in many case the video conferencing shifted into an audio conferencing since many people did not find an additional benefit from the video stream.
At the same time, people in sales have suffered from the lack of face to face contact, clearly indicating that current video-conferencing is not as effective (quite far as a matter of fact) from a face to face interaction with the client. This is a space where, potentially, VR can play a role. It is not going to be easy, nor fast. We are still suffering from a lack of devices that could support seamless interaction.
The Digital Reality Initiative run by the Future Direction Committee of the IEEE is trying to walk the talk and experimenting with VR for their meetings, events and conferences.

Some sectors, like healthcare have adopted (at least partially) the DX and in these areas it is likely to be irreversible. Remote diagnostics and prescription is growing and both patients and doctors are getting acquainted with them. Not every consultation is moving to the cyberspace but triage and 90% of consultation can. Companies offering tele-medicine have seen their customer base increasing by 400% in just 3 months and the value of their shares grew accordingly. This is stimulating further investment so we may expect the strong uptake to continue in the coming years.

Education is also another sector that have moved to the cyberspace during the lock-down and that is now continuing, particularly in the case of college and university education. Here we are getting mixed signals. Educators are not overjoyed by the new normal, students are showing to prefer the human touch that can only be felt by frontal education. At the same time both are recognising that a mix of on-line and in-class education can be better than just in -class education so we can expect that part of the changes experienced will stay.
�Finally, the pandemic clearly demonstrate that living and business in the cyberspace is feasible. Now it is a matter of finding the right mix and the one that will bring economic and social rewards. We have also seen that the DX even in the best possible cases brings up issues by displacing jobs and obsoleting skills. The conclusion, at least to me, is that DX is no longer a theory, it is something that can be done. The big question mark is how to do it.
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Drifting to the Cyberspace

* Release of Office Space
- 45% biz in UK rethinking normality
- 33% target 3 wk.day at home

* Meetings in the cyberspace
- flurry of apps for online meetings
- Al / Emotion Recognition
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The recent pandemic has forced many industries to shift a significant portion of their business to the cyberspace. Of course it was much more, people had to get acquainted to use the cyberspace and their new everyday reality. This, in a way, was even more significant, because it contributed to change habits and culture. In Italy, as an example, the Government have tried for almost a decade to convince people to acquire a digital identity (SPID), certified by the state that would let them access a variety of e-government services. The result was discouraging. Over several years just 4 million people (out of 60 million) got their SPID and an even smaller portion used it to the point that in many cases it expired. Because of the lock down and the need to be authenticated on-line to access services (and, most crucial, to get subsidies covering the loss of income) there has been a massive adoption of SPID, with a 100% increase in just 2 weeks.
It was not just about people being forced, it was also about people choosing the on-line over the world of atoms. eCommerce has increased many folds, people chose to provision everything from grocery to masks on-line.
Hence, overall we saw an “unexpected” success in terms of people and activities that moved to the cyberspace in a matter of days.


Drifting to the Cyberspace

* Release of Office Space
* Meetings in the cyberspace
* Massive online Education

«eCommerce boom
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Increase of eCommerce in ltaly
https://www.gapla.it/blog/ecommerce/dati-ecommerce-covid19/
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The recent pandemic has forced many industries to shift a significant portion of their business to the cyberspace. Of course it was much more, people had to get acquainted to use the cyberspace and their new everyday reality. This, in a way, was even more significant, because it contributed to change habits and culture. In Italy, as an example, the Government have tried for almost a decade to convince people to acquire a digital identity (SPID), certified by the state that would let them access a variety of e-government services. The result was discouraging. Over several years just 4 million people (out of 60 million) got their SPID and an even smaller portion used it to the point that in many cases it expired. Because of the lock down and the need to be authenticated on-line to access services (and, most crucial, to get subsidies covering the loss of income) there has been a massive adoption of SPID, with a 100% increase in just 2 weeks.
It was not just about people being forced, it was also about people choosing the on-line over the world of atoms. eCommerce has increased many folds, people chose to provision everything from grocery to masks on-line.
Hence, overall we saw an “unexpected” success in terms of people and activities that moved to the cyberspace in a matter of days.


Drifting to the Cyberspace
... because it was possible

« Capacity doubled on the backbone in 1 week

* Wireless used as a back-up solution
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Another important aspect was the fact that industries and people could shift to the cyberspace.
To me this was thanks to two main factors:
-	the pervasiveness and capacity of the telecom infrastructure

The telecom infrastructure proved to be extremely resilient and capable of accommodating the sharply increase of traffic. �In Italy, the traffic grew in just a few days by 80% and then stabilised (actually we are seeing now a slight decrease, mostly due to the fact that people are using the infrastructure for work and less for … netflixing). Looking at the Italian traffic, mobile grew 30% (peak 44%), instant messaging doubled, video communications increased 8 times, streaming 50% (peak 89%).
At the same time the Network Operators were able to double their backbone capacity and increase their PoP and content servers in a matter of a few days. TIM, one of the Italian operators added 4Tbps of capacity.
It was clear from the traffic usage and content access that the last mile didn’t have problem (where it was available!!!, at the same time it became clear the importance of having VDSL/FTTH and the disadvantage for people living in areas not yet covered) the problems were on the backbones (but they were promptly upgraded) and on the servers (here the problems took longer time to be addressed). Also, there was an increased usage of the big cloud providers, Amazon, Google, IBM, MS, that saw not just additional demand but also were asked to take over the storage and processing that before was managed by private -small- clouds. It was clear that in the data centre area “size” matters.


Drifting to the Cyberspace
.. because it was possible

« Capacity doubled on the backbone in 1 week

* Wireless used as a back-up solution
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Another important aspect was the fact that industries and people could shift to the cyberspace.
To me this was thanks to two main factors:
-	the pervasiveness and capacity of the telecom infrastructure

The telecom infrastructure proved to be extremely resilient and capable of accommodating the sharply increase of traffic. �In Italy, the traffic grew in just a few days by 80% and then stabilised (actually we are seeing now a slight decrease, mostly due to the fact that people are using the infrastructure for work and less for … netflixing). Looking at the Italian traffic, mobile grew 30% (peak 44%), instant messaging doubled, video communications increased 8 times, streaming 50% (peak 89%).
At the same time the Network Operators were able to double their backbone capacity and increase their PoP and content servers in a matter of a few days. TIM, one of the Italian operators added 4Tbps of capacity.
It was clear from the traffic usage and content access that the last mile didn’t have problem (where it was available!!!, at the same time it became clear the importance of having VDSL/FTTH and the disadvantage for people living in areas not yet covered) the problems were on the backbones (but they were promptly upgraded) and on the servers (here the problems took longer time to be addressed).


Drifting to the Cyberspace
because it was possible

* Enterprises shifted to the cyberspace
 Shift to the Big Clouds

 Telework became mainstream
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Safe Teleworking
TIPS AND ADVICE"

FOR BUSINESSES

3 Establish corporate policies
% and procedures (test them in
(&= advance if possible)

Provide a clear policy on teleworking, including
guidelines on accessing corporate resources and who to
contact in case of problems. Set up a clear procedure in
the event of security incidents. Apply extra measures
regarding documentation to the attention of middle and
senior management for signature purposes,
approval/feedback and information.

Secure your teleworking @
equipment

Implement measures such as hard disk encryption,
inactivity timeouts, privacy screens, strong
authentication and removable media control and
encryption (e.g. USB drives). Implement a process to
remotely disable access to a device that has been
lost or stolen.

Secure Remote Access

Only allow your employees to connect to the corporate
network through a company-provided VPN with
multi-factor authentication. Ensure that remote
sessions automatically time out and require
re-authentication after a specified period of inactivity.

'u

8; Secure your corporate
communications

Enforce the use of multi-factor authentication to access
corporate email accounts. Provide access to secure
communication channels for employees to reach each
other easily, as well as to communicate with external
stakeholders.

%y
Increase your security monitoring

Actively check unusual remote user activity and
increase your alert levels for VPN-related attacks.

[ | Raise staff awareness about
B8 the risks of teleworking
Educate employees about the company’s policy on
teleworking. Take the time to raise awareness of cyber
threats, especially phishing and social engineering.

Rt_!

https://www.europol.europa.eu/

activities-services/public-awareness-and-prevention-guides/

safe-teleworking-tips-and-advice
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Also, there was an increased usage of the big cloud providers, Amazon, Google, IBM, MS, that saw not just additional demand but also were asked to take over the storage and processing that before was managed by private -small- clouds. It was clear that in the data centre area “size” matters.

The availability of terminals (smartphones -crucial for the lay person- and laptops -indispensable for workers) and the fact that they were already part of people’s habits.

At the same time we have experienced shortcomings with many industries and workers longing for a prompt come back to the “old times”. The problem is that whilst many activities can be moved to the cyberspace and people can work almost as efficiently (some more, some less) in the cyberspace industry processes are defined and optimised for the physical world. Hence they were not adequate/fitting for the cyberspace. From the workers’ side the loss of direct human contact proved -in some cases- a source of frustration.



https://www.europol.europa.eu/

Drifting to the Cyberspace
... but the landscape is different

* Processes were not designed
for the cyberspace

» Security Issues

* Performance Issues
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Speaking to a number of CEOs I got the same point over and over: “we are in the cyberspace but we keep operating as if we were at the brick and mortar office”. This, in some cases turned out to be less efficient (no surprise since processes have been designed for brink and mortar) and far away from reaping the benefits of the cyberspace. Also notable in some cases where security processes that were designed to operate in a controlled environment and that did not met the need of open environment. It is well known that physical security is a must (you can have all security in place with network and software but if you cannot control people your security measures are moot).





Drifting to the Cyberspace
... but not everybody likes it

Loss of social contact

Home is not an Office

Biz seeks efficiency BUT
inefficiency fuels other biz

Side effects
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What also became clear was the the Digital Transformation is not a godsend for everybody. People working from home are saving on transportation, have more time and prepare lunch at home. The implication is that transportation providers have seen their services plummeting and having an infrastructure that was optimised for a given traffic they immediately start losing (lots of) money. There is no need to point to airlines that would have gone bankrupt without State support (and anyhow a few went bankrupt, probably more will follow), urban transportation immediately went in the red and stayed there even when the lock-down was lifted since social distancing does not match well with public transportation and people turned to their own means. The fear of contact that was instilled by Health Institutions lingers and will take time before people will feel safe mingling with one another.
In several urban areas day restaurants that had a business in feeding people at the lunch break saw their customers disappear. In Milan, the mayor decided that on September 1st all public servants that so far have been working from home had to resume working at the office BECAUSE that would bring them back to the old lunch habits of eating on the road.
A lesson learnt is that industry can use the cyberspace as a patch in dire situations. In spite of several issues business continued thanks to the cyberspace. However, it also became clear that that was not a Digital Transformation. Most companies did not embark in a re-thinking of their processes to take advantage of the cyberspace. 
It became clear that managing people at the office is different form managing people at home. In what might seem as a paradox, people felt much more controlled when working from home than at the office. Their every “click” could be monitored, something that was not done at the office where a “macro” monitoring approach (clock in - clock out) was usually adopted. As mentioned before, quite a few workers miss the “working place”, the contact with other workers, the organisation supporting them in case of problems, the relative quietness of some working place when compared to a home full of noise and disturbances …




Digital Transformation is more
than using the cyberspace

« DX involves a change of paradigm

* Role of D|g|ta| Twins Data Streaming from Factory & Field
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- Digital Model
- Digital Shadow
- Digital Thread
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This remains today a major issue and we can expect to see many companies roll back to the old ways of doing business. On the other hand, a few will embrace the new way. In the long term these latter will gain, likely, a competitive advantage but of course it remains to be seen if the transition period can be sustained.
Technologies, particularly network infrastructures and (big) clouds have demonstrated they can scale gracefully. Other technologies, like AR and VR have shown their potential as well as immaturity. 
Video conferencing has grown exponentially and a few have tried out Virtual Spaces (like iFrame) but they still look more like gadgets than the real thing. What has been seen is that in many cases the video conferencing shifted into an audio conferencing since many people did not find an additional benefit from the video stream.
At the same time, people in sales have suffered from the lack of face to face contact, clearly indicating that current video-conferencing is not as effective (quite far as a matter of fact) from a face to face interaction with the client. This is a space where, potentially, VR can play a role. It is not going to be easy, nor fast. We are still suffering from a lack of devices that could support seamless interaction.
The Digital Reality Initiative run by the Future Direction Committee of the IEEE is trying to walk the talk and experimenting with VR for their meetings, events and conferences.


https://www.slideshare.net/MarcLind?utm_campaign=profiletracking&utm_medium=sssite&utm_source=ssslideview
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This remains today a major issue and we can expect to see many companies roll back to the old ways of doing business. On the other hand, a few will embrace the new way. In the long term these latter will gain, likely, a competitive advantage but of course it remains to be seen if the transition period can be sustained.
Technologies, particularly network infrastructures and (big) clouds have demonstrated they can scale gracefully. Other technologies, like AR and VR have shown their potential as well as immaturity. 
Video conferencing has grown exponentially and a few have tried out Virtual Spaces (like iFrame) but they still look more like gadgets than the real thing. What has been seen is that in many cases the video conferencing shifted into an audio conferencing since many people did not find an additional benefit from the video stream.
At the same time, people in sales have suffered from the lack of face to face contact, clearly indicating that current video-conferencing is not as effective (quite far as a matter of fact) from a face to face interaction with the client. This is a space where, potentially, VR can play a role. It is not going to be easy, nor fast. We are still suffering from a lack of devices that could support seamless interaction.
The Digital Reality Initiative run by the Future Direction Committee of the IEEE is trying to walk the talk and experimenting with VR for their meetings, events and conferences.



Accelerated Digital Transformation
Healthcare
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* Tele- Healthcare

- Monitoring / Wearables
- Assistance / Chatbots

- Digital Twins
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Some sectors, like healthcare have adopted (at least partially) the DX and in these areas it is likely to be irreversible. Remote diagnostics and prescription is growing and both patients and doctors are getting acquainted with them. Not every consultation is moving to the cyberspace but triage and 90% of consultation can. Companies offering tele-medicine have seen their customer base increasing by 400% in just 3 months and the value of their shares grew accordingly. This is stimulating further investment so we may expect the strong uptake to continue in the coming years.

Telemedicine users grew 100% in the US in 2020:

https://www.emarketer.com/content/us-telemedicine-users-will-surpass-40-million-this-year?utm_source=Triggermail&utm_medium=email&utm_campaign=BII20201201TelemedicineUsersCOTD&utm_term=New%20COTD%202020


Accelerated Digital Transformation
Industry

« Connectedness as “culture”

Comprehensive and precise Digital Twin

* Value Chains vs Ecosystems DIGITAL MANUFACTURING

- Digital Twins R
IDEATION | L\ W UTILIZATION g
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Image credit: Siemens Mindsphere
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Accelerated Digital Transformation
Retail

Going on-line with bricks i

IS a patch The “Millennials” Have Arrived m

PROJ. USA POPULATION BY GENERATION RELATIONSHIPS

In Millions

AMERICAN
CHEESE

« Consumers are ahead in the game
* Back to “normal” ' !

STORES

MOTORCYCLES
___
\'D :

may no longer be an option

Industry 4.0 is also about Retall

Selling Experiences
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Accelerated Digital Transformation

Education

DX in Education is NOT
what happened

* A patch vs reinventing Education

e« KaaS
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Ultra-large.scale syste
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KaaS Knowledge Space - DRI FDC IEEE Initiative




Wrapping up

» Covid-19 disrupted the biz

* The quest for cost compression stimulates DX adoption

* Only a % of companies will keep focussing on DX

» Expect a permanent change in the Biz Structure / Consumer’s habits

DX Is no longer a theory
- It can be done
- how should it be done?
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the pandemic clearly demonstrate that living and business in the cyberspace is feasible. Now it is a matter of finding the right mix and the one that will bring economic and social rewards. 
The shift to the cyberspace clearly impacts many aspects of today’s world. Take the case of Milan, Italy, where teleworking and tele-education has resulted in vacancies in hotels and rental houses/rooms. As of September 2020 vacancies are 270% greater than occupancy, i.e. for any room occupied you have some 3 empty rooms. This results in a diving of rental prices and is obviously strongly hitting the economy. Unfortunately, the money saved by people who are tele-something from home is also money not earned, as jobs have shrunk and wages decreased.
Clearly this is a transient situation but it shows some aspects of the DX its impact on market value. In normal condition this would result in a shift from impacted market to new markets, now it just looks like a recession.  
We have seen that the DX, even in the best possible cases, brings up issues by displacing jobs and obsoleting skills. It renders some atom-based resources, like some workplace, no longer needed, valuable. This, in the medium terms, can impact urban infrastructures (like transportation).
The conclusion, at least to me, is that DX is no longer a theory, it is something that can be done. The big question mark is how to do it.
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