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Where to insert the wedge?
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Deepwater Horizon
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Utilities
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Special Article

Delays in Emergency 
Care
And

Mortality 
During

Major U.S. Marathons
Anupam B. Jena, M.D., Ph.D., 

N. Clay Mann, Ph.D., 

Leia N. Wedlund,

Andrew Olenski, B.S.

13 April 2017
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Use Science (not Fear) 
to size 

Cybersecurity Budgets
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90% > $10K

50% > $5M

10% > $110M
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Comparing Alternatives

100% $500K
(purchase cost)

Increased

Risk

$4.1M Savings
($900K vs $5M MLV)
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“In our experience 

working with organizations of various sizes 

in various industries, 

we’ve found that between

70% and 90% of the “high risk” issues 

these organizations are focused on 

do not, in fact, represent high risk.”

Jack Jones

Co-Founder FAIR Institute
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Factor Analysis of Information Risk
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Duty of Care Risk Analysis 
(DoCRA)

What are the questions a judge would ask?
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I Am The Cavalry

The Cavalry isn’t coming … It falls to us

Mission Statement

To ensure connected technologies 

with the potential

to impact public safety and human life

are worthy of our trust.
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If you can’t protect it, 
don’t connect it
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ntia.gov/SBOM



4-6 December

Atlanta, Georgia, USA

All analogies are wrong, some are useful
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All analogies are wrong, some are useful

"Mauser K98k parts diagram (in German)" by Lyle58 is licensed under CC BY-NC 2.0

https://www.flickr.com/photos/9756990@N07/741277000
https://www.flickr.com/photos/9756990@N07
https://creativecommons.org/licenses/by-nc/2.0/?ref=ccsearch&atype=rich
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• Produce

– the person/organization that creates a software 

component or software for use by others 

[write/create/assemble/package]

• Choose

– the person/organization that decides the 

software/products/suppliers for use 

[purchase/acquire/source/select/approve]

• Operate

– the person/organization that operates the software 

component [uses/monitor/maintain/defend/respond]

Supply chain perspectives
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• Cost

• Security

• License

• Compliance

• High Assurance

SBoM Benefits
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From the speed of light
To the speed of lawyers
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exploitsdevelops

softwareSw developer

SBoM
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Takeaways

"PC020195" by EdKopp4 is licensed under CC BY-NC-SA 2.0

• Think Evilly, Act Ethically

• Loss exceedance curves

• If you can’t protect it, 

don’t connect it

• Require SBoM’s

• Automate & Share

• OpenC2, 

• CACAO, 

• STIX/TAXII

https://www.flickr.com/photos/87662778@N00/8344629866
https://www.flickr.com/photos/87662778@N00
https://creativecommons.org/licenses/by-nc-sa/2.0/?ref=ccsearch&atype=rich
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“There is never enough time,
Thank you for yours.”

Dan Geer



Thank you


