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Email is BULK of malicious
activities

CONFIRMED MALICIOUS ACTIVITIES DETECTED IN 2012
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Massive impact of BOTNET
TAKEDOWNS

GLOBAL SPAM




Spam is GLOBAL

2012 TOP 10 SPAM-SENDING COUNTRIES

@ India 13% @ English 88.64%
audi Arabla ® Russian 2.03%
® United States 6% ® Italian 1.59%
® South Korea 4% ® Japanese 1.39%
©® Peru 4% ® Chinese 0.97%
® Vietnam 4% ® German 0.61%
@ Portuguese 0.26%
® Brazil ® Spanish 0.22%
© Russia ©® Slovak 0.20%
{® Indonesia 2% @ French 0.09%
Others 49% Others 4.01%
TOTAL 100% \ TOTAL 100%




LAR is not immune

Latin American spam-sending country

share breakdown Top 10 Malware in the Americas and the Caribbean in 2012

WORM_DOWMAD.AD 342,276
PE_CHIR.B 522,438
PE_SALITY.JER
PE_SALITY.EN 758,551
PE_SALITYER 809,292
Brazil PE_SALITY.EN-1
PE_MUSTAN.A 2,040,617
» 500,000,000 Bolivia
PE_PARITE.A

100,000,000 - 500,000,000

Praguay PE_RAMNITDEN
50,000,000 - 100,000,000
PE_SALITY.RL
10,000,000 - 50,000,000
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<5000,000 Source: Trend Micro™ Smart Protection Network ™




Spamming as a Service (SaaS)

OFFERING PRICE

* Cheap email spamming service | US$10 pero 1,000,000 emails

* Expensive email spamming service using a customer database US$50-500 per 50,000-1,000,000 emails
+ SMS spamming service , USS3-150 per 100-10,000 text messages

+ |ICQ spamming service USS$3-20 per 50,000-1,000,000 messages
* 1-hour ICQ flooding service | uss2

* 24-hour ICQ flooding service USS$30

* Email flooding service USS3 for 1,000 emails

* 1-hour call flooding service (i.e., typically takes call center services down uUss$2-5

+ 1-day call flooding service US$20-50

* 1-week call flooding service US$100

+ SMS flooding service | USS15 for 1,000 text messages

* Vkontante.ru account database US$5-10 for 500 accounts

* Mail.ru address database USS1.30-19.47 per 100-5,000 addresses
* Yandex.ru address database USS7-500 per 1,000-100,000 addresses
* Skype SMS spamming tool | Uss40

* Email spamming and flooding tool Uss$40



SPAM TRENDS AND
TECHNIQUES



“"Invisible Ink”
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Reply  Reply Al Forward Prink Delete Addresses ‘ Reply  ReplyAl Forward Prink Delete Addresses
From: AutoPriceFinder From: AutaPriceFindsr
Date: Wednesday, August 31, 2011 1:35 AM Date: wednesday, August 31, 2011 1:35 AM
To: stop.spamaug_whk_4 To: stop.spamaug_whk_4
Subject:  Labor Day Blowaout Sale on Mew Cars Subject: Labor Day Blowout Sale on Mew Cars
S “
Labor Day Blewout Sale Mear Toul
Press Here to See
x
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Concealment via HTTP formatting




Forging header info

|| I NEED YOUR URGENT ASSISTAMNCE IN THIS PROJECT. - Cyrillic (W... | =6 _Eh]

File Edit View Tools Actions Help

Reply Reply all Forward ¥

Ea -’ ‘

2 | Captain HL,ush Reed |
-

_ci recipient list not shown:

I NEED YOUR URGENT ASSISTANC

My Dear,
Please do not ignore this e-mail, Find the attached
back to us as soon as possible.

: DEIM- Slgnaturt: data : [v=1; a=rsa-sha256; c=relaxed/relaxed; d=att.net; 5=510
{IFrom data : ['Captain Huish Heed" <webil 523@att net>)

: Mﬂssagﬂ—lD data : [<414995.91277.qm{@smtp103.5hc.mail.bfl.yahoo.com>]
: Received data : [from [98.139.44.189] by <removed> via sendmail with smip:fa
: Received data : [from [98.139.44.104] by nm27.access.bullet. mail.sp2.yahoo.c
: Received data : [from [98.139.44.77] by tm9.access.bullet. mail.spZ.yvahoo.com
: Received data : [from [127.0.0.1] by omp101 4.access.mail.sp2.yvahoo.com with
: Received data [[qmall HBEHB mvuked frum network]; 1 May 2011 09:46:44 -00

:X—MSMall Prlﬂrlt‘f data : [Normal]
: X-Mailer data : [Microsoft Qutlook Express 6.00.2600.0000]
: X-MimeOLE data : [Produced By Microsoft MimeOLE ¥6.00.2600.0000]

AR-22 0200

B LR

19.141 with login] by smtp]

FH3TANCE IN THIS PROJECT.]

Adding fake header info to hide original

source



URL redirection using
popular sites

=3 Stockinged blonde showing her big tits echo fouryearold -.

. File Edit Wiew Tools Message Help

€
Reply
From:

Date:
To:

Subject:

® o | & X
Reply &l Forward Print Delete
Mariza Pavlas
Friday, May 13, 2011 4:54 A4M
inezayakinawa@ynail.com; rarroyo201 2Eomsail com
Stockinged blonde showving her big titz echo fouryearald

) g@“

o

papermills eagerly Elast:u:: continental lash aberdeen shudder plumber

bttp e ORI plorae SHSIrS e T

= BT TOURye3r o

papertnills eagetly elastic continental lash aberdeen shudder plutnber
http fwrwrwr vahoo comf=1G=10gcrBho 8/ *FFhttp Yo S A0T0S cypws. comd

Inclusion of popular sites in links



Obfuscating URLs
("Punycoded” URLS)

C f [) xn-Boadtmdc7cvd.xn—plai
‘ner.com Whoi... &y feedburner.com feedb... @feedbumev,cumlMcA." -" “http:{fimage.81813.c...

[ NN INNNN? PRI - 1l | = El 188
& IWfgra iy o ERIPER O T nyvwme punbMbl H D E

File Edit View Tools Actions Help AMCKe U Me,q"anneepe
Reply Reply all Forward > =04 .@.-
MHO
~ | 400 277727 7722727 1/30/2012 8,08 PM | [EMb!
bMb!
- [mcdowellu@realmofthesenses.com]  Add contact e KMIT0
To: dianne@diannethompson.net; f focTaBka

AQQ 777777 27772777 4 2272707070777 2 77707077 et

400 ayuwmnx UALMOB + MeaManneep B NoAapoK
(ATAJIOI CEBOPHMKOB OTBETbI HA BOMPOCDI CrNocobbl NOAKNHYEHASA 3AKASATD

WWW.KWHOBCEM.pd w
| CerogHsa ckuaka Ha BClo npoaykumio - 15%
I Konnekumn punemo n myneTpunsmos HD
~ | b1 NnpeanaraemM konnekumm punbMoB Bbicokoro paszpewenus (FULL HD 1920X1080)
e pasmeln Ha USB guckax nnm cTauMoHapHblX Meamanneepax
I —————

KaTtanor HD c6opMHKOB.

Converting Unicode characters to ACII
characters



Web bugs

& Your Exclusive Invite | # Amanda Wanted You to See This

File Edit Yew Tools Message Help o File Edit View Tools Message Help o
g & .8 = X § € & o8 = X ™ L
Reply Reply all  Forward Print Delete Addresses Reply Reply all  Forward Print Delete Addresses
From: e._johnson From: Movies Online
Date: Thursday, May 26, 2011 8:54 PM Date: Tuesday, May 17, 2011 1:21 AM
To: harold@roytom.com To: rudy_dimen@pldtdsl.net

Subject: Your Exclusive Invite Subject: Amanda Wanted You to See This

May 26th, 2011 - Important News

We have recently chosen you for inclusion in the 2011 edition of the Wheo's_ Who

Among_Executives and Professionals. We are still waiting for your biographical information Down I oa d N ew &
before we can process your inclusion.
TWho's Who's traditions reaches back more then 100 years to a tine when the accomplished CIaSSi C MOVies

and prestigious were featured in a yearly publication that defined high society. Current times,
Who's Who prowvides a useful resource where business professionals, executives, and
academics are both recognized for their achievements and provided with networking
resources they deserve.

Unshackle yourself from cable and

kat] A L S, BT T
Flease ACCEPT OF VISIINIZ LIeTe

Bt watch all the movies and TV shows you want
http fffirst3 benokisra info/46568cba759b7d6a41329118a5bad 044009554

Download or simply stream, it's up to you

Check it Out Here

To no longer receive messages from whos who Dt
http:ffirst3.benokisra.infof46568cba759b7d6a413291 18a5ba40d40f09594

http:f/Smediabe.com/re.php?Ink=1203683000&e=rudy_dimen@pldtdsl.net

Tracking IDs to check active addresses



Blackhole Exploit Kit

Redirect URL

Compromised
website

Payload

10/4/2013 Confidential | Copyright 2012 Trend Micro Inc. 14



Real or Not Real?

& Your Bill Is Now Available [:”E]@ & Your Bill Is Now Available E]
File Edit Yiew Tools Message Help ",'

& & 98| Z X |0 O w 0 ® 98 | & X O O w

File Edit Vew Tools Message Help

Reply Reply Al Forward Print Delete ! Addresses © Reply Reply Al Forward Print Delete revious Mext Addresses
From: AccountNotify@verizonwireless,com From: Accounthotify@verizonwireless.com
Date: Thursday, March 22, 2012 9:23 PM Date: Tuesday, February 21, 2012 1:06 PM
To: To:
Subject:  Your Bill Is Now Available Subject:  Your Bill Is Mow Available

\_—" verizonvireless

\_—" verizonwireless

IMPORTANT ACCOUNT INFORMATION FROM VERIZON WIRELESS. IMEURISNT ACCOUNT INFORMATIONEROREVER ABRRIRELESS.

Your current bill for your account ending in
2046-00001 is now available online in My
Verizon

Your current bill for your account is now
available online in My Verizon

Total Balance Due: $975.93

Total Balance Due: $70.13

Keep in mind that payments andfor adjustments made to your

f ; 3 Keep in mind that payments andfor adjustments made to your My Verizon is also available
account after your bill was generated will not be reflected in the My Verizon is also available account afer your bill was generated will not be reflected in the —3—247 t ist ith:
amount shown above, : ah i /T to assist you with: I
24/7 to assist you with: amount shown above. roE e
) " 3 ® ‘dewing your usage - 7
> View and Pay Your Bill ® ‘ewing your usage ‘! = = View and Pay Your Bill ® Updating your plan \id
® Updating your plan ® Adding Account Members
2 ® Adding Account Members o > 5 ® Paying your bill
Wantto simplify payments? ® Paying your bil g Want to simplify payments? ® Finding acoessories for your devices
2 z ® Finding accessonies for your devices ® fad much, much more...
> Enroll in Auto P ® fad much, much more.., , = Enroll in Auto Pay
Thank you for choosing Verizon Wireless. % Thank you for choosing Verizon Wireless. e

I )
P h IS h : http:/imeriahfoundation. org/DRES=AMZ findes:. hitml Leg It : https: {inbilpay  verizonwireless, comvawiaccounthalderimybilfBilingSuramary . ackion




Spear-phishing email:
most favored APT attack bait
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Conclusion

The number of spam will continue to
decrease as solutions become “basic”

The number of traditional spam will
decrease as new vectors emerge

Threat actors will design highly
targeted attacks using customized
spam

Spam will still be “sexy” for
cybercriminals
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