Summary Report
ITU Workshop on Countering and Combating Spam
Durban, South Africa, 8 July 2013

Full information on the workshop, including the program and the presentations made, is available at:
http://www.itu.int/en/ITU-T/Workshops-and-Seminars/spam/201307
Opening ceremony

The workshop was chaired by Mr Richard Hill. Hill & Associates, Geneva, Switzerland.

The workshop was opened by welcoming remarks from Mr Gift Buthelezi, Deputy Director General of the Department of Communications of South Africa, who warmly welcomed the participants and introduced them to South Africa and the lovely area of Durban and its role in the history of South Africa.
Mr Abdoulkarim Soumaila, Secretary-General of the African Telecommunication Union, also welcomed the participants and stressed the importance of this workshop in developing an action plan for the implementation of the measures agreed at WTSA-12 and WCIT-12 to combat spam, which continues to be an issue in Africa.  Such actions must be undertaken in partnerships between government and industry, and with help from the global Internet community and the Internet Society.

Mr Malcolm Johnson, Director of TSB, welcomed the participants to the first of the four events that will take place this week here in Durban. Although there is no agreed definition of spam, it can be referred to as unsolicited bulk electronic communications and it has the effect of reducing network capacity, which is a significant issue for developing countries. Further, spam can be used as a means to deliver viruses, fraudulent and deceptive content. ITU has done considerable work regarding methods and initiatives to combat spam, and this workshop will take stock of that work and investigate the subject further by examining it from the perspectives of governments, industry and users, as well as considering the outcome of the WTSA and WCIT last year. It is the practice in ITU workshops to encourage participants to identify some actions that can be usefully taken to address the issue discussed, so it is hoped that this will be the case also for this workshop, the suggestions will be followed-up.
Session 1: Problem and dimension of unsolicited bulk electronic communications

Ms Myla Pilao of TrendMicro gave a brief introduction to the history of spam, and outlined its development from a simple nuisance to the main means for distributing viruses, malware, and other dangerous security attacks.  The volume of E-Mail messages that carry spam is very large and constitutes the main vector for attacks against consumers and business users.
Takedowns of major botnets have proven to be effective in reducing spam; those actions were made possible thanks to cooperation between industry and government law enforcement agencies.  In particular, the tide was turned in 2010 and the volume of spam has been dramatically reduced since then.  However, spam is still an issue because, as mentioned, it is used to deliver attacks, and new botnets arise to replace ones that have been stopped.

It must be understood that the countries from which spam is originated are not necessarily responsible for the spam: they may have been targeted by criminal spammers who create botnets in those countries.

In terms of targets of spam, Africa remains a significant target, with between 60% and 80% of E-Mails being spam, whereas the percentage is lower in developed countries.  Spoofing of IP addresses is being used to circumvent IP address blocking that is used to combat spam.  Spammers are also using “invisible ink”, such as white font, to embed malicious URLs in messages while making them invisible to the human eye; and forged header information, that is false sender information; long URLs that redirect from a legitimate site to a malicious URL; and multilingual URLs that resolve to malicious URLs.

The underground global cybercrime community offers various toolkits and services to facilitate the use of spam to propagate malware and other attacks.  This is a successful criminal industry that creates the spam issue that we are facing at present.  The cost to society is in the order of billions of dollars and is projected to grow to become one of the top criminal activities in terms of monetary value.

Africa is likely to become a have for cybercriminals in the future because its network is expected to grow, and its mobile connectivity will grow, whereas not all countries have modern cybercrime laws and robust government initiatives to combat spam.

In response to questions, it was stressed that greater international cooperation is needed to combat spam, in particular amongst developing countries, and between developed and developing countries.

Session 2:  Government policies and readiness; Industry perspective
This session consisted of presentations on best practices by speakers from governments and industry:

· Combating unsolicited SMSes in Uganda: Irene Kaggwa Sewankambo, Uganda Communication Commission

· Automated Targeted Attacks: Alexandru Catalin Cosoi, Bitdefender

· ISC Anti-Spam Activities and Progress: Sun Yongge, Internet Society of China
· Activities in South Africa, Art Brooks, Internet Service Providers of South Africa
Ms Irene Kaggwa Sewankambo outlined the growing issues raised by unsolicited SMS messages, that is, spam delivered by SMS.  This is a significant issue because SMS are being used for many legitimate business and private purposes.  Consequently, Uganda developed, in consultation with industry, guidelines for dealing with the issue.  Those guidelines include enforcement measures such as penalties for non-compliance.  But the guidelines are not enforceable as are laws, so the next step is to convert the guidelines into regulations.  International collaboration is also required, since some attacks originate outside the country.  Increasing consumer awareness is also a key measure.
Mr Alexandru Catalin Cosoi confirmed that much spam is now used to deliver dangerous malware, using very sophisticated techniques to attempt to fool users.  Antispam software is mature and very effective in dealing with traditional spam, but vulnerable to new attacks that are designed to deliver targeted attacks based on personal information about a specific user.  Such personal information can be obtained in various ways on the Internet, in particular from social networks.  Attacks based on social engineering work.  To combat them, we need better tools and more user education.

Ms Sun Yongge and Mr. Hongbin Zhang described the actions taken in China, which includes creating an anti-spam coordination team, development of black lists and shutdown actions, a reporting and complaint center, and a comprehensive handling platform.  The main tasks are blocking and expediting, which is supported by legislation, administrative management, anti-spam techniques, training and dissemination, and international cooperation.  The complaint and reporting center has received over 5 million reports, including E-Mail spam, SMS spam, malware, etc.  Complaints can be sent by E-Mail, SMS, web site, telephone, etc.  Reports are analyzed to identify actions for enforcement agencies, such as black listing, etc.  International cooperation has been established with 10 major international anti-spam organizations and with the governments of Australia, Brazil, Japan, Korea, UK, USA, Vietnam.

Mr Ant Brookes outlined the activities taken by ISPs in South Africa.  These include a code of conduct calling for ISPs not to send spam, to take measures to prevent their users from sending spam, and having a process to receive complaints regarding spam.  The complaint process is tested regularly, and about 25% of the companies do not respond: follow up is conducted with those companies to ensure that they do implement a proper complaint handling process.  South African legislation on spam is relatively weak.  A reporting system similar to the one described in China has been created, but the threshold for being published in the “hall of shame” is relatively high.  Organizations that sell E-Mail addresses are also shown in the “hall of shame”.  ISPs are encouraged to use the “hall of shame” as one source of information to use when implementing anti-spam measures.  The “hall of shame” is particularly effective in dissuading organizations who unwittingly sent spam, not realizing that is was unacceptable.  It is not effective against deliberate spammers.  Some spammers have sued the organizations but the suits were dismissed.  The “hall of shame” is not effective with respect to cybercriminals: other means must be used, such as alerting users to the fact that they are unwittingly sending spam (because their PC has been turned into a botnet); this can be done by examining the traffic volume pattern of a user’s PC (e.g. large volumes being transmitted at specific times).  This voluntary program is called ICODE.  SMS spam is likely to grow so legislation should be technology-neutral.
Session 3: Outcome of WCIT-12 on spam
Mr Richard Hill, formerly of ITU, now and independent consultatant at Hill & Associates presented the outcomes of WCIT-12 regarding spam.  A treaty article was approved, but was considered unacceptable by some countries, who used that as one of the reasons to refuse to sign the new ITRs.

The approved article is consistent with the African proposals to WCIT.  The criticism of the approved article is unwarranted and based on misunderstanding of the legal implications of the article in the context of the ITRs.

In fact, the approved article cannot be used to justify restrictions on freedom of speech, nor intrusive government actions.  On the contrary, it calls for international cooperation, which should result in widespread implementation of the best practices that have been proven successul in some countries, such as the takedown of botnets.

It is not disputed that international cooperation is required to combat spam, so all countries should be encouraged to cooperate.  In particular, developing countries should cooperate amongst themselves, and seek to cooperate with developed countries.
Accession to the ITRs can be a strong signal in favor of such cooperation.

Session 4: Technical countermeasures and best practices - ITU-T SG17 Question 5 "Countering spam by technical means" results and activities
Mr Hongwei Luo, China, Q5/17 Rapporteur, presented the achievements and activities by ITU-T Study Group 17 (SG17) in the area of technical standards on countering spam.  SG17 has developed numerous standards, in particular X.1231 which contains a definition of spam (which is not limited to E-Mail), emphasizes technical strategies for countering spam; includes general characteristics of spam and main objectives for countering spam; and provides a checklist to evaluate promising tools for countering spam.
X.1240 specifies basic concepts, characteristics and effects of e-mail spam, and technologies involved in countering e-mail spam;  introduces the current technical solutions and related activities from various standards development organizations and relevant organizations on countering e-mail spam; and provides guidelines and information to users who want to develop technical solutions on countering e-mail spam.
X.1241 provides a technical framework for countering email spam, which describes one recommended structure of an anti-spam processing domain and defined function of major modules in it.
X.1242 describes the realization of the SMS spam filtering system based on user-specified rules; and defines the structure of SMS spam filtering system, SMS spam filtering functions, users' service management, communication protocols and basic functional requirements of terminals with SMS functions.
X.1243 specifies the interactive gateway system for countering spam as a technical means for countering inter-domain spam; enables spam notification among different domains; prevents spam traffic from passing from one domain to another; describes basic entities, protocols and functions of the gateway system; and provides mechanisms for spam detection, information sharing and specific actions in the gateway system for countering spam.
X.1244 specifies the basic concepts, characteristics, and technical issues related to countering spam in IP multimedia applications; describes various spam security threats that can cause IP multimedia application spam; Introduce techniques which can be used in countering IP multimedia application spam; and analyses the conventional spam countering mechanisms and discusses their applicability to countering IP multimedia application spam.
X.1245 provides the general framework for countering spam in IP-based multimedia, which consists of four anti-spam functions; describes the functionalities and the interfaces of each function for countering IP multimedia spam.
Supplement 6 to the X-series Recommendations states that in order to deal effectively with spam, governments need to employ a variety of approaches, including effective laws, technological tools, and consumer and business education; reviews the international forums where the issue of spam is being addressed; and provides some information about the way the U.S. and Japan have approached the spam problem.
Supplement 11 to the X-series Recommendations provides a technical framework based on a real-time blocking list (RBL) for countering voice over Internet protocol (VoIP) spam; and specifies the functionalities, procedures, and interfaces of each functional entity for countering VoIP spam.
Supplement 12 to the X-series Recommendations describes the basic concept and characteristics of mobile messaging spam. It also introduces and analyses current technologies on countering mobile messaging spam; and proposes a general implementation framework for countering mobile messaging spam.
Supplement 14 to the X-series Recommendations provides a reference model. In this reference model, spam-countering gateways can share botnet-related information with each other; focuses on countering e-mail spam sent by a botnet.  Work on technical measures to counter spam is continuing.
Session 5: Activities in IETF and other SDOs, fora
Mr Kevin Chege, ISOC, presented ISOC activities on combating spam.  Discussions at WCIT-12 raised legitimate concerns and noteworthy questions, in particular on technical topics (combating spam, security, etc.).  Some concerns raised showed lack of clear understanding of the problem needing to be addressed.  Others raised potential social-economic implications including consumer protection issues related to concerns identified.  Many lacked timely insights and access to technical best practices, policy approaches and community partnerships that are currently in place.  Identified differing views between developed and developing countries.
An opportunity was identified to address policy concerns about unwanted traffic (spam, malware, botnets, etc.) thus the Internet Society’s Combating Spam Project was born.  That project is built upon the Internet Society’s three basic pillars of Internet development: human capacity development; technical/physical infrastructure development; and governance Infrastructure development (building and encouraging models that sustain the Internet infrastructure).
The objectives of the project are:
· To play the role of convener and facilitator to demonstrate how the multi-stakeholder model can help tangibly address a key concern of policymakers: unwanted traffic/spam.
· To bring governments and policy makers together with industry, technical experts, and other partners: to build awareness and offer a basis for sustainable relationships and long term partnerships to address the ongoing mitigation of unwanted traffic.

· To locate and distribute high-quality technical and policy information, where possible, utilizing existing materials contributed by experts so that the information can be shared among concerned policymakers to further their understanding.

· To facilitate an ongoing, inclusive and supportive community of global stakeholders where everyone has a role.
Specifically, the program will develop documents and material and provide workshops for regulators, outlining roles and facilitating dialog with industry experts regarding tools, techniques, risks, and ongoing partnerships, in particular between regulators and technical experts.
An outline for the workshop is:

· A discussion of definitions of spam

· Three interactive tracks on:

· Role of tools

· Role of governments

· Role of industry

Workshops scheduled at present are 9-10 September 2013 in Nairobi, Kenya, in conjunction with ATU; and 7 October 2013 in Mendoza, Argentina, in conjunction with CITEL and ITU.  Future workshops are planned in Africa, the Caribbean, and the 2013 IGF in Bali.  More information is available at:

http://www.internetsociety.org/what-we-do/policy/combating-spam-project
Session 6: Outcome of WTSA-12 on spam
Ms Xiaoya Yang, TSB, presented the outcome of WTSA-12 regarding spam.  The ITU mandate regarding countering and combating spam is found in various resolutions, including WTSA Resolution 52, which was revised in Dubai in 2012.  That Resolution advocates a comprehensive approach to combating spam, namely: strong legislations; the developmentof technical measures; the establishment of industry partnerships to accelerate the studies; education; and international cooperation.  The Resolution notes the important technical work carried out to date in ITU-T Study Group 17.  It resolves to continue to support ongoing work and to continue collaboration with the revlevant organizations (.e.g. IETF).  It instructs the Director of TSB to initiate a study. Including sending a questionnaire, on various issues regarding spam.  It invites Member States to take appropriate steps to ensure that appropriate and effective measures are taken within their national and legal frameworks to combat spam and its propagation.  TSB has an action plan to follow-up on this Resolution.

WTDC Resolution 45 notes that the enormous increase in spam is a significant and growing problem for users, networks, and the Internet as a whole, and that the issue of cybersecurity should be addressed at appropriate national, regional, and international levels, with the aim of combating spam, in particular criminal spam.  That Resolution instructs the Secretary-General and the Directors of the Bureaux to work towards an MoU among interested Member States to strengthen cybersecurity and combat cyberthreats; and it invites Member States and Sector members to recognize cybersecurity, including countering and combating spam, as a high-priority item and to take appropriate action.

Spam is also mentioned in Plenipotentiary Resolutions 130 and 174.

Discussion panel and closing
Based on the presentations and discussions at the workshop, it would appear that the following follow up actions would be appropriate:

1. ATU to partner with the African Union to develop a model law for spam (including SMS spam), based on existing laws that have proven effective, including cybercrime laws, taking into account ITU work, the Southern African Development Community (SADC) Model Law on computer crime and cybercrime, and the African Union Convention on the Establishment of a Legal Framework Conducive to Cybersecurity in Africa, developed by the African Union and the UN Economic Commission for Africa.

2. ATU to partner with the African Union to develop a model program for cooperation between governments and industry for national actions to combat spam, such as inter-agency cooperation to detect and take down botnets.  The model program would be disseminated through workshops and other means.

3. ATU to partner with the African Union, ITU and ISOC to develop a program to help African ISPs to implement effective anti-spam tools.

4. ATU to partner with the African Union, ITU and ISOC to develop information for users, such as how to protect against spam, how to identify suspicious messages and how to deal with them safely.

5. ITU to update the 2008 study on the Financial Aspects of Network Security: Malware and spam.

6. ATU and ITU to organize a follow-up workshop in one year to review progress.

The participants thanked the host country, ATU, and ITU for organizing this event, and the speakers for their valuable contributions.  The organizing team thanked the participants, the speakers, the moderator, and the interpreters.
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