SIGNAL RECOGNITION AND CLASSIFICATION

ENHANCE NETWORK EXPERIENCE

BY USING
WIRELESS NETWORK DECODING

ROHDE &SCHWARZ ®

Make ideas real




HOW DOES “YOUR” MOBILE RADIO NETWORK LOOK LIKE??
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AUTOMATIC CHANNEL DETECTION

ACD Status View:1 -
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CROSS BORDER — FREQUENCY SPECTRUM OVERLAP
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RECOGNISE AND CLASSIFY KNOWN RADIO PATTERNS

~_ . Scanner algorithm sweeps over the
spectrum and searches for known signal
sequences such as LTE, 5G NR...

e e ]
] 1
1 ] .
™ ™ 1 We do Cross Correlation and look at the
918 MHz LTE: Band 8(FDD), NB-loT: Band 8(FDD), GSM: ER-GSM 900 959 MHz
Shape of the Signal and identify the
Radio patterns.
1452 MHz LTE: Band 32(FDD) 1495 MHz
L T T T e T
1 .
¥y W v — : Finder Modules continuously keep on
1805 MHz LTE: Band 3(FDD), 5G NR: n3(Case: A) 1880 MHz . .
ure © o e e i e " running in a 3 Step Process:
1—7 1 < 4 .
D e H 1) Sweep and correlate the Radio
2110 MHz LTE: Band 1(FDD), 5G NR: n1(Case: A) 2170 MHz
LTE* O LTE* P LTE* = Pattern
. : 2) Run Algorithms to identify correct
2620 MHz LTE: Band 7(FDD) 2689 MHz . . . .
information is obtained
3) Decode the Signal and all
3300 MHz 5G NR: n78(Case: C) 3800 MHz

Broadcasted channel information
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APPLICATION AND USE CASES OF ACD

>

vy

Simplify and safe time for the inital configuration of the measurement equipment when starting a
measurement campaign without knowing the RF environment

ACD runs smoothly in the background - Detection of new channels / technologies during a
measurement campaign to not miss any channel

|dentify potential candidates for carriers on air based on neighbor cell lists or inter/intra RAT lists
from system information messages

Get the spectrum usage at a glance; this is interesting in particular for regulators
Verify spectrum usage at country borders (overshooting, overlapping channels)

Check other enabled features at a glance (e.g. 5G NSA/SA, MCC,CN, channel bandwidth,...)
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DECODING TO THE NEXT LEVEL...

GSM Scanner Top N View:1 R&S GSMNWS[1] | R&S GSMNWS[2] G * | GSM Scanner BcH View:1 Ress GsM NWs[1)
o) ' Y PDU Vari Li
Top N: Show all TopN Pools ~  Auto Width @ (@ MCC: 420, MNC: 21 [3/3] = g N
@ @ MCC: 420, MNC: 3[52/52] TimeStamp
List @ (@) MCC: 420, MNC: 4[33/33] 00:11:27
| # | a ARFCN BSIC PSCH[. Mode C/[dB] Ptotall.. CI LAC  MCC  MNC  BTS Name Dist.... Decisi... | | & == Saudi Telecom (MCC: 420, MNC: 1) [61/61]
11 961 60 11264 Avg - 10352 10411 601 420 21 - 1264 ) 9% GSM 900 [61/61]
2 2 957 60 11400 Avg - 10400 10432 601 420 21 11400 =] ®S5'LAC=°°°55C"°7729ARFCN=“< SIB/MIB MESSAG ES
System Information Type 1
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2 o M 3 :
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T e m - e )| I p s op ANNEL
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@ BTS - LAC:00055 C1:22160 ARFCN:118

]

=

@
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Complete CA info
= Bitmap 0, RF channels belonging to the BCCH allocation:
99
108
= RACH Control Parameters (7) _RACH_Control_Parameters_V
Max Retrans (2) Max 4 retransmissions

BEEE®

2]
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= = NCH_Position_Ind_0 (2) _NCH_Position_Ind_0_2
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7 Rohde & Schwarz COMPANY RESTRICTED



MULTIPLE TECHNOLOGY PLOTS ON MAP
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MAP VIEW - ALL TECHNOLOGIES (GSM, UMTS, LTE, NB IOT,
5G) FOR EACH OPERATOR

Device: RAS 5G NR Scanner (TSME)[)
| Uaiz- aBm

o 8 1:50.00; -10.009

A 8{5.00; 5000

O ;85,00 75.00(
o:

5G NR _$ %

O » :

< L\L\\

: 1.»;--1 1
Device: RAS NB loT Scannerl)
o Usie: abm

D (460, 460
099,20, 4 601
073,80, 392
D08 40, 73 80¢
814300, -108. 40
W, ones

NB
10T

TOoN Saudi Telecom@9201[1) NRSRP (T

0) (1)

% Al Jazirah Vehicles

Q

Signal: 1. TopN Saudi Telecom@ 1450(1) RSEA{1)
Device: RES UTE Scanner(l)
Ynit: gbm

O <60, 30.00)

LTE

0-39.20; 4 60
D:«uw,-n::(
jD 908 80, 73 80(
143 00, 108 &

By otnes

sprnngrose

KSU Girls

Signat: 1. TopN Saudi Telecom@ H0838(2) RSCP{2)
Oevice: RLS UMTS PNS[1]

Uit gbm

01500, 300

Q

—

AImInsoa b s 3

N y By 0,0,

m
AUD Ei &Jf
BITY T

~

s

01200, 50 UMTS
0500, -20.0¢

011100, 50.0(
B1300; 1105
., others

Usgd Br oks o

- ' %)

-

Sional: 1. TopN Sawdi Telecom{) Protalf2)]
Device: RES G5M NWS[1]

Uit gBm
03400 -
0 1:58.00; -34 00
O (42 00; 58.00(
O -106 00, 42 00
.( 130 00, -106.00{
B others 13

10 004

GSM

9

Ministry of Foreign
Affairs Housing

¢
1oy
'm\\“'c :

Al-Hussain Toys o

PRSI

’U

S S ™ Ministry of Municig l
and Ru"lAH G
' Uaoalls A
M 13 !
4 J {
Royal Mall
AN o VS, o
laiman Al ©

Rohde & Schwarz

COMPANY RESTRICTED



SPECTRUM SCANNING
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SPETRUM SCANNING FOR ALL BANDS - AND SPECIFIC
BANDS AS WELL

RF Power Spectrum View:1 RF Power Scanner[1]

Power Spectrum

Overview
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Sweep 1 2: ACD: UMTS Band | (DL),Band 1 (FDD}  3: ACD: UMTS Band V (DL} 4: ACD: UMTS Band Vil (DL),Band 8 (FOR)ACD: Band 3 (FDIB}, Bt B{RBOYO (FDD),Band 28 (FDD),Band 20 (FDD}, B BS({BEH (TDD),Band 41 (TDD) 8: ACD: Band 40 (TDD)

Details of the selected sweep
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INTERFERENCE OBSERVED AT 1750 MHZ

> ROMES (Replay ONLY) - Untitied - Replay Of D:\PROJECTS\SG MENA\CITC 5G ACD\SCAN DT.rscmd [Expert)

File View Hardware Technologies Replay Tools
SR EREFESE rre«al

RF Power Spectrum View:1 RF Power Scanner{1]
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Welcome... ACD(2) Navigati.. TETRASc.. New She.. 5GNRSc..

GSM Sca... LTEScan... NB-loTSc.. UMTS Sc...

pectr.. X New She.. -

Replay Pause

CF: 00:02:13

NG
10/14/2019

b

HIGH NARROWBAND
INTERFERENCE
OBSERVER AT 1750
Mhz.

THIS IS THE UPLINK LTE
1800 BAND FOR ZAIN,
STC AND MOBILY.

THIS IS PRIMARILY
AFFECTING ZAIN AS IT
HAS LTE UL AT 1755
Mhz
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INTERFERENCE OBSERVATION PLOT ON MAP

1. Level[1] - RF Power Scanner(1] = Value: ?33-édéi“ TENEERCZEN WUE WV FE @ @ € Aescan [tide Indoor WP Layer
SRR Ay Xk Na & EEEE
HEET o s VT Howl r 7 e
24.745°N N p
Crowne Plaza
7 |
ACCOIMo d allan @
& NEOM Office - RDC
p. /cj'»‘ ol 55,0l INTERFERENCE PEAK
e ol liinVly il WHEN PLOTTED ON
¢ < THE MAP SHOWS ONE
A Ny PARTICULAR AREA
$ General Commission WHERE THIS PEAK
_ o i A : Hdiovisl ar]iz GETS HIGH AND AFTER
International Systems for Audiovisual Media @ TOVING oM TS
E. . gt ] A pM:}U %Lﬁ;l du'ugé_,l
ngineering - 'sE e By G ] AREA, THE

Signat: 1 evel1] k| A “ula il = 3 A0 INTERFERENCE LEVEL
Device: RF Power Scanner{1] B i 'h""aJ .\-'H
Unit‘:zgzr?zo.o ’ )‘. ey - DROPS
BiRsBY STC Biisiness Unit PIF - Publi
aiar o g 398and] YLV #M i - FUDIC
B il others 46.63°E Iﬂm 46 £35°F 280
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MOBILE NW BASE STATION SIGNAL DETECTION AND

ESTIMATION
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Scanner special capability

POSITION ESTIMATION (BTS AND SECTOR)

Following factors are taken into account: o acobomeosa & coga o LaEemmo

EEREQ

» POWER OF ARRIVAL

» TIME OF ARRIVAL

» CHANNEL IMPULSE RESPONSE
(Multi path)

» TRIANGULATION

» HALF POWER BEAMWIDTH
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BASE STATION ESTIMATION TESTING
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CIR AND RB LEVEL DRILL DOWN
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CIR
CHANNEL IMPULSE RESPONSE AND MULTIPATH
PROPAGATION

» Electromagnetic waves can be reflected
or transmitted at / through obstacles

— Reflection: A certain part of the energy
is reflected at an obstacle which
causes multipath propagation.
Multipath proagation adds a time
delay compared to the direct path.
The waves can be reflected several
times at obstacles.

Multipath propagation
with time delay

— Transmission: A certain part of the
energy propagated through an
obstacle (e.g. outdoor to indoor
propagation)
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CIR

SCANNER IS ABLE TO MEASURE MULTIPATH PROPAGATION
— CIR CHART

» Zoom level 1 — SSS-PBCH CIR view

Arrival time of SSBs
~ 200 ps distance

> Relative time base
» Zoom level 2 - SSS-PBCH CIR view
................................................................................................. Multipath receptions
- i ﬂ. - [T with time de|ay and their
............................................................ \lM\‘JM power
H‘M‘H{‘lﬁﬁ‘ ...................
_________________________________________________________ DL

> Relative time base
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LTE RESOURCE BLOCK LEVEL DRILL DOWN — EXAMPLE 1

Frequency: LTE Channel 9 2165000 kHz Y

RSSI Waterfall Diagram

Mode: normal

Rx

FE 1 (Rx0)

21573 21650 20727 MHz
E_ R
-110 03 I 1-2048

RSSI Spectrum Chart

dBm
50
-100
2159.0 2161.0 2163.0 2165.0 2167.0 2169.0 2171.0 MHz
LTE Scanner Top N View :2 R&S LTE Scanner[1]
List
(] 4 PCl Power WBRSSI WBRS.. RSRP WBRSRP RSRQ WBRSRQ RSSl. WBRS-S.. SINR M WB... Center.*
1 1 27 5740 -358(0) -364(0) -78.14  -759(1:0) -15.16 -22.5(1:0) -1.39  -11.6(1:0) 3.75 - 100 2165.00
2 2 77 5986 -56.6(0) -55.7(0) -81.34  -824(0:0) -1437 -9.7(0:0) 2.66 5.0(0:0) 8.32 - 100 184840
3¢ 3 132 6436 -56.6(0) -56.8(0) -92.09 -92.9(1:0) -19.84 -19.1(1:0) 1.28 -7.3(1:00 1.8 - 100 1848.4C
l4 4 131 7039 -56.6(0) -56.0(0) -9529 -90.3(0:0) -21.93 -17.3(0:0) -11.43 -6.3(0:0) 2.09 - 100 1848.4C
GSM Scanner Top N View:2 R&S GSM NWS[1]
Top N: Vodafone - Auto Width ] showcnart
List
# R. ARF.. B.. PSCH.. Mo.. C/[dB] Ptota.. Cl LAC MCC M. B.. D.. Decis.. RankTime C1 €2 NR Cent.. “
11 81 65 4616 Avg 32.07 4584 31755 23501 602 2 -- 4616 6315459.. 42 52 57 18650
3 3 806 51 -60.96 Avg 832 -59.44 20844 23501 602 2 -- - -60.96 6315459.. 28 38 T1 1864.0
4 4 3814 75 -63.52 Avg 17.86 -61.04 47587 23501 602 2 -- -- -63.52 6315459.. 25 35 71 1865.6
A a2 ono L) ennn Asem anen en2c 217€c EETE en a2 ennn_ cI1c4acn 20 20 £7 1064 A X
>

%HDE&SCHWARZ

Mobile Network Testing

Frequency: [TE Chan ~ | Zoom: sx - TxRx Tx0/Rx0 w» Value: RS-SINR
Top N: <Auto> (PCl 27) - Member 1.
SINR of LTE RB's on ‘ THO/R0 . CHECK THE
approx 4 Mhz -
Spectrum on either . POWE R
side is continuously > AND
poor. This points to = = s
the presence of 2 . i BT S I G NAL TO
UMTS Spectrum's et ] NOISE
overlayed by LTE. o RATIO OF
.1.1_.;:.;‘. FET———
Only 4 RB's at the - ' | RESOURCE
Center have good : —
SINR and are usable A — BLOCK IN
ROMESMAP Route Track View LT E
2 <empty> *  <empty> ~ | Value: [N N % %M u
FEmMR Aaag X R Na & EREE
g 30.6°N Ao s

Rnnitinne mab ~imiahln

20

Albibidns

£ 0lm
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RESOURCE BLOCK VIEW — EXAMPLE 2

1868.7 MHz

v‘3533 ] Top N: <Auto> (PCl 118) - Member 1.

Tx1/Rx0

-110q3 NSNS

RSS! Spectrum Chart GSM SIGNALS CAN BE SEEN AT BOTH SIDES <<
dBm dém
- DUUUUUE SO [ SIS A N 5 S

: : : : : ; : POOR SINR FOR ALL RB's WHERE
: : : : : ! o Mt GSM SIGNAL OVERLAPS

LTE Scanner Top N View :2 R&S LTE Scanner(1]

v
Top N: <Auto> * Auto Width Show Chart | <

z Resource Blocks
=S RS-SINR: -20 45 I ] 2048
| # ~ PCl Power WBRSSI WBRS.. RSRP WBRSRP RSRQ WBRSRQ RSSL. WBRS-S.. SINR M WB.. Center.*
1 1] 100 -63.74 -56.5(0) -55.7(0) -84.46  -924(0:0) -13.80 -17.9(0:0) 6.96 -7.5(0:0) 173 - 150 18484C
ROMESMAP Route Track View
2 2 142 6472 -565(0) -51.8(0) -88.97 -79.7(0:0) -18.04 -9.1(0:0) 5.14 9.2(0:0) 7.62 - 150 18484C
3 3 141 6850 -565(0) -51.8(0) -98.60 -784(1:0) -27.67 -7.9(1:0) 1.38 11.6(1:00 210 - 150 18484C g <empty> v <empty> v Value: U‘i U‘; /'L |
4 4 118 7207 427(0) -43.2(0) 9773 -842(1:0) -13.84 -240(1:0) 446  -132(1:0) 1097 - 10.0 1861.00 I E @ das XN RE B R
GSM Scanner Top N View:2 R&S GSM NWS[1] - o ) o]
@
Top N: Vodafone - Auto Width [T show cnart 9
=3
List B
\ # a A. B.. PSCH.. Mo.. C/[dB] Ptota.. CI LAC MCC M. B.. D.. Decis.. RankTime (C1 C2 NR CenterF..* [} ﬂj
[2]
1 1 8. 14 5672 Avg 2413 -53.60 26184 53409 602 2 --- -- -5672 735780ms 39 49 100 1864.8 i
2 2 8. 72 -6920 Avg 2683 -67.84 61600 53409 602 2 --- -- 6920 735780ms 26 36 75 1864.0 8 +|
=
3 3 8. 74 8680 Avg 983 -77.36 26183 53409 602 2 --- -- -8680 735780ms 9 19 75 1863.6 = i )
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SCANNER VS MOBILE PHONE
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DIFFERENCE BETWEEN SCANNER AND MOBILE PHONE
MEASUREMENTS

Measurement device

M t mod Passive: just receiving, Active: SIM-based connection to
easurement mode no SIM required its operator
Measurement accuracy Accurate (+/- 1dB) +/- 6dB

All receivable cells (all operators, Connected cell and neighbors
Measured cells

all configured frequency bands) (limited), own operator
Measurement speed / frequency + -
Use case Reference RF measurement Real world, comparability
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Use Case: Scanner only

5G NR RF SCANNER MEASUREMENTS

PROS AND CONS

» Scanner View:

24 Rohde & Schwarz

Cons

v

vV VYV VVYVYVYVYYVYY

Independently of the network settings, a neutral look into the radio access performance (best
cells sorting according to the rules set by the user: RSRP/RSRQ, SINR)

MIMO measurements (best possible rank, condition number, spectrum scan, path quality)
5G measurements on synchronization block for all on-air channels — on cell and beam level
Spectrum scanning

Synchronization measurements (ToA, TAE) and Frequency Accurancy measurements
Uplink interference emasurements (Time Gated)

Automatic Channel Detection, Position Estimation

MIB/SIB decoding

No Uplink visibility: RACH statistic, UL transmit power, reporting (CSlI)
No ressource and connection handling details/Layer3 signalization, QoS/QoE
No Mobility measurements
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Use Case: UE only

5G NR UE BASED MEASUREMENTS
PROS AND CONS

» UE View:

Detailed connection reporting (for the operator defined with the SIM in the UE)
Complete Uplink visibility, reporting, radio access procedures and performance
Layer 3 / RRC signalization

vvyyvyy

Mobility measurements / Events

v

We are able to measure only what UE is reporting / capable and what is being instructed by
the network, maybe not the best possible situation. Examples:

— UE reports MIMO 2x2, even though radio environment is good enough for MIMO 4x4

- UE reports one PCI as the best one, even though the other PCI has better radio
environment

Cons

- UE camping on specific frequency, even though other one is better

How to verify this?
y By adding additionally the scanner
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DIFFERENCE BETWEEN SCANNER AND MOBILE PHONE:
MEASUREMENT SPEED

LTE RSRP measurements of a scanner:
=  All cells
(from all operators, 1 band)

Just 10 cells were configured here.

2IEGERE = p@g‘sﬁaﬁ&}xm

T
9 measurements
in 25 seconds

o \

el k vv““Lﬁ L n .W“m' |
\w I/T l “ﬁ lf,

" | V' ”\ ¥

11111

FRORFEE P @ s m|s

< 60 seconds >

-----

il

LTE RSRP measurements of a smartphone:
= Serving cell
» + neighbor cells sporadically

(from own operator, 1 band)

00:01:15 00:01:20 00:01:25 00:01:30
60 seconds >

A |5
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Scanner or UE?

Scanner is powerful, but there is so much more on air...

//\\
O
N

)

PUSCH
User Data

Uplink Shared Channel

(user data and optionally

¥

Downlink Shared
Channel
PBCH

PDSCH User Data
PDCCH Control Information

Shared Contro
Channel

sss |

Broadcast
Channel

(In addition to PBCH,\

PUCCH
: all other channels can

COﬂtI’O| |nformat|0n be measured only with

\ the UE and for the
‘ registered
connection
determined by the
SIM card

Uplink Contro!
Information (UCI)

( This is where Scanner is \

able to measure on all on-
air channels: Scanner
measures on
PBCH/PSS/SSS only
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5G SIGNAL DECODING AND SYNCHRONISATION
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NW SYNC
5G network synchronization measurements

< (c >> Uplink / Downlink slots in Time of arrival measurements
TDD networks of SSBlocks, resolution < 300 ys

EE sse N sse N sse (offset to PPS pulse from GPS,
gNB1 : »  relative value)

PPS time
or operator 1 or from
(in case of Internal clock Fine.-adjust TOA va_llue
spectrum sharing) by time delay coming

from distance to transmitter

< > Transmitter database is mandatory

‘P momom | -mmem \

gNB2 PPS time

i Interference in time domain orfrom
or operator 2 (in case of Internal clock
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TII\|/IE GATED TRIGGERING

GATED TRIGGERING

Automatic configuration
of the time-gate via SIBs
(if broadbasted)

I

otherwise manual
onfiguration

Identification of PCls and SSBs
Demodulation of SIBs

o
c'}f".,
\
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Result:
Real time
Uplink power spectrum

Panoramic acorss the spectrum
and focussed view on the
interferred spectrum
Interference detection

UL power UL power ‘

spectrum spectrum

A time-gate on the uplink slots Interfer.ence
hunting

is applied
The 5GNR scanner speed is slowed down
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TIME GATED TRIGGERING

SPECTRUM ANALYZER VS SCANNER
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I No demodulation capability in 5G NR » Demodulation capability
I Manual and cumbersome configuration
= Relatively long time to wait until the TDD
configuration can be determined from the
spectrum
1 Specialist needed (SSBs and TDD slots
have to be identified from the spectrum)
1 NoACD

I No synchronization on the radio frame

» One-click configuration

» Auto-synchronization on the radio frame
» Simple configuration

» ACD available

» All-in-one (code-selective, RF
measurements, ACD, network
synchronization measurements, multi
tech...)
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