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Monitoring QoS of Mobile Networks

Why?
The 

healthy 
competitio
n between 
providers

The development of 
reliable electronic 
communications 

networks

The protection of end users

The provision of objective information to all 
entrepreneurship in telecommunications

Who? Regulators 

Service & Network Providers

Third party (companies)

How?



Scope

This Recommendation describes a baseline framework of:

best practices for measuring quality of service (QoS) throughout 
the industry

mobile network QoS measurement campaigns

 characteristics and requirements for monitoring systems

 post-processing scenarios

 sampling methodologies

used by regulators, test equipment vendors, companies that
deliver network measurements, data analysts and service
providers to monitor QoS on a national level.



Measurement campaigns to monitor QoS

QoS measurement campaigns aim to gather information to
characterize the QoS of mobile networks in terms of:

 key performance indicators (KPIs)

 perform benchmarking

 evaluate conformance to existing legislation commitments.

The intended scope of QoS measurements related to geographical
footprint, timeframe and testing frequency depends mainly on the
purpose of the measurement campaign and the measurement
environment

NOTE: The result produced by testing for each of these purposes is different



Measurement environment

For mobile networks, measurement environments can be divided 
into two main categories:

 Indoor

 Outdoor

Measurements can include both indoor and outdoor, stationary 
and mobile scenarios thus covering all the different environments 
in which end users make use of their mobile service.

Currently, there is a high rate of mobile traffic generated from 
indoor environments; hence, it is advisable to measure indoor QoS
performance, in addition to outdoor.



Measurement methodologies

Indoor testing

 walk testing

 unattended probes

 crowdsourced data 
collection

Outdoor testing

 drive testing

 walk testing

 unattended probes

 crowdsourced data 
collection



Walk testing

Where: Locations such as train stations, underground train platforms, airports,
sports stadiums, shopping malls, university campuses and pedestrian zones are
becoming hotspots for wireless communication.

In outdoor measurements, walk testing is normally employed where vehicles
cannot be used.

Measurement setup: Multi-device, carry-on testing equipment provides a
convenient way to work when benchmarking multiple operators or testing
coverage for multiple services and radio access technologies.

Walk testing measurement campaigns have some limitations in terms of:

1. number of samples and of mobile network operator (MNO)

2. service due to physical parameters such as spatial dimensions, equipment
weight and technical requirements, like antenna isolation, which ultimately can
influence sample resolution.



Drive testing

Drive testing measurement campaigns involve preplanning
procedures to satisfy the goal and scope of the campaign.
Targeted services, demographic distribution and socio-economic
factors can impose different campaign design parameters.
Essentially, a successful drive testing campaign shall consider a
sample size so that the measured data are representative of the
targeted region's population.

This recommendation gives answers to the questions:
- Where?
- When?
- How to achieve comparison results?
- How many samples?



Unattended probes

Unattended probes may provide near real time and historical end-to-end QoS
performance and can be used to collect granular data that can help to detect
QoS degradations

Users should consider the following operating and design recommendations to deploy a
probe-based measurement campaign.

1 Unattended probes should be installed securely in chosen locations or vehicles with
power supply; the choice of these locations or vehicles depends on the measurement
objective.

2 Indoor unattended probes should be installed in locations with adequate radio
coverage conditions and include high network usage. Depending on the measurement
scope, this may be a location with the best possible coverage if peak network
performance is monitored. If unattended probes are intended to monitor minimum
radio coverage, a location with non-optimal coverage conditions can be considered.

3 All unattended probes should operate under a global positioning system (GPS) (or
another suitable global navigation satellite system) connection.

4 The number of unattended probes per targeted location depends on the sampling
requirements, the number of services or operators to be evaluated, user density and
occurring events (concerts, sports tournaments, etc.).



Crowdsourced data collection

Crowdsourced data collection campaigns can be used to obtain QoS measurement data that can 
only be meaningful if a representative number of samples from different end users are 
gathered. 

It is recommended that measurements results be used for any conclusion only if they are 
representative for the respective measurement goal. Data gap limitations have to be taken 
into account. 

Crowdsourced data collection solutions must be in compliance with national data protection 
legislation, guaranteeing that no personal data is mishandled.

The sample collection frequency can be continuous unlike the conventional (simulating 
collection) QoS sample collection, therefore crowd-sourced measurements can be a source 
of 24 hours by 7 days QoS measurements.

Crowdsourced data collection can be largely categorized into two categories namely, active and 
passive measurements (see [IETF RFC 7799]):

NOTE – Alternatives sources to collect continuous information on network QoS are discussed in [ITU-T E.804]. Depending on
the legal framework in each country, regulators may have access to network performance counters information. In
accordance to data protection legislation and where both parties so desire, operators and regulators may want to enter
into non-disclosure agreements as per the foregoing.



Guidelines for measuring quality of service 
parameters on mobile networks

This section provides further details on the measurement
campaigns for monitoring some relevant parameters. The
parameters listed here can be measured by any of the
methodologies described before and should be considered as
examples only; more references can be found in [ITU-T E.804].

Radio coverage
Voice call services
Short message service and multimedia messaging service
Broadband data



Characteristics and requirements for 
monitoring systems (1/3)

Monitoring systems should be able to perform an evaluation on how
degraded network performance affects service quality to the end
user. It therefore gives an indication of network coverage
performance, capacity and end-to-end QoS.



Characteristics and requirements for monitoring 
systems (2/3)

The following monitoring systems characteristics apply to all measurement, unless otherwise stated, except 
for crowdsourced data collection.

 Ability to execute simultaneous measurements in all access technologies.

 Ability to execute simultaneous measurements, e.g., voice, SMS and data, if needed.

 It should be possible to carry out the measurements in movement, at static locations or combining both 
modalities.

 It should automatically store data from measurements and should count with additional external storage 
for backup.

 It should have a GPS (or another suitable global navigation satellite system) to identify and register the 
geographical location and speed for each measurement.

 It should be kept in optimal operation conditions through maintenance programmes considering all 
applicable regulation certification requirements. 

 Antennas must be placed at an appropriate distance to avoid interference. 

 It should be able to execute measurements for all access technologies and therefore be updated to meet 
the needs of technological evolution.

 It should allow the setup and reuse of measurement script templates. 

 It should use certified mobile equipment similar to those regularly purchased in MNO shops by end 
users. 

 It should support voice codecs for all access technologies.



Characteristics and requirements for monitoring 
systems (3/3)

 It should be able to produce visual or audio alarms to notify any failure in the measuring equipment

 Measuring equipment should provide a feature, as an added functionality or additional equipment, to 
register the day, hour and geo-referenced position of each measurement

 It is desirable that the measurement equipment provide the ability to register, at least, the start and the 
end of the measurement campaign, breaks, equipment failures and extraordinary situations such as 
atypical end user concentration, vandalism, interference or natural disasters

 Any situation that could potentially affect the results and is not attributed to the network of the MNO 
should be registered

 All activities registered by the measurement equipment, mentioned in the foregoing, should be 
correlated with the log files and measurements taken during these time intervals and should be 
discarded during the post-processing stage 

 Monitoring systems should generate encrypted log files.

 Unattended probes should be equipped with self-monitoring functionality (e.g., temperature sensors or 
adequate power supply level) to detect unusual operating conditions

 Unattended probes should be robust against loss of external power supply, e.g., have power supply 
buffering to ensure secure turn-off processes and reliable turn-on processes

 Depending on the way measured data are transferred (e.g., via the monitored network), and the type of 
information that is expected to be created, unattended probes and back-end infrastructure shall provide 
adequate monitoring functionality

NOTE – The characteristics for crowdsourced data collection monitoring systems need further study.



General recommendations for post processing (1/2)

The first step in the post processing of results is to determine the radio
coverage limit for which the electronic service of a mobile
communications network is considered to be provided.

This limit should be set for each technology (e.g., 2G, 3G, 4G) separately.

These limits will determine which tests will be taken into consideration
when exporting the final results.

Also, rules should be laid down as to when a measurement should be
taken into account in the results. Such rules are, for example, if during a
measurement there is a period of time that does not meet the radio
coverage limit, how long should that period be for the test to be taken
into account in the results.



General recommendations for post processing (2/2)

The following general recommendations should be practised by all monitoring system users
during post-processing action for all measurement methodologies.

 In order to examine the events that occurred during the measurements, signalling
information should be taken into account. Post processing of measurements results should
consider and manage all log files obtained during the measurement campaign. It is
recommended that all software errors be considered. The final number of measurements
gathered in the measurement campaign will have an impact on the estimation error of the
results. The estimation error can be calculated based on the sample size. If it is larger than
desired, it is recommended that the measurement campaign for the target area be
repeated. More information is provided in Annex A and [ITU-T E.802], [ITU-T E.840] and [ITU-
T P.1401].

 Users conducting QoS measurements should check measurement data integrity and cleanse
data. Outlier samples can be generated for many reasons, e.g., equipment alarms due to
equipment or software failure or malfunction, network element upgrade, incidents or
maintenance.

 All log files gathered from the testing equipment should be checked, if missing or corrupted.

 It is essential to set the accepted percentage threshold for fake or false samples collected in
a measurement campaign.



Sampling methodologies (1/2)

The number of measurements must be determined in such a way that the
statistical relative accuracy is less than the maximum value established and for
at least a 95% level of confidence. More information is provided in [ITU-T
E.802].

A two-step methodology that can be used to obtain representative samples 
involves stratification and simple random sampling. 

 Stratification can be used to calculate the number of geographical areas
(e.g., cities, municipalities or districts) to be covered during a measurement
campaign to get results that represent the network QoS at a national level.
In this sense, stratification is a tool useful to obtain representative results
when it is not possible to measure a large area (e.g., large countries).

 Simple random sampling can then be used to calculate the number of
measurements to perform at each of the geographical areas that were
selected through sampling methods. More details are provided in Annex A.



Sampling methodologies (2/2)

To perform measurements over a large area, monitoring system users are advised
to:

1. divide the base zone into parts, and

2. allocate a weight to each part in accordance with criteria that will identify
where it is more relevant to carry out a greater number of measurements,
depending on the purpose of the measurement campaign.

Some examples of criteria are:
 population weight
 telecommunications density
 traffic density
 end user density

In order to define these criteria, it is highly advisable that monitoring system users
obtain updated data from an official source.

Publication of benchmarking performance results lies outside the scope of this Recommendation;
however, a statistical framework aimed to score and rank network performance can be found in [ITU-T
E.840].


