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loT Is a key enabler to Singapore vision to

be a Smart Nation

« Beyond economic opportunities, 10T can also enrich the quality of

living for citizens

Our bottom-up
' anaIyS|s for the
Iappllc:atlons we size
| estimates that the IoT
: 'has a total potential
. economic impact
1of $3.9 trillion to
'$11.1 trillion a year
by 2025," said
: McKlnsey (2015).
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Smart Singapor

Smgapore is expandlng |ts use of technology to entrench its
OSI ion as a lea an im| Pro ve Si oreans’
quallty of life. H re are some upcoming mmatlv s

Onemu( pa) yllum alk: An Remember me: A new digital
embedded chip could turnaring, platformis being developed to bypass
awatdmryw Be le card into the need for citizens to provide their

apayment device, eliminating the personal data repeatedly for
needfor cashor credit cards, government transactions.

© Mapping the future: A new 3D map project
called Virtual Singapore willnf tegral Iaye of
data about Singapore's buildings, land and
nvironment. Govemmem gmcle and other

identifying the m ost!loodﬂnmeaeaa while

J! mewbllccawonmbm information like traffic

patterns or the locations of their favourite nasi
3K stores.

Phone home: Contrdlingrmsehold pplhnceslrom

asmart phone may be possible onc: determines
the digital infrastructure neeﬂedior automa ed
home. Trials start next year.

commuters can
the

use
MyTransportapp
1o find out bus
arrival times by
the minute and
how crowded each

busis.

“Publlc” transport: Self-driving
carswill be tested on public roads
for the first time come January

nextyearl in One-North at Buona
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sensorsaf
limbs transmtdah back to
the hospital:

ICS: MIKEM DIZON AND CHNG CHOON HIONG  TEXT: RACHEL AU-YON
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Regulating loT might not be straightforward

— from different technologies to...

» Different scales of deployment
» Different communication models

Individual Community Society

Leve' %

Device-

e T to-Device
o C e
L) > @
- L
@ smartphones 5 Connected cars Back-
Wearables g ’;f,::'::: gg"""‘:ss End Device-
DEIEE to-Cloud
Sharin
Examples Gps, Fitbits Intelligent Transport Systems Smart metering 9
Visa PayWave Event Data Recorders (EDRs) Smart water meters
Mastercard Paypass Blood pressure monitors Traffic monitoring
Employee passes Remote burglar/heating systems
Data Mobile money Speed, distarce, airbag, Electricity/water Device-
Fitness data crash locations/ alests; consumption & billing to-
GPS location-based data Heart rate, blood pressure, Traffic flow data G ateway
Diet; remote heating data
Intended Individual person GP, health authorities Authorities/regulators
Immediate friends/family Health & car insurarce; Police Utility companies ; ;
Audience Banks: " Wider friends, social . Other it Four common communications models

described by the Internet Architecture Board

[ ]
Source: GSR Discussion Paper, “Regulation and the Internet of Things”, Professor lan Brown (2015) ]DA
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... Complexity in roles played

» Variety of roles in the 10T ecosystem from the perspective of
telecom service & network operators
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Player A - Telecom

Integrated Business

= Telecom network operators as Players A
= Network & Platform Providers in access and control of 10T, and device management
= Vertically integrated businesses as Players B
= Provision of reliable and secure |oT devices for communication, sensory and actuation functions in
the delivery of data and content
=  Provision of 0T applications to application customers
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Several regulators are looking at common
challenges posed by loT

Five key loT areas are examined to explore some of the most
pressing challenges and questions related to 10T

Data

Securit ;
y Protection

Interoperability
and standards

Allocation
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Minimising cyber security breaches through

close collaboration

- Multi-stakeholder approach will be key but need to manage consumer

expectations

[@r IoT'VIIIage +2 Follow

vitiag

S Can you own our #loT #Samsung -

RF28HMELBSR fridge ::] @_defcon_

ata Protection

II

nteroperability
and standards

Complex landscape — no one size fits all
security policy for all IoT devices (e.g. Fitbit
vs Smart Grid)

Telecom regulators will have to work closely
with cyber security agencies and industry
players

Companies should implement security by
design (e.g., security to extend throughout
lifecycle of product; access controls)

Licensing
Iv. Consumer and business education on cyber

Spectrum & security will be important (e.g. regular
Resource .
Allocation - - changing of passwords)

Finding the vulnerabilities of

smart devices at home "DA
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Protecting Personal Data to enhance
consumer trust in loT

- Regulation and public education will be key to safeguard consumer

Interest

| Security |

Data Protection

nteroperability

Iand standards

Licensing

Spectrum &
Resource
Allocation

pdpc

FERSOMNAL DATA

PROTECTION COMMISSION
SINGAPORE
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Companies will have to comply
with Singapore’s Personal Data
Protection Act (2012), including
those which are collecting
personal data from loT

Companies should strive to
adopt “data protection by
design” as a default for all
development

Public education will be key to
safeguard consumer interest

1DA
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Singapore — On-going Initiatives to ensure
technical interoperability and standards

IDA’'s Telecommunications Standards Advisory Committee (TSAC) is working on
various loT-related standards in line with the ITU-T work programme.

| Security ITU-T SG20
Q2/20 — Integration of Future Multimedia Wireless
Pm?géﬁon loT Networks ITS, AV Smart
IoT Device E-health Wearables
Management
Interoperability Q3/20 - Signaling and Smart Smart
NEESEWGEGR | | 10T Gateway protocols Homes Phones
Q4/20 - End-to-end Directory M2M Security
0T Interworking services, services
| . . performance  Middleware
Licensing
Q5/20 - loT players
loT Ecosystem engagement
Sggggﬂrnge& Q6/20 — Use of Guidelines and
Allocation Infrastructures for loT best practices

IDA conducts trials on GSMA's Specifications for OTA Subscription Management
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Licensing framework to evolve to meet the
challenges of IoT

« Addressing key concerns while facing operational challenges
(e.g. whether to register billions of devices)

Security
£

IData Protection
Total number of
nteroperability /l ilabl
arel Skl [ 1 : avallapie sensor
' _ o W enabled objects by
‘ ' 2020
. . : (-
Licensing Hﬁi’%" 212B is 28x the
—5 mzm%m'm: ) total population of
BILLION ‘!B@" 7 (" the world
Sensor enabled objects P33 ﬂ% ' By % &
Spectrum & connected to networks :
Resource by 2020 ' '
Allocation \

Source: IBM ]"DA
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Maintaining flexibility to ensure IoT devices
can be supported with sufficient spectrum

» Currently unclear whether majority of 10T devices are going to ride on
licensed or licence-exempt spectrum as well as type of devices

Throughput | | .
A |

Security ‘ 10Gbps | ———————

1 Gbps
ata Protection

100 Mbps

and standards

|nteroperabi|ity

10Mbps b = = — = — — 1. Wi-Fi
802.11a/b/g/n

1 Mbps

Bluetooth
I | 802.15.1

| Licensing

NB-loT
Sigfox, LoRA, Ingenu
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Going beyond traditional regulatory role to

prepare for the futur

e

Ensuring current and future workforce can ride on the opportunities and

benefit from loT
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HACKATHON 2015

Engaging the current generation
In Smart Nation
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More enrol young kids in coding
classes

./\ W \-' 5 7 &, =

work with 1oT devices
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Code@SG
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Having a future workforce that can
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Thank You
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