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European Large-Scale Pilots Programme
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• Innovation consortia

• Collaborating to foster the deployment of IoT solutions in Europe

• Integration of advanced IoT technologies across the value chain

• Demonstration of multiple IoT applications at scale and in a usage

context, and as close as possible to operational conditions.

• Proposing IoT approaches to specific real-life industrial/societal

challenges.



LSP Projects & Partner CSA
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• Consolidate Europe’s leading position in creating a secure,

safe, trusted and “human-centric” IoT research

• Research and innovation strategy roadmap for Europe’s
competitiveness in IoT

• Build on established strong partnerships with Europe’s existing

IoT Privacy / Security cluster projects and the IoT Large-Scale
Pilot (LSP) Programme

• Outcome: roadmap indicating future directions that will guide

European IoT research, innovation, policies and investments

Next Generation Internet of Things (NGIoT)
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U4IoT project

5 WWW.U4IOT.EU

• User Engagement for Large Scale Pilots in the Internet of Things – U4IoT

• 8 partners from 5 European countries

• Objective: develop toolkit for LSPs end-user engagement and adoption

• online resources, privacy-compliant crowdsourcing tools, guidelines and an innovative privacy game
for personal data protection risk assessment and awareness, online training modules

• Objective: provide direct support to mobilize end-user engagement

• co-creative workshops and meetups, trainings, Living Labs support, and an online pool of experts

• Objective: analyses societal, ethical and ecological (SEE) issues and adoption barriers 

related to the pilots with end-users and make recommendations for tackling IoT adoption 

barriers

• educational needs and sustainability models for LSPs and future IoT pilots deployment in Europe

• Objective: supporting communication, knowledge sharing and dissemination

• online portal and interactive knowledge base gathering the lessons learned, FAQ, tools, solutions and 
end-user feedbacks



Tools & methods
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• End-user 
engagement toolkit

• Crowdsourcing & 
survey tools

• Privacy game & 
guidelines

• Co-creative 
workshops 

• Living Lab support

• IoT adoption barriers

• Participatory 
sustainability models



Crowdsourcing & Survey tools
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Composed of:  

1. a mobile application with a strong focus on 

crowdsourcing and crowd-sensing;  

2. a website permitting interactions between users and IoT 

devices (users’ smartphones and the IoT testbeds’ 

sensors and actuators);   

3. a survey tool.    

Features:  

• Gather ideas and data about a certain topic through 

crowdsourcing;  

• Set-out surveys to gather information for your project;

• Participate in research and related experiments;

• Share of data generated by the smartphone’s sensors;

• Allows users to participate in surveys linked to research;  

• Propose new ideas and suggestions;

• Rate ideas proposed by other users.    

For more information, visit www.iotlab.eu and download IoT Lab on the 

App Store and Google Play 

http://www.iotlab.eu/


Privacy Game & Guidelines
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• To educate the LSPs stakeholders on data 
protection;  

• To raise awareness on the main risks related to 
data protection with IoT deployments;  

• To translate complex legal norms into clear and 
easily understandable principles;  

• To reduce the risks of non-compliance with the 
Data Protection Obligation in the five LSPs;  

Related material: Guidelines for Personal Data 

Protection in LSPs and related e-course (U4IoT website) 



• A repository of registered and relevant experts in the IoT field 

• Classified by field of activity, education

• Useful to identify appropriate contacts and partners in IoT

IoT Experts
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EuroPrivacy is an international certification scheme on data protection that encompasses
the European General data Protection (GDPR) and complementary national regulations
(including non-European ones).

• Demonstrate and certify compliance with the GDPR

• Identify and reduce legal, financial and reputational risks

• Build trust and confidence through surveillance audits

• Enhance European market access and cross-border data transfers

EuroPrivacy
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www.europrivacy.com



Privacy App is a mobile app enabling users and

cities to:

• Monitor the IoT deployments and data

protection.

• Identify and share information on all

communicating devices deployed in the public

space.

• Identify and report on new deployment that they

identify in their environment.

• It enables cities and public administrations to

inform their inhabitants and visitors about the

solutions deployed in their public space.

Privacy App 
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www.privacypact.com

Enabling Data 

Controllers and 

Processors to abide

to the GDPR on a 

voluntary basis



• Future IoT projects in Europe require privacy by design approach

• The GDPR requires privacy by design approaches

• Privacy by design includes organizational, technical and human

activities which should be introduced in environmental projects if

they involve any level of end-user interaction.

• The use of IoT for generating environmental changes has to start

by ensuring the projects are implementable and respectful of

human rights, privacy and personal data protection.

Conclusion
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Thank you for your

attention!


