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National	  Cyber	  Security	  Strategy

National	  Cyber	  Crime	  Investigation	  and	  Digital	  Forensics	  Center

National	  Public	  Key	  Infrastructure	  (PKI)

Computer	  Security	  and	  Incident	  Response	  Team	  (Rw-‐CSIRT)

Es
ta
bl
ish

m
en

t	  o
f

In
fo
rm

at
io
n	  
In
fra

st
ru
ct
ur
e	  
Se
cu
rit
y	  

Sy
st
em

s

Cyber	  Security	  
Capacity	  Building	  &

	  	  Aw
areness

National	  Cyber	  Security	  Policy



Rw-‐CSIRT	  Vision,	  Mission	  and	  Goals

Ensure  Rwandan  Cyber  Space  is  Secure  and  Resilient

To  establish  secure  and  sound  cyberspace  through  
early  Detection,  prompt  Response, and  Prevention of  cyber  security  incidents

Vision

Mission

Goals  and  
Objectives

Response

Awareness

CooperationCapability

Monitoring/
Management



Response

Awareness

Monitoring/
Management

Capability

To	  build	  capability	  for	  Detecting,	  Analyzing	  and	  Preventing	  cyber	  attacks	  
• Cultivate	  cyber	  security	  professional	  personnel	  to	  respond	  to	  cyber	  attacks	  in	  emerging	  threats.
• Develop	  and	  disseminate	  technology	  that	  could	  effectively	  respond	  and	  prevent	  cyber	  incident

To	  assure	  the	  security	  of	  the	  computer	  and	  network	  environment	  in	  the	  cyberspace	  
•Monitor	  24/7	  To	  assure	  the	  safety	  and	  availability	  of	  ICT	  services,	  Infrastructures,	  and	  Networks.
• Security	  Assessment	  of	  ICT	  services,	  infrastructure,	  Networks	  and	  manage	  vulnerabilities.

To	  establish	  and	  operate	  National	  cyber	  security	  incident	  response	  system	  
• Promptly	  respond	  to	  cyber	  incidents	  occurring	  in	  both	  public	  and	  private	  sector.	  
• Establish	  incident	  response	  system	  to	  promptly	  recover	  from	  and	  handle	  incident.	  

To	  raise	  cyber	  security	  awareness	  to	  the	  level	  comparable	  to	  the	  developed	  nations
• Establish	  and	  operate	  a	  platform	  to	  timely	  share	  and	  disseminate	  information	  about	  cyber	  security	  threats	  	  
• Promote	  awareness	  about	  cyber	  security	  threats	  in	  public	  and	  private	  sector	  and	  general	  public

Cooperation

To	  cooperate	  with	  abroad	  National	  CSIRTs,	  and	  lead	  the	  CSIRTs	  in	  the	  Africa
• Establish	  and	  operate	  cooperation	  and	  sharing	  channel	  between	  public	  and	  private	  sectors.	  
• Implement	  cooperative	  system	  with	  abroad	  CSIRTs	  and	  share	  information	  with	  one	  another.	  

Goal	  and	  Objectives	  of	  National	  CSIRT



Physical
facilities

Process Technology

People

• Security	  Analysts
• Incident	  Handlers
• Networks	  Security	  Engineers
• Systems	  Security	  Engineers

• Policies
• Procedures
• Guidelines

Defining	  CSIRT	  Requirements

• Security	  Prevention	  Systems	  
(e.g.	  F/W,	  IPS,	  WAF,	  etc.….)

• Security	  Monitoring	  Solutions	  
(i.e.	  SIEM	  Solutions,	  IDS,	  etc.…)

• Forensics/Analysis	  Tools



• Collect	  information
• Security	  Assessment	  and	  Write	  
report
• Provide	  cyber	  security	  training
•Develop	  Security	  technology	  
• Etc.

• Improvement	  of	  processes	  and	  
procedures
•Output	  quality	  management
•Verify	  compliance
•Manage	  day-‐to-‐day	  operations

•Monitor	  and	  report	  security	  events

• Collect	  vulnerabilities	  information

•Receive	  incident	  report	  

•Operate	  &	  manage	  security	  
solutions

Level	  1
Security	  Analysts

Level	  2
Security	  Analysts

Level	  3
Team	  Leader

Basic	  Prevention	  &	  Response

Expertise	  Prevention

Leadership	  skill

•Monitor/report	  security	  events	  
•Analyze	  Security	  Incidents	  &	  Events	  
•Analyze	  Security	  vulnerability
• Support	  handling	  reported	  incident
• Etc.

Expertise	  Response

Defining	  Staff	  Operational	  Activities



Rw-‐CSIRT	  Incident	  Response	  System
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