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Information Security is the protection of organization’s information assets from unauthorized 
access, use, misuse, disclosure, destruction, modification or disruption. 

This involves maintaining the :-

• Confidentiality of information

• Integrity of information

• Availability of information

This further includes protecting systems that house, process and transmit information. Today 
information assets are found in every aspect of any business or service.

The process and capability of such information protection involves Skilled Resources, 
Technologies and Processes & Procedures embedded as part of Business as Usual Operations.

Financial Institutions through offering banking services to customers, store, process, and 
transmit wide range of informational assets of varying degree of sensitivity including and not 
limited to customer personal data, transaction data, accounting data etc.. To achieve defined 
business objectives.
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Business
Enablement

Technology 
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Organizational 

Needs

Regulatory
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Compliance

Confidentiality, Integrity & Availability
Process Controls
Policies Procedures & Standards
Business Continuity, DR, BCP
Information Assurance

Banking Infrastructure
Systems Infrastructure
Applications nfrastructure
IT Services 
Technology Security Assurance
Protect & Defend Technology Assets

Business Requirements/strategy
Product Development Lifecycle 
Digital Services/Commercial 
roadmap
Shareholder /Business Assurance
Protection of Investment & Brand 

Regulatory Authority ( Governments) for All 
affiliates

Industry regulation
Cyber Laws Compliance
Corporate Emergency Crisis Management
National Emergency Crisis Management

Drivers for Security Strategy, Business Enablement, Governance, 
& Compliance



Information Security Objectives and Priorities 

Objectives:-

Protecting the Bank from computer related crime emanating from 

either internal or external.

Priorities:-

• Protecting the Perimeter dividing internal and external network

• Protecting key infrastructure through implementing appropriate 

information security related controls

• Elevating the level of staff and customer information security 

awareness to mitigate current threat level

• Embed and Operationalize information security in line with 

business strategy and objectives



Global Risks and Threats Outlook 

Present and Future Threat Outlook



Review  Globally



Review  Globally

1) Target 

• Major US Retailer

• 40 Million Credit and Debit card Records

• 70 Million Data files of customers 

NEW YORK (AP) — Target's CEO has become the first 

boss of a major corporation to lose his job over a breach 

of customer data, showing how responsibility for 

computer security now reaches right to the top.



Review  Globally
1) Home Depot 

• Home Improvements retailer

• 53 Million customer records stolen including 

credit cards 
1.Hack attacks hit home: 'The kind of thing that CEOs get fired for'

2.Financial Post-02 Feb 2015

3.FotoliaHack attacks have forced the resignations of CEOs at ... at Target 

Corp., Home Depot, Sony Pictures Entertainment, and Wall Street giant ...

4.Critical Infrastructure Vulnerable to Cyber Attacks

NBC Bay Area-01 Feb 2015Explore in depth(6 more articles)

1.Home Depot confirms months-long hack

2.CNNMoney-08 Sep 2014

3.Home Depot on Monday confirmed that hackers indeed broke into its 

payment systems -- maybe as far back as April. Home Depot (HD)'s hack ...

4.Home Depot Confirms It Was Hacked And A Lot Of Customers Might ...

Business Insider-08 Sep 2014Explore in depth(743 more articles)

http://business.financialpost.com/2015/02/02/hack-attacks-hit-home-the-kind-of-thing-that-ceos-get-fired-for/
http://www.nbcbayarea.com/news/local/Critical-Infrastructure-Vulnerable-to-Cyber-Attacks-Experts-Warn-290370921.html
https://news.google.com/news?ncl=dHLORB6qVnQ26rMulcg9oOUOXEgxM&q=home+depot+hack&lr=English&hl=en&sa=X&ei=rMvmVM7JN8qd7Abr-4EY&ved=0CB0QqgIwAA
http://money.cnn.com/2014/09/08/technology/security/home-depot-breach/
http://www.businessinsider.com/home-depot-confirms-hack-2014-9
https://news.google.com/news?ncl=dVPV_tiHj773lnMr6koGlTZZ2-0hM&q=home+depot+hack&lr=English&hl=en&sa=X&ei=rMvmVM7JN8qd7Abr-4EY&ved=0CDUQqgIwBg


Growing Risks and Threats Outlook of 2015 >
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Growing Risks and Threats Outlook of 2016
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Top Risks in Focus :- Cyber incidents

CONFIDENTIAL

$445bn a year



Africa Current and Future Threat Outlook



Africa Threat Outlook
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• Maturity of Control/investments

• Automation/Digitalization – Manual processes dependent

• Internet Penetration rising fast

• Mobile adoption at increasing rate

• Low Cyber Security awareness amongst the population

• Organized Crime including internal collusion

• Challenge to Prosecute offenders



Threat Example - Ransomware
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