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Definition

Information Security is the protection of organization’s information assets from unauthorized
access, use, misuse, disclosure, destruction, modification or disruption.

This involves maintaining the :-

* Confidentiality of information
* Integrity of information

e Availability of information

This further includes protecting systems that house, process and transmit information. Today
information assets are found in every aspect of any business or service.

The process and capability of such information protection involves Skilled Resources,
Technologies and Processes & Procedures embedded as part of Business as Usual Operations.

Financial Institutions through offering banking services to customers, store, process, and
transmit wide range of informational assets of varying degree of sensitivity including and not
limited to customer personal data, transaction data, accounting data etc.. To achieve defined
business objectives.
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Information Security Objectives and Priorities
Objectives:-

Protecting the Bank from computer related crime emanating from
either internal or external.

Priorities:-
* Protecting the Perimeter dividing internal and external network

* Protecting key infrastructure through implementing appropriate
Information security related controls

« Elevating the level of staff and customer information security
awareness to mitigate current threat level

 Embed and Operationalize information security in line with
business strategy and objectives



Global Risks and Threats Outlook

Present and Future Threat Outlook
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Hackers steal up to $1B from more than 100 banks

The chief of Bangladesh's central bank has resigned after losing
$101 million in a bank heist that spanned at least four countries
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1) Target

 Major US Retaller

« 40 Million Credit and Debit card Records

70 Million Data files of customers

NEW YORK (AP) — Target's CEO has become the first
boss of a major corporation to lose his job over a breach
- of customer data, showing how responsibility for
computer security now reaches right to the top.

110
MILLION
IMPACTED
CUSTOMERS
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1) Home Depot
 Home Improvements retailer

« 53 Million customer records stolen including

credit cards

1.

2.Financial Post-02 Feb 2015

3.FotoliaHack attacks have forced the resignations of CEOs at ... at Target
= Corp., Home Depot, Sony Pictures Entertainment, and Wall Street giant ...

4.
NBC Bay Area-01 Feb 2015 (6 more articles)
1.
\\ i 2.CNNMoney-08 Sep 2014
\ AE 3.Home Depot on Monday confirmed that hackers indeed broke into its

ATA & payment systems -- maybe as far back as April. Home Depot (HD)'s hack ...
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http://business.financialpost.com/2015/02/02/hack-attacks-hit-home-the-kind-of-thing-that-ceos-get-fired-for/
http://www.nbcbayarea.com/news/local/Critical-Infrastructure-Vulnerable-to-Cyber-Attacks-Experts-Warn-290370921.html
https://news.google.com/news?ncl=dHLORB6qVnQ26rMulcg9oOUOXEgxM&q=home+depot+hack&lr=English&hl=en&sa=X&ei=rMvmVM7JN8qd7Abr-4EY&ved=0CB0QqgIwAA
http://money.cnn.com/2014/09/08/technology/security/home-depot-breach/
http://www.businessinsider.com/home-depot-confirms-hack-2014-9
https://news.google.com/news?ncl=dVPV_tiHj773lnMr6koGlTZZ2-0hM&q=home+depot+hack&lr=English&hl=en&sa=X&ei=rMvmVM7JN8qd7Abr-4EY&ved=0CDUQqgIwBg
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Top 10 Global Business Risks for 2015
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Top 10 Global Business Risks for 2016
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- Cyber incidents

In mxday's int2mon nec ied wworkd of | neme-based suppky chain nmanagemeant, asimple echnical fFiluecan esulcina majporsysem inEmapoion.

Phomo: Shutersock

Cybrer rizk
connected:

12 weays inwhich
abuziness can bre
exposed

"Imternaetaf Things"
[e=cribes a furum=
vuhamall rha devioss
WS LESS 3 M= 00 NN i
1 the inemear, alloseing
tham wm=andand
ecahe dara,

Top risks in focus: Cyber incidents

Cyber risk appears in rany forrms, all of which can
represent majorthreats 1o business. Companies
increasingly face newexposures, including first-
ard third -party darmage, business inte rruption and
regulatory conseq LEI‘ICES

Itis estimated that I:er-cr ime aDrE caoatxhgga'gal

Due tothe almestaumormatic blow a cormpany'’s
reputaticon cansustain inthe event of a cyberincident
rmany attacks still go unrepored. However, mamy
retwiork outages and disruptions, thatare ot caused
by cvberattacks, but by technical issues, are not made
public for similar reasens.
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Cybrer Rizlk: Managing The Impact of Ir
Int erconnectivity @ shows. The threat
incidents is expected to increase further

companies from being better prepared 1o combat cvber
threats. Mot having a concrete assessment of the cost
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"Imt ernet of Thingsz" are amang the facto
drive this increase. The US softwane security i piedice
that attacks on critical infrastructure will ako rise.

This increasing risk is reflected in the Risk Barometer
with cyberincidents (cyber-crirne, data breaches,
IT failures) gaining 11 percentage points year-on-
wear to mowe into the top three risks for the first time
2 227, Three yearsago this paril ranked just 15th
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Loss of reputation (658 is the main cause of
ecanomic loss for bsinesses after a cyber incident,
accord ing o resporses, followed by business
interruption (60%h and liability claine afteradata
breach (52 %0,
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"Studies s howr that. ittakes, onaverage, S0days for bsinesses
1o discover they bane been hacked  Oftienthe incident is
identified, not by the business itself, bt by the custormer or
ancither stakeholder, which & ancther resonwhw orberrisks
posea huge threst o acompany’s reputation.

"The fact that cormpanies often only recognize the kss
when an attack has already happened mears all they
candois thvand prevent further damage. This is whny
preventionis sucha key elerment in IT security. Managing
cyber risk has 1o be aninteg ral part of any cormpanys risk
managjenmentstrategy.”
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Africa Threat Outlook

Africa Current and Future Threat Outlook



Africa Threat Outlook

Maturity of Control/investments
Automation/Digitalization — Manual processes dependent
Internet Penetration rising fast

Mobile adoption at increasing rate

Low Cyber Security awareness amongst the population
Organized Crime including internal collusion *

Challenge to Prosecute offenders

’



Threat Example - Ransomware
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Your documents, photos, databases and other important files have been encrypted with strongest
encryption and unique key, generated for this computer.

Private decryption key is stored on a secret Internet server and nobody can decrypt your files
until you pay and obtain the private key.

You only have 96 hours to submit the payment. If you do not send money within provided time, all
your files will be permanently crypted and no one will be able to recover them.

Press ‘View' to view the list of files that have been encrypted.

Press 'Next’ for the next page.
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