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Summary report
The main web page for the workshop is at:
  http://www.itu.int/en/ITU-T/Workshops-and-Seminars/callerid/Pages/default.aspx    
The detailed program and the presentations made at the workshop are available at:
http://www.itu.int/en/ITU-T/Workshops-and-Seminars/callerid/Pages/Programme.aspx    
The workshop was audiocast and the audiocast is available at:
 http://www.itu.int/ibs/ITU-T/201406spoofing/index-light.phtml  
The workshop was attended by 79 participants from 37 countries.

Opening session
The Chairman of the Workshop, Mr. Sherif Guinena, Chairman of ITU-T Study Group 2, opened the workshop, thanking the participants for their participation.  He invited the Deputy Director of TSB to make the opening address.
Mr. Reinhard Scholl, Deputy to the Director, Telecommunication Standardization Bureau, ITU, made some remarks on behalf of the Director of TSB. He welcomed the participants and the speakers. He stated that Caller IDs provided a trust framework, and maintaining the integrity of this trust framework was essential. This is something ITU takes very seriously. The membership has given ITU a strong mandate to tackle this issue, which is articulated in WTSA-12 Resolution 65, WTSA-12 Resolution 29, PP-06 Resolution 21 and WTDC-10 Resolution 22. CLI is also covered by the new International Telecommunication Regulations (ITRs).  Particular to the Standardization Sector, WTSA-12 requested that ITU-T SG2 and SG3, and possibly SG17, study the impact of non-origin identification and spoofing, including its economic and security impacts. This workshop is part of delivering an answer to this call from our membership. The Deputy-Director believed that there will be much stimulating discussion and a fruitful exchange of information and experiences. 



Session 1: Experiences and case analysis on Caller ID Spoofing
Dr. Hosam Abdel Maoula (NTRA, EGYPT) presented Egypt’s experiences with identification spoofing. Impact and examples of methods of spoofing was presented, such as those experienced with the use of SIMboxing, refiling, callback; or those newer technological methodologies such as use of bi-layered SIMs. Also, examples of commercial web applications for mobile ID spoofing were addressed. Methodologies used in Egypt to combat ID spoofing in mobile or Internet based telecommunications was presented, including counter fighting SIMboxes, VoIP filters at the operator level or country level, for throttling or blocking.  Proposed actions include characterization of possible means of illegal ID- spoofing, development of Regulatory measures to assist MSs and OAs to combat ID spoofing ,  development of guidelines and best practices based on global experiences and regulating the OTT services.
The UK experience and approach to damage mitigation was presented by Mr. Huw Saunders (Ofcom, UK), who indicated the significant size of the problem of CLI spoofing and nuisance calls in UK, which could reach 1~2 billion attempts per tear in UK, and how this has subsequent consumer concern and lead to undermine of trust. Two short term mitigation methodologies were demonstrated, stopping nuisance calls at the sources through agreed call tracing process - now in use by Ofcom (example of tracing mechanism given) ;  and the use of clear regulatory guidelines on CLI to identify problematic calls including VoIP and VoIP to SS7 transition, to allow national regulatory, commercial interconnect and network based mitigation actions. However on a longer term, the need for international cooperation for call tracing is highlighted, including regulatory/ administrative code of practice, responsiveness of Standardization bodies, considering especially the transition from PSTN to VoIP.  IETF STIR project was highlighted as a promising route, in spite of the many unresolved issues. The long term implementation (5Y+) should be considered in parallel with the technical work. It should integrate the existing E.164 administration and allocation with any identify certification methodology adopted, such as RPKI or else. These should be encouraged if not mandated on the international basis. Regulators and administrations have a key role in ensuring and policing adoption, alongside collective owner ship with Telcos and  Internet communication communities. 
Analysis of Caller ID delivery in China was presented by Ms. Hexian Huang (CATR, China). Caller ID delivery is a strict requirement in China (normative for traditional networks). CLI can be changed in specific cases, but controlled and traceable. In recent years, the telephone fraud cases appear frequently. A large part of them use the caller ID which make the called user misunderstanding and fooled easily. Caller ID spoofing is happened mostly in the case of interworking between the Internet and traditional network. So it was propose that every country work together on developing more complete standards and strengthen the supervision on it.
Ann-Valérie Heuschen (Voxbone SA, Belguim) gave the experience of an inbound telephony provider. Examples of caller ID/CLI regulation in the US (truth in Caller ID Act), EU (Directive 2002/58/EC) and internationally (Right of privacy in the digital age – UNGA 2013) were highlighted. The difference between network delivery of CLI, and the end user privacy right for CLIP/CLIR was presented. It was pointed out that difference between spoofing and CLIP/CLIR was signified and the latter is not considered spoofing (spoofing is transformation with malicious intent). From an operator perspective, CLI is generally received but with no means to verify its authenticity. Hence authentication at origin is crucial, otherwise no origination should be allowed, or only with the primary authenticated CLI on file. Practically it is very difficult for law enforcement agencies to find the offender for two reasons: misunderstanding of the principles, and the international nature of the offence. The presenter finally pointed to the IETF/STIR work for standards, the role of regulations for spoofing prohibition, the role of international cooperation and to train national law enforcement agencies for better understanding of spoofing.  
 Session 2: Status of activities within and outside of ITU-T
The work in ITU-T SG2 and relevant WTSA and PP resolutions was presented by Mr. Sherif Guinena (SG2 Chairman, Egypt). The adoption of the first of WTSA Resolution 65 (2008) on Calling Party Number Delivery and how this Resolution was revised in WTSA-12 were highlighted. WTSA Resolution 65 resolves for the necessity to provide international CPND/CLI/OI where technically possible, minimum information is the CC;  and be transparently transmitted by transit networks. Relevant Resolutions of the PP, WTSA and WTDC were addressed, as well as the ITR provision 3.6 on CLI provision.  SG2 is mandated to revise E.157 in response to revisions of WTSA Res.65 taking into consideration ITR Art 3.6. Highlights of the current E.157 (2009) was provided. Current SG2 progress includes revision of E.157 based on contribution, some have addressed spoofing, while other showed expansion of E.157 to cater for CPND/CLI/OI across PSTN as well as IP infrastructures. It was proposed that further work should investigate innovative methodologies such as validation, authentication and certification of the CPN/CLI/OI, and an emerging role of the ITU as a venue for international cooperation.
Paul Jones (Rapporteur of Q2 of SG16, remote) addressed caller identification in H.323 systems, used for video conferencing over IP networks, including enterprise and service provider networks, voice communication (e.g. IP PBX), and for OTT (Over-The-Top) video conferencing applications. It was indicated that H.323 can identify callers using variety of identifiers. Several scenarios are presented for call completion, and it was indicated that absence of a “Gatekeeper” allows the user to put anything (e.g. number) into call signaling messages. Operators’ Gatekeepers can generally be trusted and can serve as peering points between operators. End users, hackers, etc. can also install and operate Gatekeepers, though those devices cannot be trusted in the public Internet to deliver accurate caller identification information. When a service provider interconnects with an enterprise network, for example, the Gatekeeper should enforce caller identification by either validating the information or overriding the information received. Digital certificates may be used to sign messages as defined in in H.235.2. However, it is not yet clear how certificates might be applied to telephone numbers; signatures are readily useful for URIs that carry domain information, however. 
PKI (Public-Key Infrastructure) was introduced by Mr. Erik Anderson (Rapporteur of Q11 of SG17). The presentation explains how to certify the identity using a Public-Key Certificate.  Extensions can allow adding additional information to the public key certificate. A certification authority is needed (trust anchor). The presenter gave an example of online validation procedure. Details of PKI can be found in X.500 Standards (www.X5000Standard.com).   
Mr. Hein Dries-Ziekenheiner  (VIGILO, Netherland)  introduced the collaborative policy development (named VITASIG) of M3AAWG (Mobile Messaging Malware Anti Abuse Workgroup), LAP DNC (London Action Plan, DNC Group) and Vigilo (NL), in a PPP (public-Private-Partnership). The Goal is to bring down complaints on VoIP abuse such as : Robocalls, Illegal telemarketing, Fraud; and also for Policy development on a short, medium and long term phases. Examples of each phase were presented. It is concluded by highlighting the importance of PPP, keeping an eye nationally on complaints, and responding to best practices internationally. His presentation invited regulators to join London Action Plan (LAP), the industry to join M3AAWG, and both to join VTASIG in as a PPP.
The STIR (Secure Telephone Identity Revisited) working group of the IETF is presented by Mr. Philippe Fouquart (Orange Labs, France). The context of the past and present problems regarding the trustworthy CPNDs is presented, along with the drivers for the work in STIR such as number misappropriation and “high jacking”.  The STIR WG is chartered to specify Internet-based mechanisms that allow verification of the calling party's authorization to use a particular telephone number. The current deliverables include the problem statement and the threat model.  The first deliverable (Problem Statement) is submitted for publication as an information RFC, the second is still under another round of update. Future work includes potential extensions to SIP and authenticated identity and credential management to support telephone identity authentication. The general consensus is that the signing mechanism will mimic what already exists for email-like SIP URIs and adapt it for phone numbers.
3GPP study on spoofed call detection and prevention is presented by Ms. Jing Yuan (China Mobile).The project was started since 2012 (the Rapporteur: LI, Xiangjun of China Mobile), with the objectives to outline valid threat scenarios for caller id spoofing coming to 2G and 3G CS domains, to Analyze and evaluate if any tools in 3GPP can be used to counteract this problem, and to Study possible required technology mechanism to detect and prevent. Progress of the 3GPP is highlighted. Security Requirements has been summed up as: the caller ID received should be authorized; the unauthorized caller ID should be alerted and logged; if the spoofed call is detected, the network should be able to tear down the call and/or save in blacklists etc. Three candidate solutions for detection were discussed: IBCF checking incoming requests from untrusted networks, present only trusted Calling Line Identifiers, and Out of Band Methods closed to user group. It is concluded that 3GPP has produced the technical report TR 33.831 which analyzes the spoofed call scenarios, security requirements and the solutions. Further work will be a  creation of new WID if a more effective solution requiring standardization is envisaged. China Mobile see that the report should address more requirements to be implemented into specifications. Also ITU is invited to continue cooperation with 3GPP on caller ID spoofing.
Session 3: Regulatory aspect
Mr. Freddie McBride (Numbering & Networks, European Communications Office, CEPT), highlighted that caller spoofing is generally accepted as a bad practice, however scenarios do exist where the motivation may not be malicious. A case study from Ireland was presented targeting PC and laptop users and details of how the scam worked were presented along with some information on lessons learned. These lessons included the significant challenge oftackling this problem by jurisdiction. Apart from the numbering issues, raising awareness, through social media and other channels is a very effective way to curtail the consumer harm perpetrated. Cooperation between national and international carriers is essential and in particular the originating network as a responsibility as the gatekeeper! A harmonized international solution (i.e. ITU policy measure) could help and technical solutions required to validate originating numbers particularly for VoIP calls would also help,  ITU-T SG2 should take note of IETF STIR work in this regard.
Mr. Sherif Guinena (SG2 Chairman, Egypt), gave  background on the World Conference of International Telecommunications (WCIT-2012) and the discussions thereof on the addition of a provision in the International Telecommunications Regulations (ITR) on Calling Line Identification (CLI). Sample of the arguments and views of two main camps were presented to highlight the issues behind this provisions, and how this ended with a compromised text. Other interrelated provisions where pointed to (routing and numbering misuse) showing that all associated issues are correlated, and ID spoofing is only one element of the intricate problem.  Role of the Member States (MSs) and Regulators was emphasized to set policies and regulations to support implementation of the relevant provisions of ITRs, while new or revised Recommendations of the ITU-T would support this implementation. Some national and regional ACTs, regulations and recommendations where mentioned (USA, CEPT), which would be good examples to give guidance to other MSs. The presenter recommended that ITU can play an important role in supporting the harmonization of these regulations, and to be a facilitator for international cooperation.  

​Session 4:  Discussion and Closing
The participants have expressed their appreciation to ITU for organizing this workshop. Questions on points expressed in the presentations by speakers were raised and clarifications were provided. It was suggested to ask TSB to prepare a report on techniques used to address CLI spoofing with the understanding that it would stand on the existing outcomes within and outside ITU with close cooperation with ITU-D sector. A proposal of creating a work item to address this issue in ITU-T SG2 was raised.
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